Practice One

· Commands

· pwd – Print [to screen] Working Directory

· passwd – Change current password

· will be prompted for current password for authentication

· chfn – Update finger information

· exit / logout / Ctrl-D – exit/logout

Practice Two

· Commands

· cal – Prints Calendar to screen

· date – Set[root] / Prints system date, time 

· who – Displays users currently logged on

· whoami – Displays current account information of user that initiates command

· clear – Clear screen [cls:Dos]

· cat – Concatenate: display contents of file[s]

· whatis – Displays info of Linux command

· ie: whatis whoami

· man – Online Linux manual [/?: Dos]

· script – User initiated keylogger

· finger – User information lookup program

Practice Three

· Commands

· ls – List contents of directory

· ls –a – list hidden files

· ls –l – long listing format

· mkdir – Make directory

· mv – Move/rename file or directory

· cp – Copy file or directory

· rmdir – Remove empty directory

· cd – Change to another directory

· ~ - Home Directory

· . – Current Directory

· .. – Up one directory

· rm – remove directory containing files

· Must include –r; ie: rm –r dir1

· more – Displays multipage output page-by-page

· less – Opposite of more

· head – Output first part of files

· tail – Output the last part of files

· touch – Create blank file / change timestamp

LAB SUMMARY WEEK 2

PRACTICE FIVE COMMANDS

· VI TEXT EDITOR [VITE]

· FROM $ PROMPT [USER] OR # [ROOT]

· TYPE VI FILENAME TO OPEN FILENAME

· TYPE VI TO OPEN VITE WITH A NEW BLANK DOCUMENT

· NAME DOCUMENT BEFORE EXITING

· :W FILENAME

· 3 MODES OF VITE

· COMMMAND MODE: DEFAULT MODE WHEN VITE LAUNCHES

· COMMANDS

· ESC – PUTS YOU BACK IN COMMAND MODE

· h – [KEY ON LEFT] MOVES CURSOR LEFT

· j – [JUMP DOWN] MOVES CURSOR DOWN

· k – [KICK UP] MOVES CURSOR UP

· l – [KEY ON RIGHT] MOVES CURSOR RIGHT

· w / W – MOVES CURSOR FORWARD BY WORDCOUNT

· b / B – MOVES CURSOR BACK BY WORDCOUNT

· 0 – MOVES CURSOR TO BEGINNING OF THE LINE

· $ - MOVES CURSOR TO THE END OF THE LINE

· #G – MOVES CURSOR TO THE LINE # SPECIFIED

· WHERE # IS ACTUAL NUMBER

· nG – MOVE TO N [LINE NUMBER]

· WHERE n IS ACTUAL LINE #

· $G – MOVES CURSOR TO LAST LINE

· /PATTERN – SEARCH FORWARD FOR PATTERN

· ?PATTERN – SEARCH BACKWARD FOR PATTERN

· n,N – REPEAT LAST SEARCH IN OPPOSITE DIRECTION

· x – DELETE CHARACTER

· dd – CUT CURRENT LINE

· SAVE TO TEMP BUFFER

· #dd – CUT # OF LINES

· SAVE TO TEMP BUFFER

· yy – COPY CURRENT LINE

· SAVE TO TEMP BUFFER

· #yy – COPY # OF LINES

· SAVE TO TEMP BUFFER

· D – DELETE TO END OF LINE

· dw – DELETE WORD

· dG – DELETES TO END OF FILE

· p – PASTE DELETED TEXT BEFORE CURSOR

· P – PASTE DELETED TEXT AFTER CURSOR

· u – UNDO LAST COMMAND

· . – REPEAT LAST COMMAND

· zz – SAVE FILE AND QUIT

· I – PUTS USER IN INPUT MODE

· INPUT MODE

· COMMANDS 

· i – INSERT TEXT  BEFORE CURSOR

· a – INSERT TEXT AFTER CURSOR

· I – INSERT TEXT AT BEGINNING OF CURRENT LINE

· A – INSERT TEXT AT END OF CURRENT LINE

· o – OPEN NEW LINE FOR TEXT BELOW CURSOR

· O – OPEN NEW LINE FOR TEXT AFTER CURSOR

· LAST LINE MODE

· COMMANDS

· :wq – SAVE FILE AND QUIT

· :w – SAVE

· :q! – QUIT WITHOUT SAVING

· ! = ‘BANG’

· :# - GO TO LINE #

· :r [file] – INSERT FILE TO CURSOR LOCATION

· :help – GET HELP 

· VITE ONLY

· !<shell commands> - EXECUTE A SHELL COMMAND

· %s/old pattern/new pattern/g – REPLACE ALL

PRACTICE SIX COMMANDS

· STANDARDS

· TYPES

· STANDARD INPUT – KEYBOARD

· STANDARD OUTPUT – SCREEN

· STANDARD ERROR – SCREEN

· REDIRECTING 

· STANDARD OUTPUT

· COMMAND > FILE

· EXECUTE COMMAND AND SAVE TO FILE

· COMMAND >> FILE

· EXECUTE COMMAND AND APPEND TO FILE

· STANDARD INPUT

· COMMAND < FILE

· USE FILE FOR INPUT TO COMMAND

· STANDARD ERROR

· COMMAND 2> FILE

· SAVES ERROR TO FILE WHILE TRUE DATA IS SENT TO SCREEN

· PIPES

· COMMAND | COMMAND

· STDOUT FROM FIRST COMMAND IS ‘PIPED’ TO SECOND COMMAND AS STDIN

· WHO | GREP GDAU

· OUTPUT FROM WHO COMMAND IS PIPED TO GREP COMMAND TO ELIMINATE ALL RECORDS THAT DON’T CONTAIN GDAU STRING
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· ECHO displays output of following text or variable

· PATH sets path that OS uses to locate commands

· PATH=$PATH:/usr/bin:.

· To make permanent

· Modify 

· .bash_profile

· run source .bash_profile to test

· .bashrc

· run source .bashrc to test

· CHSL – change from Bash to … c++

· CHFN – update finger information

· ID – display ID information and GID

· PS1=’$PWD \u \d >’ - /home/net240s/n240su4 root Thu Aug 3 >

· NOCLOBBER – write protect files

· ALIAS – create your own commands

· BASH SCRIPTS


· First line must contain shell info that will be used to run program

· #!/bin/bash

· Include Author, Date, Program Title, Program Purpose

· Notate with # signs

· Run program

· ./program name

· bash program name

· program name 

· if current directory is included in PATH

· bash –v line by line analysis of program during execution

· variables – used in programming to store values
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· root: administrator account

· login as root

· switch user to root [preferred]

· su


· su -

· df

· Lists free disk space

· fdisk

· Partition utility used to create, update, and delete partition tables

· mkfs

· Format [ make file system] so that operating system can interact with partition

· mkdir

· Creates directories to compartmentalize file system

· mount

· Associates a device to a directory

· umount

· Unmounts / severs association between device and directory

· sync

· write cache to disk

· du 

· Disk space used
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· process

· instance of executing a program

· parent process

· a process that spawns a child process

· jobs

· displays local jobs

· must use % in syntax to denote JobID vs. ProcessID

· ps

· displays global processes

· must use # in syntax to denote ProcessID vs. ProcessID

· Ctrl-C

· kill -9

· Ctrl-Z

· suspend process/job

· program &

· starts process in the background

· fg %1

· moves suspended 'job' to foreground

· bg #2343

· moves suspended 'process' to background

· kill -9 %1

· kill job1 now

· kill -9 23423


· kill process 23423 now

· nice

· assign priority to your processes [user's can only lower priority(nice)]

· nohup

· 'no hang up' if parent process is killed

· sleep

· pauses for a specified # of seconds
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NFS

·  Introduction

· Set up configuration files

· Config files

· /etc/exports

· directory name   hostname

· /etc/hosts.allow

· similar to ACL 

· allow ip, range, hostname, domain

· /etc/hosts.deny

· similar to ACL

· deny ip, range, hostname, domain

· Start NFS service

· #service nfs start

· Daemons [processes (running programs)]

· portmap

· rpc.locked

· rpc.mounted

· rpc.rquotad

· rpc.statd

· rpciod

· nfsd

· Setting up NFS

· Network configuration
[inside DeVry domain]

· DHCP

· Make sure NFS mounting is supported

· #grop nfs /proc/filesystems

· If not

· #insmod nfs | grep portmap

· to start portmap if needed

· #service portmap start

· Make sure portmapper is running

· #ps aux | grep portmapper

· Verify the serve allows RPC access

· #rpcinfo -p grumpy

· check directory 

· showmount -e grumpy

· Create mount point

· mkdir /nfs_disk

· Mount remote directory

· mount grumpy:/rh90 /nfs_disk

· Verify by navigating to /nfs_disk






FTP

· Connect

· #ftp

· >ftp

· ftp> open grumpy.atl.devry.edu
· specify user and pass

· anonymous

· commands

· ls

· cd

· get

· downloads single file

· mget

· downloads multiple files

· prompt

· !pwd

· close

· bye 

· quit

· file types

· ascii

· binary

VSFTP

1. Overview

1. anonymous  FTP

2. real FTP

2. Files

3. Setting up configuration files

1. /etc/vsftpd/vsftpd.conf

2. /etc/hosts.allow

3. /etc/hosts.deny

4. Starting vsFTP

1. #service vsftpd start

5. Quick starting

1. Make sure the vsftpd installed

1. rpm -q vsftpd

2. Make sure that FTP server is enabled

1. #cat /etc/xinetd.d/vsftpd

3. Start vsftp service

1. #service vsftpd stop

2. #service vsftpd start

6. Configuring vsFTPd

1. #more /etc/vsftpd/vsftpd.conf

7. Access

1. anonymous_enable=Yes

2. local_enable=Yes

8. Setting access

1. ascii_download_enable=No

2. write_enable=Yes

3. local_umask=022

4. ascii_upload_enable=Yes

5. anon_upload_enable=Yes

6. #mkdir /ver/ftp/incomming

7. #chmod 777 /var/ftp/incomming

8. anon_umask=022

9. anon_other_write_enable=Yes

10. anon_mkdir_write_enable=Yes

9. Logging

1. xferlog_enable=Yes

10. Restsart service

1. #service vsftpd restart

11. Access Control

1. vsftpd: ALL

