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What is a Proxy Server?

A proxy server receives a request for an Internet service such as a web page request from a user. If it passes the filtering requirements the proxy server assumes it is also a cache server and looks in its local cache of previously downloaded web pages. If it finds the page, it returns it to the user without needing to forward the request to the Internet. If the page is not found, the proxy server acts as a client on behalf of the user and uses its own IP address to request the web page from the Internet. An advantage of using a proxy server is that because one or more Internet sites are frequently requested, they are likely to be in the proxy's cache, which improves response time.

It caches information on a Web server and acts as an intermediary between a Web client and that Web server. It basically holds the most commonly and recently used content from the World Wide Web for users in order to provide quicker access and to increase server security. This is common for an ISP especially if it have a slow link to the Internet. Proxy server is also constructs that allow direct Internet access from behind a firewall. It opens a socket on the server, and allow communication via that socket to the Internet. For example, if your computer is inside a protected network, and you want to browse the Web using Netscape, you would set up a proxy server on a firewall. The proxy server would be configured to allow requests from your computer, trying for port 80, to connect to its port 1080, and it would then redirect all requests to the proper places.

What is a Firewall?


A firewall located at a network gateway server, that protects the resources of a private network from users from other networks. An enterprise with an intranet that allows its workers access to the wider Internet installs a firewall to prevent outsiders from accessing its own private data resources and for controlling what outside resources its own users have access to. 

It may be a hardware device or a software program running on a secure host computer. In either case, it must have at least two network interfaces, one for the network it is intended to protect, and one for the network it is exposed to. A network firewall sits at the junction point or gateway between the two networks, usually a private network and a public network such as the Internet.

Basically, a firewall working closely with a router program, examines each network packet to determine whether to forward it toward its destination. A firewall also includes or works with a proxy server that makes network requests on behalf of workstation users. A firewall is often installed in a specially designated computer separate from the rest of the network so that no incoming request can get directly at private network resources.
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How is a Proxy Server different from a Firewall?

The functions of proxy, firewall, and caching can be in separate server programs or combined into a single package.  Different server programs can be located on different computers.  A typical firewall only affects traffic that is deems inappropriate, or needs to be forwarded – it leaves all other traffic alone.  A typical proxy server will affect all traffic in order to improve response time and forward requests through the firewall.

