Virus Removal Information

APStrojan (MSDos98.exe, Mine.exe)
Backdoor
Buddylist Virus
FunLove
Happy99, SKA
Hybris
“I Love You” (Loveletter virus)
KakWorm
MTX
Navidad
Pretty Park
Thus.A
W32/Msinit / Bymer.Scanner
Worm.Explore.Zip
Click on the title heading for additional information on the listed viruses.

MTX Virus
Q279084

Possible data loss:

Have customer power down computer & refer them immediately to Norton or McAfee.
1.  From a DOS prompt:

  cd windows

  attrib -h mtx_.exe

  del mtx_.exe

  attrib -h ie_pack.exe

  del ie_pack.exe

  attrib -h win32.dll

  del win32.dll

2.  From the installation point (CD or \windows\options\cabs): (if using CD, copy win98_41.cab to the hard-disk)

  extract /l c:\windows win98_41.cab explorer.exe > overwrite

  extract /l c:\windows win98_42.cab rundll32.exe > overwrite

  extract /l c:\windows\system precopy1.cab wsock32.dll > overwrite

3.  Reboot into Windows.

4.  Open Registry Editor:

  HKey_Local_Machine\Software\[Matrix] > delete the [Matrix] key

  HKey_Local_Machine\Software\Microsoft\Windows\CurrentVersion\Run\[SystemBackup] > delete the [SystemBackup] key
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Navidad Virus
Q280131

1.  Go to a DOS prompt.

2.  Copy REGEDIT.EXE to REGEDIT.COM

3.  Exit DOS prompt and run Registry Editor.

4.  Look up HKEY_LOCAL_MACHINE\Software\Classes\exefile\shell\open\command

5.  Data for Default will read:  C:\WINDOWS\SYSTEM\WINSVRC.VXD "%1" %*

6.  Change the Data to:  "%1" %*

7.  Delete the key HKEY_USERS\.DEFAULT\Software\Navidad

8.  Remove the string HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsCurrentVersion\Run  Win32BaseServiceMOD=\Windows\System\winsvrc.exe

9.  Exit Registry Editor and restart Windows.

10.  Delete the file C:\WINDOWS\WINSVRC.EXE
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Pretty Park Virus
Q250931

1.  Use Registry Editor to view and then modify the following registry key:

  HKEY_LOCAL_MACHINE\Software\Classes\Exefile\Shell\Open\Command

2.  Double-click the following registry string value:

  (Default)"files32.vxd" "%1" %*

3.  In the String box, remove Files32.vxd from the string. The correct string for this value is:

  "%1" %*

NOTE: HKEY_CLASSES_ROOT\Exefile\Shell\Open\Command may contain files32.vxd as well.

4.  Search for "files32.vxd" and delete the file.
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Backdoor Virus
Q259337

1.  Identify and note the files associated with this Trojan as detected by the antivirus program. Do not remove the Trojan at this time. If you have already removed the Trojan, you will not be able to run the Regedit steps below on the system. Proceed instead to step 11.

2.  Start Registry Editor in Windows 95/98 by typing "regedit" (without the quotation marks) or in Windows NT by typing "regedt32" (without the quotation marks), and then press ENTER.

3.  Remove references to the Trojan from these keys:

  HKEY_CLASSES_ROOT\exefile\shell\open\command\

  HKEY_LOCAL_MACHINE\Software\CLASSES\exefile\shell\open\command

They should contain only the value, not including brackets, ["%1" %*].

4.  If applicable, remove any keys that run the main Trojan under the following keys:

  HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices\

  HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\

5.  If applicable, delete the registry key if it exists for:

  HKEY_CLASSES_ROOT\.dl

6.  Quit Registry Editor.

7.  If applicable, edit the Win.ini file and remove the reference to the Trojan from the run= line in the [windows] section.

8.  If applicable, edit the System.ini file and remove the reference to the Trojan from the shell= line in the [boot] section. It should contain only the Explorer.exe file.

9.  Restart the computer.

10.  Delete the Trojan program(s). If you receive an error message saying that Windows is unable to delete the file because it is in use, you have made a mistake in the above process. Repeat steps 1 through 10, and then try again.

11.  If the Trojan was deleted before making the registry changes, it is still possible to repair the registry. You need access to another computer, or at a minimum, access to MS-DOS on the infected system. Using the MS-DOS Edit tool, create a file named Undo.reg with the following contents:

  REGEDIT4

  [HKEY_CLASSES_ROOT\exefile\shell\open\command] @="\"%1\" %*"

  [HKEY_LOCAL_MACHINE\Software\CLASSES\exefile\shell\open\command] @="\"%1\" %*"

Save this file in the Windows folder on the infected computer as a file named Undo.reg.

12.  Click Start, click Run, type "undo.reg" (without the quotation marks), and then click OK.
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Funlove Virus
SOX000915700173

Delete FLCSS.EXE and run an anti-virus program to finish cleaning virus.

Back To Top
W32/Msinit / Bymer.Scanner
Q276283

1.  Restart the computer, and press CTRL or F8.

2.  On the Startup menu, choose Command Prompt Only.

3.  Delete the following files from the C:\Windows\Systems folder:

  Wininit.exe

  Dnetc.exe

  Dnetc.ini

  Ms<xxx>.exe (Where <xxx> is a number or the letter I followed by two numbers. This is commonly Msi216.exe)

  Msclient.exe

4.  Restart the computer.

5.  Extract a new copy of the Wininit.exe file to the C:\Windows folder.
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KakWorm Virus
Q262165

1.  Quit Outlook Express.

2.  Install the Microsoft scriptlet.typelib/Eyedog security update. Information about this update is available at the following Microsoft Web site:

  ftp://ftp.microsoft.com/peropsys/IE/IE-Public/Fixes/usa/Eyedog-fix/x86/q240308.exe

3.  Search for all files named Kak.hta and Kak.htm and delete them.

4.  Delete the default e-mail message signature in Outlook Express. To do this, start Outlook Express, and then click Options on the Tools menu. Click the Signatures tab, click the default signature, and then click Remove to delete it.

5.  Delete any messages that may contain the embedded script.

6.  Locate the following registry key and delete it:

  HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run\cAgOu
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Thus.A
Q282967

Possible data loss:

Have customer power down computer & refer them immediately to Norton or McAfee.
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“I Love You” (Loveletter virus)
Q262238

1.  Close the Wscript.exe process by following these steps:

  a. Press CTRL+ALT+DELETE to start Task Manager.

  b. Locate the Wscript.exe file in the list.

  c. Click the Wscript.exe file, and then click End Task.

2.  Click Start, click Run, type "regedit" (without the quotation marks), and then click OK.

3.  Locate the MSKernel32 value name in the following registry key:

  HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

4.  Click MSKernel32, and then press DELETE to delete the key.

5.  When you are prompted to delete the key, click Yes.

6.  Locate the WIN-BUGSFIX value name in the following registry key:

  HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

7.  Click WIN-BUGSFIX, and then press DELETE to delete the key.

8.  When you are prompted to delete the key, click Yes.

  NOTE: This registry key is on your computer only if you start Internet Explorer while your computer is infected with the virus.

9.  Locate the Win32DLL value name in the following registry key:

  HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices

10.  Click Win32DLL, and then press DELETE to delete the key.

11.  When you are prompted to delete the key, click Yes.

12.  Locate the Start Page value name in the following registry key:

  HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main

13.  Click Start Page, and then press DELETE to delete the key.

14.  When you are prompted to delete the key, click Yes.

  NOTE: This Start Page registry key causes your browser's home page to change to a Web site that infects your computer with the worm virus again. When you remove this registry key, Internet Explorer is reset to your default home page. To reset the page to a home page that you want:

  a. Start Internet Explorer.

  b. On the Tools menu, click Internet Options.

  c. On the General tab, type the home page that you want in the box.

15.  Quit Registry Editor.

16.  Delete the following files on your infected computer:

  Mskernel32.vbs

  Win32dll.vbs

  Win-bugsfix.exe

  Love-letter-for-you.txt.vbs

  Love-letter-for-you.htm

  Winfat32.exe

  Script.ini

To delete these files:

  a. Click Start, click Search, and then click "Files or Folders."

  b. In the Named box, type the file name.

  c. Make sure that all of your hard drives are selected in the "Find in" box, and then click Find Now.

NOTE: Files with a .jpeg file name may have been deleted completely from your computer. Files with .mp2 and .mp3 file names may have been hidden, and new files with the same name and a .vbs file name may have been created. Microsoft recommends that you delete these files too.
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Buddylist Virus (APSTrojan.ob)
SOX000907700160

ATTRIB -H C:\COMMAND.EXE

DEL C:\COMMAND.EXE

CD AMERIC~1.EXE

ATTRIB -H BUDDYL~1.EXE

DEL BUDDYL~1.EXE

CD\WINDOWS\SYSTEM

ATTRIB -H WINSAVER.EXE

DEL WINSAVER.EXE

ATTRIB -H VCLCNTL.DLL

DEL VCLCNTL.DLL

CD NORTON~1

ATTRIB -H REGIST~1.EXE

DEL REGIST~1.EXE

CD\WINDOWS\STARTM~1\PROGRAMS\STARTUP

ATTRIB -H AIMREM~1.EXE

DEL AIMREM~1.EXE

Modified C:\WINDOWS\SYSTEM.INI

changed [boot] SCRNSAVE.EXE=c:\windows\system\WinSaver.exe to SCRNSAVE.EXE=

Modified C:\WINDOWS\WIN.INI

changed load=C:\Americ~1.0\BuddyList.exe to load=

changed run=c:\windows\system\NortonAntiVir\RegistryReminder.exe to run=

[HKey_Local_Machine\SOFTWARE\Microsoft\Windows\CurrentVersion\Run]

"WinProfile"="C:\Command.exe"
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Happy99, SKA
Q221486

1.  Restart your computer. Press and hold down the CTRL key until you see the Windows 98 Startup menu (for Windows 95, press F8 when you see "Starting Windows 95"), and then choose Safe Mode Command Prompt Only.

2.  Type the following commands, pressing ENTER after each command:

  cd windows\system

  copy liste.ska c:\windows\desktop\liste.txt

  del ska.dll

  del ska.exe

  ren wsock32.dll wsock32.old

  ren wsock32.ska wsock32.dll

Back To Top
Worm.Explore.Zip
Q234937

1.  Using a standard text editor such as Notepad, edit the Win.ini file, and delete the following lines:

  Run=c:\windows\system\explore.exe

  Run=c:\windows\system\_setup.exe

2.  Save the file, exit the text editor, and then restart the computer.

3.  Delete the files:

  C:\Windows\System\Explore.exe

  C:\Windows\System\_setup.exe

NOTE: It is possible that _setup.exe may not be found on all infected systems.

4.  Check Task Manager for Zipped-file.exe, and use End Task on it to end it if listed.
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Hybris
Q285327

1.  In Safe Mode, find and remove instances of the virus from the following keys:

  HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

  HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
2.  At a DOS Prompt:

  extract /a /l c:\windows\system win98_22.cab wsock32.dll

http://service1.symantec.com/sarc/sarc.nsf/html/W95.Hybris.gen.html
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APStrojan.qa (.gen) -- (MSDos98.exe, Mine.exe)
SOX000630700062

1.  Boot into Safemode.

2.  Edit win.ini & remove the following lines:

  Run=c:\windows\uninstallms.exe

  Load=c:\americ~1.0\buddylist.exe

3.  Edit the key: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run\Windows="c:\msdos98.exe" > remove the [Windows] key

4.  Delete the following files:

  c:\msdos98.exe

  c:\WINDOWS\uninstallms.exe

  c:\WINDOWS\SYSTEM\mine.exe

  c:\WINDOWS\SYSTEM\ReadMe.Txt
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