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On the morning after Andrew and I arrived in San Diego following the break-in, Room 408 of the Supercomputer Center became our war room.

A large room on the top floor, it once offered a view of the ocean, which had been recently blocked by the new School of International Affairs building, and further obscured by a pair of monitors, a camera, and other videoconferencing apparatus par​tially covering the windows along that side of the room. But oth​erwise the room's various features-a long conference table, whiteboards on its walls, and network connections for our portable computers-were perfect for our purposes.

Around midday our impromptu force began to assemble. Even though it was Christmas week and school was out, there were always some researchers, students, post-docs, and even the occasional administrator and technician around the Center, and we were able to assemble an instant detective team for our effort to recreate the break-in. To add a little incentive we had lunch ordered from the Thai House, one of our regular spots, about ten kilometers from the campus. I had decided that if Sid was going to spring for expense money we ought to do something truly useful with it-like feeding people.

I had managed to round up with several phone calls an eclec​tic squad of people who were willing to volunteer some of their time. Because it was short notice it was something of a 


rag-tag army, and while some of the members of the group took a spe​cific task, others were there just to lend moral support, or out of curiosity. Rama Ramachandran was a former UCSD undergrad​uate who was now in business school at the University of Chicago and was visiting for the holidays. I was still puzzled by the strange syntax error message from the X-NeWS PostScript interpreter that had been on Ariel's console display the previous day, and since Rama was a real PostScript wizard, we immediately set him to work examining the interpreter to see if it had been exploited to gain entry

Among those joining us were John Moreland, a scientific visu​alization programmer; and Henry Ptasinski, a grad student in electrical and computer engineering at UCSD. At the time, Henry was also one of the system administrators at CERFnet, an Internet service provider that is closely affiliated with the Center.

And then there was a manager of network security at the Center. Tom and I usually get along well as long as we don't have to work together, but he likes to get involved in everything, and sometimes I refer to him as a roving speed bump. I may seem cruel in this regard, but I've never been able to figure out how to be tolerant dealing with the people who are responsible for main​taining the needless red tape and regulations that seem to make any large organization run. Julia says that my favorite word is "bozo," and argues that I should work on being a little more diplomatic. I tried to do so now, when he showed up to see if he could do anything useful. I gave him a chunk of code called the remote procedure call ToolTalk database server daemon," or rpc.ttdbserverd-which facilitates the communication of some programs across a network of computers-and asked him if he would go off and analyze it for vulnerabilities we didn't know about. We had become suspicious that it might have played a part in the break-in, because one of our activity log files had recorded an unusual access to it one Christmas night.

When he left the room, one of the graduate students turned to me and said, "Why did you give him something like that to do? You're always complaining about him."

Andrew and I looked at each other, and I replied, "Basically to keep him out of trouble and out of our hair."

"You know he's not going to stay out of your hair," the student said

"So?" I said. "This will keep him busy for a while, at least."

We were still doing data collection at this point, and things were looking pretty bleak, which made me even grumpier. I had already taken data off Rimmon and Astarte, my machines at home. At this point we could tell that Osiris had been tampered with, but not how. On each of these computers we had checked to see if any files had been altered and if any questionable pro-grams had been left behind. When we didn't see any immediate​ly I began to worry even more, for it suggested that our interlop​er knew some other way to get in, and that he thought he'd be able to return undetected. I couldn't consider going back on4ine until I assessed what our risk of another break4n was. Everybody went off to his individual task, leaving Andrew and me working at the portable computers we had set up.

Progress turned out to be sporadic. Thanks to Ariel's age, get​ting useful data out of the computer was frustrating and took us much of the day. Most of the components in a modern comput​er are connected by a bundle of wires known as a data bus. Microprocessors, computer memory, disk drives, graphics dis​plays, and assorted peripherals all plug into this main highway or backplane, which is really just a set of parallel wires that enables information to shuttle back and forth with incredible rapidity. Ariel was so old that it used a bus called VME which was origi​nally invented for minicomputers back in the 1980s. Its disk dri​ves were also based on an outdated standard so there was no way that we could hook Ariel's disks directly to my portable comput​ers, which used more modern SCSI disk drives. As a result, we first had to copy all the necessary data off Ariel before we could work with it safely.

The two of us went rummaging around the building trying to borrow some extra disks to accommodate this huge amount of data until finally, late in the afternoon, we managed to scrounge up a two-gigabyte drive from the folks at CERFnet. (To under​stand just how much information two gigabytes represents, think of one of these drives as having the capacity to comfortably store the entire Encyclopaedia Britannica, both pictures and text-all in the palm of your hand.) More hours were taken trying to figure out how to move all the data so that it would be organized exact​ly as it was stored on Ariel

It wasn't until 10 RM. that I had the data from Ariel transferred


to the hard drive and ready to be examined on my RDI portable. By that time almost everyone else had left the Center, and Andrew and I felt the need for a dinner break. We took the ele​vator downstairs and drove off campus to Rubio's, an inexpensive fish-taco restaurant, where neither of us was particularly happy to be. "Look, we're on someone else's expense account and we real​ly should be getting better meals than this," I told Andrew. "I don't want to present Sid with a dinner bill for $4.95." But after ten o'clock in that part of San Diego, there aren't too many choices. We ate quickly, eager to return to the Center and see what Ariel's data would tell us.

Back in Room 408, it took me about an hour to run the foren​sic-analysis programs that, as with Rimmon and Astarte, at home, revealed which of Ariel's files had been accessed, modified, or cor​rupted. For the first time I knew what had actually been stolen from Ariel: virtually everything in my directories. Much of it was valuable to me and my work, including tens of thousands of my e-mail messages, source code for programs I had written, and sensitive proprietary data. There were no conclusions to be drawn from this bill of particulars, however, because the thief or thieves were so indiscriminate that they had also spent hours copying programs that are freely available elsewhere on the Net, including various tools that I myself had downloaded from the Free Software Foundation.

Our analysis of Ariel's data did turn up one piece of news: the intruders had been stealing files only two hours before Andrew discovered the break-in. So now we had a fairly complete picture of what had happened, and some indication of when. But we still couldn't answer the question that, to me, was the more important one: How did they do it?

I knew that Osiris, the machine at the head of my bed, had been accessed before Ariel, at my SDSC office, but I didn't know how they had gotten to either machine, or if they had used one to get to the other. And then there was that XNeWS PostScript interpreter error message on Ariel, which seemed to indicate an attempted probe from Colorado SuperNet. Significant - or a false clue? If our attacker. really knew what he was doing, disin​formation was a possibility we had to be aware of

There were also other bits and pieces that made up a puzzle I


still couldn't assemble. One of them was a mysterious program, Tap, that I had seen when I peered into Osiris's memory the day before. It was a transient program that someone had created and placed in my computer's memory for a specific task. When the computer was turned off or rebooted it would vanish forever. And what about the ghost of the file oki.tar.Z, whose creation suggested that someone was after cellular telephone software, despite the otherwise indiscrimate nature of the looting?

There was another crucial discovery from looking at Ariel's data; the intruder had tried to overwrite our packet logs, the detailed records we keep of various packets of data that had been sent to or from our machines over the Internet. The erased log files revealed that in trying to overwrite them the intruder hadn't completely covered over the original file. It was as if he had tried to hide his footprints in the sand by throwing buckets of more sand on top of them. But here and there, heels and toes and even a whole foot were still visible. It appeared that we had our first clues. We might not have the entire getaway path, but at least we'd know in which direction to start tracking.

In fact, while none of the puzzle pieces fit yet, the packet log gave us a potential way to start putting our clues together. The intruder's alteration of the separate activity log had first alerted Andrew to the break-in. Now the clumsily overwritten packet log file could potentially help us recreate it, thanks to the tech​nology used for routing chunks of data -packets- over the Internet.

This technology is called "Packet switching," and like the Internet itself it is the direct outgrowth of an idea conceived in the early 1960s by a Rand Corporation researcher named Paul Baran. In those days, at the height of the Cold War, the military was obsessed with the problem of surviving a nuclear war, and so one of the assignments they handed to their think tanks was inventing a communication system that would continue to oper​ate even if some of its nodes were destroyed.

Baran hatched the idea of a computer network that could auto​matically reroute traffic. The technique, packet switching, involved breaking each message up into lots and lots of small packets. Each packet contained only a small portion of the mes​sage, accompanied by a "packet header" that contained enough


information so that at each waypoint in its passage through the network, each of these little data parcels could be rerouted if nec​essary and still arrive safely at its final destination. The routing computers were given enough intelligence so that even if the packets took different routes and arrived out of order, or were even lost, it was possible to reassemble the message in the correct order and request that lost packets be resent.

Barans was a brilliant concept, and in the late 1960s the Pentagon's Advanced Projects Research Agency, or ARPA, fund​ed an experimental project to develop such a network. The first "Watson, come here. I need your help" message was sent between Stanford Research Institute in Menlo Park, now SRI International, and a group of computer researchers at UCLA in 1970. Since then, things have gotten a little out of hand: from the original two ARPAnet sites, the Internet network had expanded to more than 6.6 million machines and was still grow​ing at a geometric rate.

But while the multitude of machines and users are overbur​dening the Internet in various ways, and providing cover for peo​ple intent on mischief, each of the billions of packets flowing through the network still has that informative header, telling not only where the packet is going, but where it supposedly came from. And because I knew that a packet filter can duly note all this information, I was hoping that the Ariel's packet logs might eventually help recreate the intruder's actions.

But there was a complication: although the intruder had failed to overwrite the packet-log file, his effort to erase it was going to make reading the data difficult. The way computer data is stored on a hard drive is similar to the way a library orga​nizes its holdings. What you really want in a library is to be able to go and ask the librarian for a particular book, and then be handed the book-you don't care where it's actually stored. In the same way, information about the files that you create on a computer is all stored in one place on the hard disk-think of it as a library card catalogue-but the information itself is kept somewhere else, usually scattered in little blocks all over the disk's surface.

Like librarians, computer operating systems take care of the tedious grunt work of storing and hunting for the information.

When the operating system erases a file, what it actually does is erase the pointers to the information, the file card in the catalog, rather than the information itself, which remains until all available space on the hard disk is filled up and the erased data eventually gets written over by newly stored data. (Trying to prevent such write-overs was one of the reasons I had Ariel and the other machines halted as soon as possible after learning of the break-in.)

So even though the packet file had been erased, it was actually possible that its data could still be reconstructed from the disk-it was just that the task was a little bit like the one the king's men faced with Humpty Dumpty. As a first step in how we would proceed, Andrew said, "I think I can write a program that will find the spot in the file where the corruption ends and then look for the place the real data begin." This would be a useful start, but it wouldn't necessarily let us find all the disparate pieces of the data we were looking for-as this would only turn up data written to the file after it had been tampered with.

It occurred to me that there might be a better, less obvious way to find the same data. As a physicist I think a lot about concepts like entropy and chaos, and I have spent a lot of time building tools that look for patterns that might not be otherwise apparent. A body of data may appear to be noise, but in fact may have a hidden structure. The challenge is to extract that structure, which may exist in a clear form, or in some form that requires the right filter to see.

In a way I was facing the same problem that a Roman cryp​tographer might have confronted in attempting to break an ancient coding scheme known as a Caesar cipher. In this proce​dure, military messages were written on the surfaces of parch​ment that had been wrapped around a cylinder or cone. The only way to decode the message was to find an object of the same size and shape and to keep wrapping the paper around it until the writing lined up.

Likewise, I needed to find a pattern in the tiny pieces of data scattered across the surface of our disks. Like all computer data, it was in the form of binary code-strings of l's and 0's that can represent digits, letters, and other types of information. Each piece of string was a link in a chain of information; the problem was to discover the pattern by which these individual links had


been scattered, so we could find them and reassemble the chain. I had put off doing this, because it seemed like a long shot. But we hadn't learned enough from our other analysis thus far, so it now seemed like the necessary next step.

"Let's see who can do this first," I told Andrew at about 1:30 A.M. We agreed that Andrew would write his conventional pro​gram for retrieving the packet information, while I would write one to look for patterns on the disk and then attempt to reassem​ble them into something that resembled the original file. We set​tled in front of our workstations at a conference table, facing each other, Andrew tapping away at his RDI portable, and I at my newer version of the same computer, a machine in which I was growing increasingly confident, despite its being an unproven prototype.

I wrote a program I called Hunt to search the disk that I ran for the first time at about 2:45 in the morning, and a second program called Catch, which was designed to organize what Hunt found. I actually won the race by a nose, with my programs finishing their tasks at nearly 4 A.M., just ahead of Andrew's. In the end, we both succeeded in retrieving data, and Andrew's partial file was a useful check of my catch of relevant data: 14 million bytes that had been scattered among nearly 2 billion others and which might now finally enable us to recreate our intruder's actions.

Savoring the moment, I sat back and casually scanned through our reconstituted packet-log file. With this information, we might have a chance to replay his actual keystrokes, much like rewinding a videotape to watch a television show. We now had a chance of putting the puzzle back together. It was the first time that I had been able to feel good in three days.

My intruder had assumed that by overwriting the data he would make it disappear. He should have known better. "He's probably an MS-DOS user," I grumbled. If he was trying to be invisible he shouldn't have been sloppy. I began to wonder how good he really was. One of the standard strategies in the com​puter underground is to share "cookbook" recipes for attacks, and then use these step-by-step programs against targets over the Internet. There's a lot of that: someone steals a hardware or soft​ware company's source code, or stumbles upon garden-variety computer-security software like the type that had been among


my stolen files, or studies computer science journals and figures out a way to break into a system. If he succeeds he passes word around the network to his friends, or posts the how-to details on any of the various underground bulletin boards that function as rogues' hangouts on the Internet. Maybe our intruder was just an anklebiter who had learned how to read technical manuals or bulletin board postings, and hadn't realized that covering your trail in the digital world isn't always as easy as it seems.

However promising our leads, I was on my third night of little sleep, so we agreed to quit the search. I drove home, and as my Acura glided through the deserted streets I took satisfaction in knowing that even if we didn't find enough information in the packet log file to start chasing our intruder in earnest, at the very least we should be able to figure out how he broke in, and so find ways to improve our locks. When I got home the first hint of sunrise was filtering through my bedroom, but despite my phys​ical exhaustion, sleep eluded me. I sat crosslegged on my futon bed in front of Osiris while looking through our systems for other clues. I played with rpc.ttdbserverd. Why had it been left running on the night of the break-in? Did the attacker have some clever program that spanned an entire computer network to break security? It nagged at me, but after another hour of fruit​less searching, it looked like a dead end.

Late that morning, as my car climbed the hill to SDSC, instead of feeling dread, I was anticipating the challenge ahead. Andrew had already arrived in Room 408, as had most of the others, and lunch had been brought in again. While we were eating, the phone rang in the conference room.

It was Mike Bowen, someone I knew at CERFnet. Mike, a technical support person and a wizard with a type of digital tech​nology known as ISDN telephone technology, also kept his ear to the ground for rumblings from the computer underworld. I had talked to him the day before on the off chance he might have heard something about our break-in. He had told me he knew a guy named Justin Petersen, whom I'd heard of, who was in prison in Los Angeles for credit-card fraud and was trying to strike a deal with Federal prosecutors. Petersen had been trying to 


persuade Mike to use his contacts in the computer-security community to see if someone could persuade the Feds to listen to his alibi-that he had been set up by Kevin Mitnick while he was trying to help the FBI find Mitnick. Maybe I'd want to chat with Petersen? "Sure," I had told Mike. "Why not?"

Now Mike was calling back, saying he had set things up. Because Petersen was in prison he was allowed phone calls only from a restricted list of people. For him to speak to anyone else, a person from this list would make the phone call and then three-way the other party into the conversation. That was about to hap-pen, Mike said, and told me to stand by. He hung up.

A few minutes later, the phone rang again. "Hi, I'm here with the person who you were expecting to hear from," said a voice I didn't recognize.

"Who are you?" I asked.

"Why don't you call me Eric," another voice on the line responded. Petersen had decided to use one of his many aliases, although another, Agent Steal, was the best known.

Justin Tanner Petersen was a strange character. A Southern California native, he had originally been arrested in Dallas in 1991 and charged with credit-card fraud and other computer crimes. In a plea bargain, he arranged with the Secret Service and FBI to be released to work under Federal supervision to help agents track down computer criminals, while other charges against him played out in the California courts. Petersen had sup​posedly put the FBI on the trail of Kevin Mitnick in 1992, forc​ing Mitnick to go on the lam. And he had also helped law-enforcement officials assemble evidence against Kevin Poulsen, a Silicon Valley programmer who had been arrested in 1991 and who finally pleaded guilty in June 1994 to electronically taking over a Pacific Bell central office telephone switch to rig contests at two Los Angeles radio stations, from which he won two Porsches, more than $20,000 in cash, and at least two trips to Hawaii. (If you are in control of the telephone company's central office switch, you can be lucky caller number ninety-five when​ever you want.) Meanwhile, the FBI had an extensive dossier against Poulsen for other computer and telecommunications activities, such as listening to the phone calls of his former girl​friend, tapping into conversations of telephone company securi​-


ty officials investigating him, and even monitoring the electronic communications of FBI agents who were tailing Imelda Marcos's daughter in Woodside, California.

But while working for the FBI, Petersen had allegedly returned to computer crime himself. In an October 1993 courthouse meeting with a prosecutor for the Los Angeles district attorney's office, he admitted to credit-card fraud. Then, in the middle of the meeting, he told his attorney he needed to take a break, walked from the room, and fled. He lived on the run until being recaptured in August 1994, and now, more than four months later, he was about to be sentenced and was hoping that I could help him make a deal for a lenient sentence in exchange for his helping us catch Kevin Mitnick. Although he'd been trying to negotiate with the Justice Department, his prospects seemed grim. Because I knew Scott Charney, the Justice Department's chief computer crime prosecutor, Petersen seemed to hold out some hope I could help him in making a deal.

He believed it was Mitnick who had turned him in to the Feds in his most recent arrest, and he didn't sound happy about it. He had a flat Southern California accent and I had the distinct sense that he wasn't being very sincere.

"I don't even know if it was Kevin Mitnick who broke in to my computers," I said.

"It sure sounds like Kevin's M.O.," Petersen responded.

I was skeptical. There were potentially thousands of people who could have gone after my machines. "What would you need to find him?" I asked. "I understand that you're in a difficult sit​uation, given that it seems you screwed over the Feds at least once.

He was vague. "I know things that I obviously don't want to say over this phone line," he replied.

Petersen began proposing that we meet in person, and then he would be able to tell me more. He said he thought he was very close to catching Mitnick, that it would take maybe a month. He proposed expense money. He was hard to read, and I kept trying to figure out whether he actually had something or not.

After we talked for about forty-five minutes I finally said, "If I get a chance I'll mention this to to law enforcement people, but I don’t think it will lead anywhere." I added that if I was in Los


Angeles I would come visit him in prison We hung up, and I called Mike Bowen and said, "Should I believe any of this?"

"I don't know, maybe," Mike answered. Perhaps Mitnick real​ly had set up Petersen. "But there's another possibility" he con​tinued. "Maybe Justin is worried that Kevin Mitnick has the goods on him, enough to put him away for a long time."

I decided that for now, at least, I might be better off analyzing Ariel's data than relying on people like Justin Petersen.

Shortly after 5 PM. Andrew and I were ready to begin recreating a second-by-second chronicle of the events of the break-in on one of the large whiteboards along the wall. We had attracted a small audience of curiosity seekers who had heard about our project, including Jay Dombrowski, the Center's manager responsible for networks and communications.

We were at the crux of our investigation, and doing it so pub​licly was something of a risk: it wouldn't look very impressive if we came up empty-handed. But the opportunity for us all to learn something outweighed the risk of embarrassment.

During the afternoon I'd massaged the reassembled packet log file with a program I'd written called Cook that threw out any​thing extraneous. I'd also assembled the various forensics data we'd collected-primarily, our records of the files that had been accessed-and merged it into one file, organized chronologically, that gave us a single timeline of all events. The packet log was already organized chronologically. Everything we had done over the last several days had been preparation for this: we would now systematically compare the packet logs, which would show us exactly what the attacker typed or transmitted, with the forensics data, which would reveal the consequences of each of these actions.

Andrew stood at the whiteboard with a magic marker, and I sat in front of my RDI workstation. I began calling out each event as I extracted it from the lists we had compiled and merged.

I began with the afternoon of Christmas day-shortly after I had wandered by the computer in the entryway at Toad Hall and thought about checking mail on my network.

"14:09:32," I called out. From our reconstructed packet data we saw that Ariel received this command over the Internet, an exploratory probe:

finger -1 @ariel.sdsc.edu

Finger is a standard Unix utility that displays information about each logged-in user, and Ariel responded by giving basic information, telling the prober that there were current connec​tions to Astarte, Rimmon, and Osiris, and that my computer had been unattended for several days. Over the next three minutes in our computer timeline, I called out six more probes, each target​ing a different aspect of my network.

"14:11:49," I read. "Hey, they've run a remote procedure call on Osiris."

Andrew walked around the table and studied the screen of my portable. He was an expert on remote procedure calls, RPC's, an operating system function that lets programs ask a remote com​puter to do something. The result he was studying was displayed in hexadecimal format, the base-16 numbering system that good hackers learn to read as a second language. "That's a showmount -e to show exported file systems," he said. In other words, it was a command that allowed the person executing it to determine which hard disks were shared by the other computers in my net​work. Someone was trying to build what is known as a trust model of my network, to see which computers had special rela​tionships, with few security barriers between them. It was an attempt to see which computers in my network "trusted" each other, as Osiris and Rimonn did, for example.

I looked more closely at the probes and made a striking dis​covery: They all came from toad. com.

"This is very strange," I said to Andrew. "I was at Toad Hall when these probes were made, not ten meters away from the machine they came from." I could see that the RPC had come from source port 721 at toad.com, which meant it had been issued by someone who was root on Toad. I knew there had been no one else physically present at Toad Hall at the time but Julia


and myself, and I realized that the attack could have been staged from anywhere on the Internet. Still, I couldn't help wondering whether the intruder was someone I knew.

I was puzzled, but there was nothing to do but plunge ahead. Six minutes later in the data stream we saw evidence of some​one attempting to initiate an Internet connection-a request called SYN, for synchronize.

"14:18:22," I said. "I see a remote log-in connection from 130.92.6.97 to Rimmon ... wait, there are a whole bunch more!" I was struck by this. Normally, a SYN request should have initiat​ed a single computer handshaking sequence-the brief greeting and interrogation between two machines before they agree to com​municate over the Internet. This requires the pair of computers cre​ating and exchanging a sequence of one-time-use numbers to ensure that this conversation isn't confused with any other simul​taneous conversations that either computer may also be having.

But in this case, it was as if this remote machine was saying "hello," "hello," "hello," "hello," in rapid succession, without lis​tening to Rimmon's reply. Why would that happen?

I stopped and tried to find where these rapid-fire SYNs had come from. The digits 130.92.6.97 were the remote computer's Internet address, and it took several queries to various Internet databases, but I finally got an answer: currently, there was no such computer. The messages to Rimmon had appeared to come from a network in Switzerland:

University of Berne (NET-UNIBE)

Institute of Informatics and Applied 

  Mathematics

Laenggassstrasse 51

CH-3012 Berne

SWITZERLAND

Netname: UNIBE

Netnumber: 130.92.0.0

Coordinator:

Buetikofer, Fritz (FB61) btkfr@ID.UNIBE.CH

+41 31 65 3843

Domain System inverse mapping provided by:

ARWEN.UNIBE.CH 130.92.9.52

SWIBE9.UNIBE.CH 130.92.1.1

SCSNMS.SWlTCH.CH 130.59.1.30
That network existed, as indicated by the first five digits: 130.92. But it appeared that the computer that had tried to connect to Rimmon, the machine designated by the complete address, 130.92.6.97, didn't answer, or didn't exist, at least not now. The computer could have been turned off since the attack, I supposed, and so would not be showing up in the database. Or there was another possibility: The address could have been a forgery.

I resumed the chronology: "14:18:25." It was just three sec​onds later, in our data timeline. And now there was another SYN, this time to Osiris from a computer called apollo.it.luc.edu. I queried the Internet database again and found out that luc.edu was Loyola University in Chicago. As had happened to Rimmon from the mystery Swiss machine, Osiris was now receiving a series of remote log-in connection requests from the Loyola machine.

"This is very weird," I muttered. What was going on? Osiris was receiving a series of SYNs, each with a sequence number to initiate the handshake. But when Osiris sent back its acknowl​edgment --SYN-ACK, which included a second sequence number-the Loyola machine was not taking the normal next step. Instead of replying with a third sequence number, the Loyola computer would start the process over by issuing the command RST, for reset. This happened twenty times in rapid succession. Why?

I continued to hunt through the data, and then I saw some​thing that at first didn't make any sense at all. All of the packet data that we were analyzing were packets that had come in from the Internet through Ariel, which was sitting in the wiring closet here at the Supercomputer Center. But now, our records had begun showing traffic that seemed to be flowing directly between Osiris and Rimmon, inside my house. "Wait, I shouldn't be see​ing these packets!" I said. "Why am I seeing local traffic between Osiris and Rimmon?"

But suddenly it came to me-the answer I had been pursuing around the clock for the last three days. The remote computer had seized on the fact that Osiris trusted Rimmon and had forged a one-way connection to Osiris that appeared to be from Rimmon, but was actually coming directly from our intruder.

"An, I understand," I said. The room fell quiet, as I looked at Andrew. "So that's how they broke in."

All those aborted handshakes now made sense. The attacker had needed to be able to predict the sequence number that Osiris was sending out with each SYN-ACK. A sequence number in this case was simply an authenticator, much like the number they give you while you're waiting in line at the delicatessen, so that when it's your turn to talk to the man behind the counter he and every​body else recognize your right to proceed. Our intruder planned to masquerade as Rimmon, a computer that Osiris trusted, and in order to do it successfully he needed to be able to send Osiris back the sequence number, the delicatessen number, that it, Osiris, would expect Rimmon to present.

And now I understood why the intruder had sent that first flur​ry of messages to Rimmon. They had filled up an input queue, in effect gagging Rimmon so that it couldn't respond wheri it came time to present its sequence number. Once Rimmon was bound and gagged, the attacker had then sent that series of twenty SYNs to Osiris, to learn the formula by which Osiris generated its sequence numbers --each was 128,000 larger than the previous one-and thus be ready to slip into Rimmon's place in the deli line and respond with the appropriate sequence number. The intruder then gave the sequence number Osiris was expecting, and used it to open a communications channel.

Andrew had come over from the whiteboard and was watching my screen over my shoulder. Now that they had broken in, what did they do? Pretending to be Rimmon, the attacker at the Loyola computer had sent the following short message through the one-way channel: "echo ++>/.rhosts." That simple command caused Osiris itself to drop all of its defenses and made it possible for anyone to connect to it without a password. The intruder had convinced Osiris that it was opening up a digital conversation with its trusted file server in the next room, Rimmon.

It was now almost six in the evening, and Andrew had returned to write up the sequence on the whiteboard. Jay Dombrowski, who was following some but not all of the chronology that we created, politely excused himself to go home for dinner.

I thought about it for a minute and realized that the style of attack was a familiar one. With a deft sleight-of-hand the attack​er had made packets coming from outside our network appear to be coming from the safety of the inside. This was an "IP spoof​mg" attack, a type that had been described in theory in the com​-


puter science literature but which, as far as I knew, had never before been carried out as a hostile attack.

The attack was based on a weakness in the set of technical com​munications instructions for Internet traffic, known as the Transmission Control Protocol/Internet Protocol (TCP/IP), which had been developed in the late 1970s and early 1980s. IP spoofing, manipulating the handshake sequence numbers to impersonate another computer, was possible because the hand-shake procedures, created in an era when nobody worried much about Internet security, had been designed merely to clarify who was who on the Internet, not verify.

I was familiar with a technical paper on TCP/IP security prob​lems, written in 1989 by Steve Bellovin, a computer security researcher at Bell Labs, in which he had described how an IP ​spoofing attack might play out. But the potential to use IP-spoofing to pose as a "trusted" computer had first been brought to the research community's attention even earlier, in a 1984 paper that a student named Robert Tappan Morris had written while a sum​mer intern also at Bell Labs. On the final page of his report Morris had given a cookbook description of how such an attack would work. More than ten years later, his paper appeared prophetic: "Bell Labs has a growing TCP/IP network connecting machines with varying security needs; perhaps steps should be taken to reduce their vulnerability to each other."

As night fell, Room 408 was bathed in cold fluorescence as we continued following the attack's digital trail. One of the things I'd discovered on Tuesday was that on both Ariel and Osiris the intruder had inserted a program directly into the computer's operating system memory. Sun Microsystem's Unix has a stan​dard feature that permits you to modify the heart of the operat​ing system, while it is still running, to add new functions. These programs are called "kernel modules" and they can be directly placed in software "slots" in the operating system while the com​puter is still running. Typically you might use one if you were adding some new peripheral to your computer. The one on Ariel just seemed to be garbage, but I had tried to take the one I found in Osiris's memory apart and had not been able to immediately tell very much about what it was designed to do. It did have a suggestive name however, Tap 2.01.

At the time I'd wondered if it was a "sniffer" program, to enable


the intruder to subsequently monitor the traffic over my net​work, looking for things like passwords that might abet subse​quent break-ins to my machines or the computers of other peo​ple who communicate with me. But now in the traces of our packet data I could see what had happened. After installing and running a backdoor program on Osiris, the intruder returned through his backdoor network port, a separate channel that hap​pened to be one that our packet logs weren't monitoring, and so we lost direct traces of his keystrokes. But during this blind spot in our packet-log data, we could still follow his activities, the con​sequences of his keystrokes, by consulting our forensics data for this same time period.

We could see that he had inserted a kernel-module program called Tap into a slot in Osiris's operating system. Almost imme​diately afterward we could see his activity jump from Osiris at my home to Ariel at the Center. Although Osiris and Rimmon had a trust relationship that made them vulnerable to IP spoofing, Osiris and Ariel didn't. Initiating a communications session with Ariel would have required a much more elaborate set of proce​dures, including a password. He had needed another strategy; and this is where Tap came in. As he could see with finger, my home machine already had an open session to Ariel running on its screen. It appeared that Tap had allowed him to literally hijack this open window on Osiris's screen, and use it to control Ariel. Tap was a program that gave my thief the power of a puppet mas​ter, sending keystrokes through the portal just as if he had been sitting on my bed.

It was after midnight, and Andrew and I were once again the only ones working late in Room 408. The inactive videoconference terminals along the windows stared at me opaquely, and suddenly I recalled how the blank window on Osiris's display had puzzled me two days earlier. It was now obvious: my trespasser had broken through that screen portal in much the same way a burglar would jimmy open a window and then climb through it. And once he was inside Ariel, he had been able to help himself to my software and e-mail messages, and then carry them away to who knew where on the Internet.

	CHAPTER
6
	MY

CHRISTMAS
VACATION



In the days immediately after I unraveled the IP-spoofing attack my life didn't return to normal, for there was too much cleanup and reconstruction work to be done. But I did find time for skat​ing in the Southern California winter sunshine and talked with Julia regularly by telephone, as we discussed the possibility of her coming to visit me in San Diego. Much of my time was given over to building a more secure router for my network that would not only keep attackers out but would also keep detailed log files and alert us quickly if we were attacked. Andrew also worked long hours, deciphering the programs that had been left behind by our data thieves, and together we spent several days mopping up final details and trying to make certain that we understood exactly how our security had been violated.

I called Toad Hall to ask John Gilmore about the early probes from toad.com. He had become increasingly uncomfortable about my contact with Julia. It was a strained conversation. I told him about the attacks on my computers and the initial probes from his computer. He looked at the accounting logs his computer kept, reporting there was no suspicious activity.

"You know as well as I do that if somebody broke into toad they could have doctored your log files to hide themselves," I said.

Later, I spoke with Julia and we both decided the attack was an amazing coincidence. We knew I hadn't been involved, but I had been just upstairs from the computer, and we realized that


in raising the issue we might be opening a can of worms. Was somebody trying to frame me, or for that matter, to frame John? Or was it something else entirely? We decided it would be best not to make a point of it, as there were so many erroneous con​clusions that people might jump to.

While I was in San Diego both Andrew and I began working on refining my network's defensive perimeter. For many people, security in the Internet today is simply a matter of going out and buying a system called a firewall, a black-box solution that just restricts the type of data packets that can flow from the outside world. I've never believed that merely building thicker castle walls will offer a better defense, so instead we set traps and built alarms into the network, making it easier for us to detect and respond to future intrusions. Ariel was upgraded yet again, this time with the installation of more modern disk drives. We also wrote software that would protect against any future IP spoofing or similar attacks. We wanted to be automatically notified if someone attempted a spoofing attack in the future, and we began to mod​ify our network software so that it would be impossible to fool our machines with a forged Internet address.

Our new security router was designed to look at the address of each packet that flowed from the Internet to my network. If it found an address that appeared to be coming from the inside it would say, in effect, "Wait a minute, this shouldn't happen," and then not only reject the packet but also set off an alarm at the same time.

I scrounged around and salvaged a bunch of spare parts, and configured the secure routing computer to sit on the network between the outside world and my piece of the Supercomputer Center network. It was built out of a Sun SPARCstation we commandeered for the task, which took up residence in the wiring closet next to Ariel. We actually gave it three names. If you wanted to send packets to the outside world you sent them into "chaos." If you were sending packets to my computers then you leave them to "chance" the whole router we named the "Abyss."

At the heart of our defense was a basic computer network tech​nology called packet filtering. The ability to scrutinize and cap​ture individual packets as they moved by on a wire first emerged


in the early 1980s, because network designers needed a diagnos​tic tool to monitor and tune their systems. More recently, how​ever, packet filtering has become a powerful tool with great potential for abuse. Neither the first Ethernet local area network nor the first Internet computer networks were built with privacy or security in mind. They were simply research projects designed to let computer scientists and engineers explore the idea of hook​ing computers up within offices and between cities and states. But between the late 1960s and today, computer networks evolved from being research tools to the point that they've become an integral part of the fabric of our society. Ethernet works by broadcasting every packet along the entire wire. Normally, computers on the network listen to the packet broad​casts and simply take the packets addressed to them. The prob​lem with Ethernet technology is that someone can take over a computer on the network and simply scoop up all the packets, whether they are addressed to him or not. This data is usually not encrypted and it is a tremendous security loophole because sniff​ing is a passive activity. There is no way to know for certain whether packets bound for your computer are being illicitly snatched up and scanned by someone else.

As more and more data began to be transferred over computer networks, somewhere along the Way the bad guys began using packet filters, or "sniffers" as they became known, to watch all the traffic flowing over a network, saving it to later extract passwords and anything else that moved between two computers.

But just as packet filtering can be used to invade privacy, it can also be used to protect privacy and security by network operators who would otherwise be defenseless against those who are break​ing into their systems. One of the projects I've undertaken over the years has been to build better packet filters to keep up with increasingly faster computer networks. As a result, I've been crit​icized by privacy rights advocates for improving technology that can be dangerous in the wrong hands. People have even suggest​ed that I was building technology for Big Brother. Obviously, like many technologies in the world, packet filtering can be misused and abused, but by itself, it's just a tool. And tools are tools are tools. The possibility of its misuse is not enough to dissuade me from developing a tool, particularly when it has such a vital role.

The first opportunity I had had to put this technology in play against a live opponent on the Net came early in 1991 when I received a call from Castor Fu, a former Caltech classmate. Castor had worked with me at Los Alamos and had gone on to become a graduate student in physics at Stanford. In January of that year he noticed that Embezzle, one of the workstations in the Stanford physics department, was exhibiting strange behavior.

Investigating, he discovered that a long-dormant account named Adrian had been taken over by an interloper who was using it as a staging area for attacks on all sorts of government computers. Often coming in to the Stanford network by tele​phone, the cracker would then use the Internet to launch his for​ays from the university's computers. Irritated, Castor went to notify the university's computer security administrators. He learned they knew about the attack but had decided not to take action because they felt it was better to let the intruder continue, and thus have some idea of what he was up to, rather than to be left totally in the dark.

The university's lack of concern upset Castor even more, and he asked me to help him in his own vigilante action. We set up monitoring software on his network, and I wrote software per​mitting us to reconstruct the packets we captured during his raids in a videolike presentation. Replaying the data, we could see exactly what our Adrian interloper saw and watch all of his key​strokes just as he typed them.

At the time Stanford had a wide open bank of dial-in modems, which enabled anyone to connect to the university's computers. We ultimately discovered the intruder was a young Dutchman who seemed to have a remarkable amount of free time to sit and attack a variety of mostly military and government computers around the Internet. Castor guessed he was Dutch because he used the word probeeren, Dutch for "try," as a new password he created for the stolen account. We also noticed that the attacks came at times corresponding with programmers' hours in Europe. For several months we monitored his activities and tried to see that he didn't do anything harmful. When he did break into other accounts on the Net, we would warn people of the attacks.

As it turned out we weren't the only ones keeping an eye on


Adrian. About the same time we began tracking him, Bill Cheswick, a Bell Labs computer security researcher, noticed that someone was using Embezzle at Stanford to snoop around Bell Labs' system in Murray Hill, New Jersey. Rather than simply locking the attacker out, Cheswick decided to play with him, cat and mouse style. He built a phony computer, which he and his compatriots at Bell Labs referred to as their "jail." He set up the special gateway computer outside of the Bell Labs firewall machine and created a software "playroom" in which the intrud​er's every move and keystroke could be watched.

The Dutchman whom we called Adrian was known as Berferd to Cheswick's team, named after the account he had comman​deered at Bell Labs. (The account name itself was a bit of Bell whimsy: in an episode of the old Dick Van Dyke Show, Van Dyke's real-life brother, Jerry, had called Dick "Berferd," because he "looked like a Berferd." By the same logic, the Bell Labs' researchers decided it was a good name for their cracker.) For sev​eral months Cheswick studied Berferd's activities, fed him phony information, and attempted to help computer-security people elsewhere who were trying to trace him. Meanwhile, Cheswick indulged in a bit of his own mischief: in the software he wrote to masquerade as a Bell Labs system he inserted several "wait" states designed to simulate a busy computer system. The Dutch attack​er must have frequently been left tapping his fingers on his desk while he waited; but he apparently never caught on.

Occasionally the intruder did something that was outright destructive. Once Cheswick saw Berferd type the command "rm-rf / &"-perhaps the most devastating command in the Unix vocabulary. When issued from a root account it causes a computer to systematically walk through all its directories, eras​ing every file. Apparently Berferd wanted to cover his tracks and didn't care how much damage he did. Within the confines of the Bell Labs "jail," this command could do little harm. But Berferd's willingness to use it confirmed for Cheswick that he was far from harmless. In a paper about the attack written some months later Cheswick wrote, "Some crackers defend their work, stating that they don't do any real damage. Our cracker tried this with us [unsuccessfully to erase our files], and succeeded with this com​mand on other systems.

Adrian and the several compatriots with whom he seemed to be working appeared to be members of a shadowy computer under​ground who shared information about various bugs and vulnera​bilities in the computer systems they were attacking. Ironically, their forays did have the benefit of revealing the poor state of many computers that should have had real locks on their doors. On one NASA computer Adrian tried to log in as news  an account on many Unix computers to handle Usenet transactions between different computers on the network. The computer responded that news didn't have a password and asked him to cre​ate one of his own!

Another time we watched as he successfully used Robert Tappan Morris's notorious "sendmail" bug. Sendmail is the Internet's standard mail-handling program, and in 1988 Morris had written a worm program that exploited a flaw in sendmail that affected more than six thousand computers on the Internet. That flaw had been widely known for three years, and Sun had distributed software patching it. It was apparent that some system administrators were just too lazy to secure their machines and suffered the consequences.

Yet another time, we watched as Adrian broke into the com​puters of the Pentagon's Pacific Fleet Command and read mail. He used a search command to hunt for all occurrences of the word "Golf." We guessed he was actually looking for the word "Gulf," because it was at this very point that the U.S. military was mobilizing its forces in the Persian Gulf region. In fact late one night Castor was stalking Adrian as he poked and pried his way through the Internet when someone popped his head into his office at Stanford and said, "You know, there's a war on.”

Castor looked at him blankly for a second and then said, "I know, it's just like a war.”

The guy seemed just as baffled. Finally he said, "No, it really is a war. The Allies just started bombing Baghdad."

Despite  the  fact  that  Adrian  was  now   even reading  the  mili​tary's  unclassified  e-mail  with impunity, it was hard  to  get the  bureaucrats in  various government  agencies to do anything  about  the  problem. The more Castor and I watched, the more we  real​ized that Adrian/Berferd wasn't  really a skilled Unix hacker,  but simply persistent. He once sat and typed "mail -a," "mail -b,"


"mail -c," all the way to mail -z," and then repeated the process in upper-case, hunting for a particular vulnerability that he never found. A lot of what he was doing also fell into the "monkey see, monkey do" category. Since he didn't appear to know that much and was simply copying techniques he saw, I decided to stage my own experiment. We spent some time "teaching" Adrian new vul​nerabilities by purposely lowering some part of a computer defense he was probing to briefly allow him entry. Then we would patch it, in effect locking him out. Unaware of the ruse, he would repeat the same trick all over the network; though he failed everywhere else, he gave us a distinct signature with which to identify him when he was in action.

One night I left a telnet session running on Embezzle at Stanford. I had telnetted to a computer at the Los Alamos National Laboratory and then logged off the session. This left the path to the lab still visible for Adrian to retrace, although it was a pointer to a place I was pretty sure he would be unable to break into. Tipped off by Castor and me, Los Alamos had been inter​ested in Adrian, but needed an official reason to take action.

The next day when Adrian ran the PS command to see what programs were running on the Stanford computer he found my abandoned telnet to Los Alamos -lanl.gov- and took the bait. He began attempting to break into the weapons laboratory com​puters. I called the security officers at the Lab and told them Adrian was attacking their network. Although he was unsuccess​ful, Adrian had become an official Department of Energy securi​ty concern.

Ultimately telephone tracing proved impossible, because at the time there was no computer crime law in the Netherlands, and the Dutch telephone company would not assist with the trace requests from U.S. officials. However, in April, Wietse Venema, a Dutch computer security expert, contacted security experts in America and told them he'd tracked down a small group of Dutch programmers who were breaking into computer systems in the United States. He was able to identify Berferd, including his name, address, phone number, and even his bank account number. Around the same time I received a call from John Markoff, the New York Times reporter. We had never met, but Markoff had heard I was monitoring the Dutch intruder. I described


our surveillance, and on April 21 Markoff’s story appeared on the front page of the Times.

Dutch Computer Rogues Infiltrate American

Systems With Impunity

By JOHN MARKOFF, Special to The

New York Times
Beyond the reach of American law, a group of Dutch computer intruders have been openly defying United States military, space and intelligence authorities for almost six months. Recently they broke into a United States military computer while being filmed by a Dutch television station.

The intruders, working over local telephone lines that enable them to tap American computer net-works at almost no cost, have not done serious damage, Federal investigators say. And they have not penetrated the most secure Government computer systems. But they have entered a wide range of computers, including those at the Kennedy Space Center, the Pentagon's Pacific Fleet Command, the Lawrence Livermore National Labora​tory and Stanford University using an international com​puter network known as the Internet.

While the information on these systems is not classified, the computers store a great variety of material, including routine memorandums, unpublished reports and data from experiments. Federal officials said the group had tampered with some information stored on systems they have illegally entered.

United States Government officials said that they had been tracking the interlopers, but that no arrests had been made because there are no legal restrictions in the Netherlands barring unauthorized computer access. Telephone calls to Dutch Government officials in the Netherlands and the United States seeking comment were not returned.
Although Markoff agreed not to name me, deep in the story he included a reference to my involvement:

The Dutch group was detected last year after an unusually skilled United States Government computer researcher at a national laboratory tracked its every move using advanced computer security techniques. He notified Federal authorities of the break-ins.

The researcher has been able to make computer records of the intruders' keystrokes as they have electron​ically prowled through United States military, NASA, university and dozens of other computers. It has then been possible to play this information back and gain an exact picture of the computer screen as it appeared to the intruders in the Netherlands.

The newspaper article and the ensuing clamor it created gener​ated interest in my work within the government, and I eventual​ly gave a number of presentations about Adrian and his attacks to various agencies. As part of these lectures, I prepared a videotape of some of Adrian's sessions so that people who weren't familiar with computers could understand exactly how system crackers worked, and to experience what it was like to watch a computer screen from over a cracker's shoulder. They would be able to see and hear, down to the bells that sounded on his terminal, what he saw and heard in real time. I had originally planned to use the extra soundtracks on the tape, one for snide comments on Adrian's techniques and the other for a laugh track. Unfortunately I never found the time or the budget.

The Adrian incident also provided me with a useful civics les​son. In the fall of 19911 was in Washington, D.C., scheduled to show my Adrian tape to researchers at the General Accounting Office, whom Congress had ordered to investigate the break-ins. Just before I was to begin my presentation, however, Justice Department attorneys learned about the talk. They phoned the GAO and demanded I not present my tape, claiming it was part of their evidence in the case they were pursuing with the Dutch government. While I sat and waited inside a windowless confer​ence room, three Justice Department attorneys sped across town in a taxi and confronted GAO lawyers, apparently concerned that I was about to embarrass the bureaucracy. I found the whole thing ridiculous-bureaucrats trying to coverup their lapses. In the end I was not allowed to give the presentation until several


months later-and then only with officials from the Justice Department and FBI standing by.

The uproar over the Adrian incident helped push me toward computer security research, which in turn led me on a quest for better tools. One of the tools I modified for my work was a sophisticated piece of software called the Berkeley Packet Filter. Originally written by Van Jacobson and Steven McCanne at the federally funded Lawrence Berkeley Laboratories in 1990, it was designed for the simple task of monitoring computer network performance and debugging. The drawback was that it had been created for the existing generation of computer networks. Most businesses and research centers still use Ethernet. However, Ethernet is an aging standard, and by 1994 I found it necessary to create software that would be able to deal with much more advanced computer networks, such as those that use fiber optic cables and can reach speeds at least an order of magnitude faster than Ethernet. Today, most large commercial online services have internal fiber optic networks to handle the billions of bytes of data that circulate daily between their machines. The modified version of the BPF that I wrote was able to filter more than one hundred thousand packets a second, even when it was running on a Sun workstation several years old. Unlike the original BPF, my version was designed to bury itself inside the operating sys tem of a computer and watch for certain information as it flowed through the computer from the Internet. When a packet from a certain address, or for that matter any other desired piece of information designated by the user flashed by, BPF would grab it and place it in a file where it could be kept for later viewing.

I had developed my initial version of the faster BPF in the expectation that I would receive additional research funding for the work from the National Security Agency. The Agency had begun supporting my work under a Los Alamos National Labs research grant in 1991, and had promised to extend their support for my work, but the funding was never forthcoming. I devel​oped the tool, but after I completed the work, in early 1994, the bureaucrats in the agency reneged on funding.

The idea of working with the NSA is controversial in the com​munity of security professionals and civil libertarians, many of whom regard the NSA as a high-tech castle of darkness.

Libertarian by inclination or by the influence of their col​-


leagues, the nation's best computer hackers tend to possess a remarkable sensitivity to even the slightest hint of a civil liberties violation. They view with deep distrust the work of the National Security Agency, which has the twin missions of electronic spying around the globe and protecting the government's computer data. This distrust extends to anyone who works with the agency. Am I contaminated because I accepted research funding from the NSA? The situation reminds me of the scene in the movie Dr. StrangeLove where General Jack D. Ripper is obsessed by the idea of his bodily fluids being contaminated. I think the idea of guilt by association is absurd.

My view is very different. First of all, I don't believe in classi​fied research and so I don't do it. The work I was undertaking on packet-filtering tools was supposed to be funded by the agency for public release. The tools were to be made widely available to everyone, to use against the bad guys who were already using sim​ilar tools to invade people's privacy and compromise the security of machines on the Internet.

But even more to the point, I believe that the agency, rather than inherently evil, is essentially inept. Many people are fright​ened of the NSA, not realizing that it is like any other bureau​cracy; with all of a bureaucracy's attendant failings. Because the NSA staff lives in a classified world, the government's normal sys​tem of checks and balances doesn't apply. But that doesn't mean that their technology outpaces the open computer world; it just means they're out of touch and ponderous.

In any case, I feel strongly that tools like BPF are absolutely essential if the Internet is to have real security, and if we are to have the ability to trace vandals through the Net. If people are concerned that individual privacy is at stake, they should proba​bly worry less about who should have the right to monitor the networks, and instead focus their efforts on making cryptograph​ic software widely available. If information is encrypted it doesn't matter who sees it if they can't read the code. Cryptography is another example of my point that a tool is just a tool. It was, after all, used primarily by kings, generals, and spies until only two decades ago. Then work done by scientists at Stanford, MIT, and UCLA, coupled with the advent of the inexpensive personal computer, made encryption software available to anyone. As a result, the balance of power is dramatically shifting away from the


NSA back toward the individual, and toward protecting our civil liberties.

In San Diego, while we prepared to go back on-line, our intrud​er continued to bait us, placing a second call on the afternoon of December 30. When I returned to my office and played back my voice mail, my antagonist was there again. The voice mail system told me that the message had been left only minutes earlier, at 2:35 PM. It began with a howling sound, a little like a yowling cat -or was it a rooster crowing?- which then trailed off into an odd-sounding whine.

"Your security technique will be defeated," the message began, in a voice that sounded as if it might be a different person from the first caller. "Your technique is no good." A garbled sentence followed. I listened to it over and over again, but could make no sense of it.

It seemed the intruder had now figured out that we were off the Net, and he was trying to taunt us into making ourselves accessi​ble. "These guys are being pretty cocky;" I said to Andrew when I played the message for him. "Why don't they get a life?" Whoever it was-he, they-was trying to bait us, but I wasn't sure why. It seemed childish. At the same time I was relieved, for they obviously thought that they had gotten away clean, and it seemed possible that their overconfidence might increase their vulnerability in the future.

On New Year's Eve the two of us were at the Center working on the security router. We took a brief break to drive back to Andrew's apartment where his wife, Sarah, and a small group of friends were celebrating. The television was on, the champagne was passed, and finally the clock struck midnight. We stayed for a short while longer and then headed back to work. I coded labo​riously for a couple of more hours and then at 3 A.M. went home to sleep, my part of the routing filter essentially complete.

I had been growing concerned about Julia, who was sounding more depressed each time we spoke. She hadn't left Toad Hall for days, and although she had been saying she was coming to visit me, she had missed a couple of flights. So the next day, because


Julia was still arguing with John over the idea of her coming to San Diego, I decided to fly north.

At around 8 P.M. Andrew drove me to the airport and I left him with a list of items to finish and loose ends to attend to. He told me he had hopes of going back to work that evening and push​ing on. In the end, however, our pace caught up with him, for we had both been running on as few as four hours of sleep for five days. Andrew went home and directly to sleep and then slept the entire next day.

I flew to San Jose where I picked up a rental car and drove to San Francisco, stopping by Mark Lottor's on the way to pick up the skiing stuff I had left there on the morning of the twenty-seventh. My thought was to get Julia outdoors, whether it was for a day hike or a ski in the mountains, hoping that away from Toad Hall, she would have a chance to think about things from a fresh perspective. She had been a close friend for a long time, and I'd once made her a promise that if she was ever in a rut or feeling down, I would come and we would spend time together away from the city. She'd made the same promise to me.

By the time I got to the city it was past 11 P.M.. Julia and I met at our prearranged rendezvous point: Dan Farmer's flat on the Panhandle in the Haight-Ashbury district. Dan and I had been friends for a long time and we both had little respect for the established computer security world. He is a controversial security expert who would gain international attention in 1995 while he was working as a security specialist for Silicon Graphics, Inc., a Mountain View, California, workstation maker. The controversy was due to a security testing program named SATAN (Security Administrator Tool for Analyzing Networks) he coauthored with Venema, the Dutch security expert. SATAN was designed to automatically check for wide​ly known computer system vulnerabilities so that system administrators would have a quick way of identifying and assessing the weaknesses of their own networks. Hoping to force computer security professionals out of their complacen​cy, Dan was planning to make the program generally available over the Internet. This meant that all the crackers would have an easy way to prowl the Net looking for weak spots, and that all lazy computer system administrators


 who had not patched their systems would be at risk.

The imminent release of the final version of his program over the Internet, scheduled for April 1995, would create intense debate. Keeping computer security information closely held ver​sus distributing it widely has always been a heated issue in com​puter security circles. Dan had obviously hoped to raise the heat by giving his program so demonic a name: SATAN.

Dan, an ex-Marine, also has a personal style that tweaks the more buttoned-down managerial types in Silicon Valley. Slightly built, but with bright red curly hair that falls past his shoulders, a penchant for black T-shirts and leather clothes, and studded with a variety of metal objects piercing various parts of his body, he does not match the stereotype of a computer geek. In early 1995 Silicon Graphics, in a fit of corporate cowardice and short​sightedness, decided to fire Dan just before he released the final version of SATAN. Several weeks later he was rehired by Sun, SGI's competitor, but the whole affair made such a big splash in Silicon Valley that SGI managed to lose doubly by getting bad press and losing Dan.

Julia and I talked late into the night; and she shared the depth of the anger and pain between John and her. Things had gotten much more stressful in the past week. It was becoming clear to Julia that things weren't working, yet I started to wonder whether there was something self-destructive in her unwillingness to end her relationship with him.

We were planning to hike in the Marin Headlands the next day, but John called in the morning looking for Julia. After talk​ing to John she seemed even more unsettled and tense. The two of us walked over to a burrito shop on Haight Street, where I thought we were going to get food for our hike, but Julia insist​ed on taking lunch to John. We got the food, drove to Toad Hall, and I waited in the car and ate my burrito. Before long both of them emerged to go on our hike.

I had thought the point was for Julia to get away from the envi​ronment that she was feeling trapped by, but this was defeating the purpose of going hiking. It looked like the three of us were going to have to spend an awkward afternoon together, and I wondered, why is she doing this? On the way over to Mann I


drove while Julia sat next to me and John sat in the backseat. The two of them kept snapping at each other, and I finally interrupt​ed and said, "Will you two please cool it."

To an outsider the situation must have seemed very odd, but jealousy was never an issue for me with Julia. Despite the deep​ening frost in our friendship, John had long claimed that he him​self wasn't jealous, but I had come to dismiss this as an effort to be politically correct because I thought he was acting possessive. It had been clear to me for a long time that nothing I did would change the ultimate outcome of their relationship. I wanted Julia to be able to decide for herself what she would do with her life. If I honestly didn't feel threatened, it was because in my heart I believed that it was Julia's decision to make, not mine.

When we reached the Headlands we parked the car and walked out the Tennessee Valley Trail to the beach. Julia and I had hiked there many times before, and I now stood by myself watching the waves crash, and listening to the surf, while John and Julia walked along the beach. It was foggy; windy, and chilly, adding to the gray mood that seemed to pervade everything. At the end of the day I went back to Dan's for the night, alone.

Over the next couple of days, however, Julia and I spent a lot of time together. One day we hiked near the Cliff House at a place called Land's End, a wild spot on the edge of the ocean with rocks, sea lions, and majestic cypress pines. We enjoyed each other's company, and she began to get away from the situation she had felt trapped by. Still, I could see she was afraid of antag​onizing John, and I also realized that there wasn't much more that I could do to help her. I still wanted to go skiing, and so I made arrangements to catch a ride back to the mountains the next day with Emily Sklar.

That night I drove down to Menlo Park to visit Mark Lottor. He met me at San Francisco Airport, where I dropped off the rented car, and then we went hunting for nongreasy and relative​ly healthy fast food. I had been intending to do a lot of cross​country ski racing during the winter and so was trying to eat rea​sonably well, even while I was traveling. But after 10 PM. on the Peninsula, that turned out to be an impossibility. We finally found a Jack-in-the-Box in Redwood City. I looked for a fish sandwich, which I will eat under duress, but it was not on the


menu, so I ended up settling for french fries-not very healthy, but by that time it didn't matter. When we got to Mark's place, I was exhausted, but he wanted his own security router to protect against the type of IP-spoofing attacks I had described to him, and I had agreed to help him. The two of us worked into the early hours.

The next morning, Thursday January 5, I woke with a start at about eleven and saw that my pager had several messages from Emily, who lives in Palo Alto. She was panicking because she couldn't find me and wanted to get on the road to Truckee where she was scheduled to teach cross-country skiing that weekend.

Emily showed up ten minutes later in a pickup truck loaded with wood to heat the cabin. We threw my skis in the back and headed for the Sierra. For the moment I was free from being con​cerned about Julia, and free from my intruder. As friends, Emily and I were comfortable talking about all kinds of things, and as the daughter of two therapists, she had useful insights about rela​tionships. Her suggestion in this case was that I get away from the situation for a while-advice that seemed reasonable, and, under the circumstances, easily practicable.

It was raining on the way up through Sacramento, and by Auburn, in the foothills, the rain had turned to snow. Chain con​trol was in force, but the storm was starting to let up. We stopped for supplies in Auburn at Ikeda's, the funky roadside fast food restaurant/natural food grocery store that has hamburgers, which I don't eat, but also has good milk shakes, french fries, and fresh and dried fruit and nuts, which I do. When we got to Truckee, I bought a pizza for dinner in town, which ended up being stone cold by the time we got to the cabin fifteen minutes later. Because it was late, we unloaded only our essential ski gear and comput​er equipment. Inside, the cabin was freezing, and so I lit a fire, then heated the pizza in the oven and ate it while Emily, who was allergic to dairy products, made her own dinner.

We skied only a little bit on Friday, but when the storm final​ly passed on Saturday, we took advantage of the fresh snow by spending the day on the trails. It was a great workout after a long period of no exercise and little sleep, and I was grateful to be able to forget the past two weeks.

I hadn't been checking my San Diego voice mail regularly


because the phone in the cabin had been flaky when we moved in, but when I finally did call in, there was a phone message from Becky Bace, a computer scientist at the NSA. At that point the agency had zero credibility with me because of its total failure to come through with funding for a computer security group they had encouraged me to establish. But Becky, my main contact in the information security section of the agency, who seemed to have been caught in the middle of an unresponsive organization, was still trying to make it happen.

For months she had also been trying to persuade me to come to the Computer Misuse and Anomaly Detection (CMAD) Conference, an annual conference on computer security and intrusion detection that the agency cosponsored each year with the Air Force Information Warfare Center. I'd been refusing, for I didn't want to speak and I was fed up with dealing with the agency. But she had kept sweetening the offer, and this year, instead of being held on the University of California at Davis campus, as the previous two had been, the conference would be at the Sonoma Mission Inn Spa and Resort.

Usually I quickly become bored with academic and theoretical discussions of computer security, but now, in the wake of the break-in, it seemed there was a chance to talk about something that was more interesting, and better yet, to use our data to describe exactly what had transpired. One of the areas of com​puter crime detection that is still in a relatively primitive state is methodology. For hundreds of years people have been investigating physical crimes, and while some of forensics is still a black art, there are well-established methods for investigating crime scenes and finding evidence. In the digital world, however, there is still very little in the way of formal detection methodology.

I called Becky back and she again offered an invitation to the conference. "Why don't you just come and hang out in the hot tub?" she said. "You' don't even have to give a talk, just chat with people." I told her I wasn't interested in freeloading, but said that I now thought that I might be interested in attending, and speak​ing, after all. She was delighted, and she closed the conversation by saying she hadn't given up on the idea of the computer secu​rity research team, adding they were on the verge of getting the funding approved. "Yeah, sure you will," I responded.

But she had been prepared, at least, to pay my conference expenses, and throw in an honorarium. I hadn't told her what ~ planned to speak about, but the last thing I said was that I would bring "a surprise."

Later that day there was another message on the UCSD voice mail system. This one consisted of a haunting melody, as if someone were playing the soundtrack to a suspense thriller I didn't rec​ognize. It continued for thirty seconds and then ended abruptly. It was the kind of music that is designed to make you cast a glance over your shoulder to see if anyone is stalking you. Was someone? Was my intruder still waiting out there for me to let my guard down? I had no way of knowing, but he seemed to be reminding me he was still in the hunt. If so, he would have to find an even more sophisticated trick for sneaking into my system.

After I left San Francisco, Julia and I spoke often and it was easy for me to see that she needed to get away from the setting she was trapped in, so I invited her to join me at the CMAD conference. A hot springs resort would give her an opportunity to unwind. The conference began during the midst of the biggest California floods in a century, particularly in Sonoma County. We arrived at the Sonoma Mission Inn on Tuesday January 10, in time for an evening reception and wandered around sampling food from a Mexican buffet and chatting with people I hadn't seen for some time. In addition to computer security professionals there were contingents from the military and the government intelligence community. Being around people in the spy world is always an odd experience, because you're never certain they are actually who they say they are. In the rest of the world there usually are sanity checks that tell you when you're off base, but in the classified, fan​tasy world of intelligence, such cues often don't exist, and it's easy for some of these people to stray far from reality.

I introduced Julia to Blaine Burnham, who manages in the information security section of the NSA. He shook Julia's hand and intoned meaningfully, "I've heard a lot about you," as if somebody who worked at a Big Brother agency might reasonably be expected to have a dossier on all in attendance at a cocktail party. She was immediately on guard and paranoid, and we


quickly moved on.

The computer security world is actually a remarkably close and inbred community, and many of the big names in the field were at the conference. It's not a world I'm directly a part of but one in which I like to show up every once in a while, drop a few bombshells, and leave. The problem with conferences like CMAD is that they're emblematic of the generally sad condition of computer security. At any of these events the attendees are more often than not inclined to put their heads in the sand and refuse to acknowledge they're seeing an increasing sophistication in the attacks.

A lot of users who have old computer systems have decided that, rather than fundamentally redesigning them to make them more secure, they will purchase a black box to sit between their computers and the outside world, giving them the illusion of protection. As a result, a lot of money is spent on building automat​ed "intrusion detection" systems, which are derived from artificial intelligence software that looks for what it suspects is "anomalous behavior" on the part of users, and then sets off alarms. Much effort is also directed toward trying to replace very expensive security officers who actually look through records, with a pro​gram that tries to do the same thing.

We ran into Bill Cheswick, the Bell Labs researcher who had monitored Adrian/Berferd several years earlier and who is a rec​ognized expert in computer firewalls. I knew him through phone conversations and e-mail, but we had never actually met. He has a round face, curly hair, and is slightly portly without actually being heavy~ I teased him about showing up at this posh resort, and he responded this was more fun than being stuck in his office in New Jersey in the middle of winter.

I've always had a great deal of respect for Ches, as he's called, who has a great sense of humor and enthusiasm. Both of us had grown up in the computer hacker world, where an adventure game called Zork was one of the first text-based games that emerged on mainframe computers in the late 1 970s. Like many such games, Zork created a series of imaginary underground caves through which you hunted by typing commands at the key​board representing East, West, North, South, Up, and Down. It had no graphics, but that didn't really matter, since the best


graphics are in your head. The currency of Zork was Zorkmids, and it was Ches who had introduced me to the idea of thinking of Zorkmids as the generic representation for money, rather than dollars. There is usually too much emotion tied to dollars, he rea​soned, but not to Zorkmids. People might be greedy with dollars, but never with Zorkmids. Ches had noted (only partly in jest, I think) that for hackers the point of large corporations was to pro​vide enough Zorkmids so you could continue to play the game.

Ches was also the author of the definitive computer security text on firewalls, written with Steve Bellovin, who ironically, was also the author of the influential paper that described IP spoof​ing in 1989. Ches told me that in his own presentation earlier that day he had mentioned spoofing, noting that it had never been seen "in the wild."

One of the other people I ran into that first evening was Tom Longstaff, who is one of the best technical people at the Computer Emergency Response Team, a government-funded organization at Carnegie Mellon University in Pittsburgh. CERT, as it is known, was set up in 1989 in the wake of the Robert Tappan Morris Internet worm episode. It's mission is to gather and disseminate timely information about security problems around the Internet, but they tend to work with a bureaucratic caution that belies the "emergency" in their name. I've always had the sense is that he is a person who wants to do the right thing but frequently has his hands tied by the organization for which he works. I had tried to contact him in December after my break-in, but we had missed making connections. As I described the IP​spoofing attack to him he was clearly intrigued, and I promised I would give the complete technical description in my talk the fol​lowing day.

I showed up downstairs the next morning with my RDI PowerLite and my ice ax. The laptop had the notes for my talk, and I was actually going to use the ice ax as a pointer, to drive home my point that tools are tools. I wasn't going to actually refer to the ax but instead hoped that its mere presence would make people wonder what this tool was for, and maybe they'd get my idea.

I had wanted to connect my computer directly to an overhead projector and the hotel's audiovisual system, but the conference organizers hadn't been able to find any audiovisual equipment on short notice. I was scheduled to speak after the first break, and during the break I scrambled around and created transparencies to talk from, although most of them were just screen shots of directories or lists of commands.

I titled my talk "What I Did During My Christmas Vacation," a tongue-in-cheek joke for those who knew me. I'm not a person who attaches much importance to Christmas, which I usually refer to as "winter break."

Even though the topic of IP spoofing was potentially a dry one, I could feel the level of interest in the room pick up, because I was the first one at the meeting to describe a real break-in and not some theoretical computer security problem. I wanted to show how the investigation was actually carried out, describing in detail how I followed the trail. I noted that the attack appeared to be scripted or automated, based on the timing of events. That was a significant factor, because if the attack was packaged as a program, it was likely that it could be used by people with no spe​cial technical skills who were simply part of the network of underground bulletin boards and Internet conferencing systems that traffic in this kind of information. It's not that there is a tightly knit conspiracy out there; ~t's just that crackers talk to each other and they are not bound by the rules of a bureaucracy with a cover-your-ass mentality. Their existence ensures that any new flaw or security loophole that is discovered is known by the com​puter underground much more quickly than by the computer security establishment, where people don't communicate as effec​tively.

The fact that it had taken a great deal of detailed analysis for me to reconstruct the break-in was something that clearly hit home with the audience. The situation I was describing was the type of attack that might have been going on undetected beneath their own noses all along. The implication of my talk was that people might have doors with huge locks, but there's a small space between the door and the floor that bad guys can just slip right through.

I then played the two voice mail messages I had stored as digi​-


tal files on my notebook computer. When my computer speaker emitted that cheesy accent, it was so distorted that it was difficult to make out the exact words, but people got the idea that some​one had singled me out. Many computer security types have got​ten their heads buried so far in the sand that they've forgotten there are real enemies out there. Me and my friends, we’ll kill you. In front of an audience of computer professionals the voice was chilling. There was silence in the room while I waited for ques​tions.

My point had been that this was a general vulnerability affect​ing much of the Internet, because so much of it relies on address-based authentication-electronic mail, for example. If I send you an electronic mail message, for example, how do you know it's really me? It's the same as if you received a postcard in the mail-you might recognize the handwriting, but that is the only clue you have as to whether the message has been forged. The address​ing scheme that underlies the Internet had never been intended to be used for authentication. It is possible to fool it in many ways by masquerading as a trusted computer. The Internet's job is simply to make sure that packets get from here to there, not to provide authentication, and this attack showed the system was all too vulnerable to subversion. You merely trust that the address is accurate and the sender is who he or she claims to be. The attack on my machines demonstrated that low-level Internet protocols, the basic packaging for network communications, are wide open and can be exploited. To guard completely against this kind of subversion would require an exhaustive reengineering of these basic protocols of the Internet.

The last question from the audience was, "Do you have any idea who did this to you?"

"Not really," I replied.

After the panel a woman came up and introduced herself to me as Martha Stansell-Gamm. I remembered her from a law enforce​ment event a few years earlier. With her blond hair tied back in a bun and very conservatively dressed, Marty looked businesslike. She worked in the Justice Department computer crime unit and asked me if I had told the FBI about the break-in. I told her I hadn't and explained that in the past I hadn't had very good luck dealing with the Bureau. Things had gotten dropped, and so I


hadn't even considered calling them this time.

"Tsutomu, I'm surprised to hear this," she said. "I'll make sure that we're more responsive in the future." She promised to have someone call me about the incident. Although she said she had​n't been able to follow all of the technical details of my descrip​tion, I got the sense that she had a sharp mind and wasn't going to act like a bureaucrat.

After chatting with Marty I bumped in to Jim Settle, a stocky, square-shouldered FBI agent who had once run the Bureau's computer crime squad. He'd left the Bureau and was now work​ing for I-Net, a computer security contractor in the Washington, D.C., area. In 1991, while Settle was still with the Bureau, I'd lec​tured at one of his agent-training sessions and showed my Adrian tapes to give them some idea of what an attack looks like. At the time I got the impression he was slightly put off or didn't know what to make of me. Now he was friendly and said he thought he might have some idea who was behind the attack. I mentioned the Oki phone software and said we had some suspicion that it might be Kevin Mitnick, because we were pretty sure he'd tried to steal it from Mark Lottor. But Settle doubted it was Mitnick, because of the technical skill involved, and instead he suggested it might be some crackers that he had heard of operating out of Philadelphia.

After the panel, as I spoke with members of the audience, I began to realize the attendees at the conference seemed to take this vulnerability seriously, but I sensed there would be no easy way to get their organizations to do the same thing. I had a long chat with Tom Longstaff who acknowledged that IP spoofing was a significant problem, but said that he thought it unlikely that he could persuade CERT to issue an advisory because of the politics surrounding the situation on publicizing vulnerabilities. As a government-funded agency, CERT has always been tremendous​ly conservative and afraid to step on anybody's toes. If they issued an advisory warning about the danger of IP address spoofing they would have to list the names of the manufacturers whose equip​ment was vulnerable, a step that was politically very sensitive.

Later, after dinner and lots of wine, I was talking to Bill Cheswick and Marcus Ranum, another skilled computer securi​ty specialist, about CERT's passivity, and Marcus came up with


the idea of not waiting for CERT, but going ahead and publish​ing the details of the vulnerability on our own. I saw Longstaff and we went over to him.

"What would you do if we released a forged CERT advisory, detailing the problem and warning about it?" I asked him.

"I guess we'd have to print a retraction," he replied, and then added with a laugh, "If it's a really good posting maybe we'd just distribute it."

He explained it would be very difficult to create an accurate forgery because CERT digitally signed each advisory with an authentication number generated using Pretty Good Privacy (PGP), the free encryption system written by Philip Zimmermann. I pointed out that even if everyone knew that it was a forgery, a faked advisory would accomplish the same pur​pose of alerting people to the problem. By the end of our con​versation I had the feeling that Longstaff wouldn't have minded us trying to pull off a forgery, but there was no way he was going to encourage us.

Julia and I spent much of the last day of the conference play​ing hookey, because a conference at the Sonoma Mission Inn was too good a junket to waste by spending the entire time in a dark​ened meeting room. I did stop in for one talk being given by Marty about how the Digital Telephony Act, which President Clinton had signed into law the previous October, had given on​line service and Internet providers the ability to monitor the key​strokes of the people communicating over their systems. It was anathema to privacy rights groups, but an important tool that was absolutely vital for tracking intruders.

In the afternoon we decided to go out to soak in the hot tub, and we bumped into Marty again. At this point there was noth​ing businesslike about her, in her one-piece blue bathing suit. Initially she was a bit sheepish because she, like we, knew the conference wasn't over yet, but like us, she was probably bored stiff She explained that she was taking a hot tub to be fully relaxed, because she was flying directly home to Washington, where she would have to deal with her children, including a sick baby, and her husband, who was tired of taking care of the fam​ily in her absence.

It was raining lightly, which gave the whole hot tub area a won-


derful misty quality We chatted about the day's presentations. Marty said that in February the Justice Department was planning a seminar in San Diego on the legal issues relating to computer crime. The department wanted to round up all of the assistant United States attorneys who had been given responsibility for the area. She invited me to the training session, and I said I would be glad to come and speak about technology.

Although rain began falling quite heavily, we were too content to move and through the Sonoma mist we began talking about my break-in. Marty couldn't understand why we weren't being more aggressive in tracking down what we had from packet traf​fic we'd logged from Ariel. "We had interesting pointers leading back to places like Colorado SuperNet and Loyola University in Chicago," I told her. "But we don't have any resources, so I haven't been able to follow up and pursue anything." I explained that I'd been trying to put a computer security research team together for months but had been stalled entirely by NSAs delay in funding us. "I'm tired of banging my head against the bureau​cracy and getting nowhere," I said. "I'm burned out.

"But Tsutomu, this is a new area of law," she replied. "It's important that we find test cases and play them all the way out.

The conference was almost over and we all decided we should make a final appearance as things broke up. As we were getting out of the tub I turned and said, "I'd love to push this thing fur​ther but I don't have any really strong leads. Based on the data taken I suspect that Kevin Mitnick might be behind this. But I don't have any hard evidence. And from what I know, this kind of an attack is really beyond his technical capability."
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Late Thursday afternoon Julia and I left the CMAD conference, and stopped to visit a friend of hers in Fairfax on our way back to San Francisco. The rain kept falling, and I kept regretting the snow in the Sierras that I wasn't getting to ski, but for the moment I was distracted by the fact that the world around us had been transformed into a fantastic, mist-shrouded landscape. For anyone who has grown up in the East, much of California always has this arid desert quality except in places like Marin County where, at the height of the rainy season, the world turns a shim​mering emerald green.

On the hour-long drive down to Fairfax I was still thinking about the discussions I'd had with Tom Longstaff about whether CERT should issue a security advisory on IP spoofing. By keep mg this kind of information secret from computer systems man​agers, whom did these guys think they were helping? It was like​ly that within a month the details of the break-in would be wide​spread in the computer underground anyway, making copycat attacks inevitable. The only people who wouldn't know about it would be those responsible for actually protecting the security of computers on the Internet.

This is stupid, I thought to myself, even though there didn't seem to be anything I could do about the situation. And, in a sense, it wasn't my problem. I'd gotten up in front of some of the nation's leading computer security experts and given a report on


the exact mechanism of the attack. Now CERT was being CERT, slow-moving and cautious, and if I was frustrated, it was in the face of an unfortunately typical situation.

After a Mexican dinner in Fairfax, we drove back to San Francisco to pick up Julia's car, a 1987 Mazda hatchback, which had sat in front of Toad Hall for several months while she had trekked in Nepal. She followed me down to the airport to drop off our rented Oldsmobile, and on our way back the Mazda's engine began making an ominous grinding noise. We limped home and spent the night at Dan Farmers.

In the morning I checked the oil, which didn't even register on the dipstick, and so we eased the car to a quick-change oil place on Divisadero. We learned later that John had loaned the car to a number of people while Julia was away, and no one had bothered to maintain it. She was livid. Although it had more than 135,000 miles on it, she'd always taken good care of the car, but now the engine sounded as if it might. be permanently damaged.

Afterward, the engine sounded sick, but was still functioning, so we loaded the car with ski gear and took off hoping to beat the Friday ski traffic to the mountains. At the cabin the driveway was full of new snow, and although it took a half hour of shovel​ing before we could get the car parked, I was glad I was finally going to get some skiing in.

The next three days were a pure escape, as Julia and I skied and talked, and spent the evenings making large dinners with Emily.

On Tuesday night, however, I had a phone message from Tom Longstaff The next morning I returned his call, and he told me that there had been more break-ins around the Internet, using the IP-spoofing trick.

"What were the targets?" I inquired.

"Tsutomu, I'm sorry, you know that's information that CERT keeps confidential. I can't tell you."

"Well, let's approach this differently," I said. "Why don't I tell you where I think the attacks came from."

I checked my notes and said: "I'll bet that your new attacks have come from apollo.it.luc.edu at the Loyola University in Chicago."

I was right-it matched-and I asked how it had happened.

As with the open portal between Osiris and Ariel, someone 5 session had been hijacked. But in this case the user had actually been sitting at his machine and could see that someone had taken over his session. His network manager, who had been alerted that the attack was unfolding, was able to capture the intruder's every data packet. This information had allowed him to precisely reconstruct the attack.

I asked Tom if this new incident had changed CERT's mind, and if they were now actually ready to put out an advisory. He would say only that they were still considering it, but the implication was that there might finally be enough ammunition with which to act.

After we hung up I pondered what the new attacks might mean. It seemed clear that IP spoofing presented a significant vulnerability to the entire Internet community. There were thou​sands of computer sites where trust between two computers in a local network was a convenient, established fact, and now all of them were at risk. I couldn't stand by any longer and wonder when CERT was going to take action. This was something that people should know about. But how to do it? It occurred to me that John Markoff at the Times had asked me to call him when I heard about things that might be significant stories. Since we had first talked in 1991 about Adrian, Markoff and I had exchanged information regularly about computer security and the Internet. We had actually met face-to-face several years earlier at one of the Hackers' conferences and discovered we both liked being in the wilderness, and we had gone on a couple of long backcountry ski trips together. Markoff had come to rely on me for technical expertise in his writing about the Internet and cryptography, and I found him a useful source of news and gossip. Markoff had told me he wasn't interested in garden-variety computer crime stories, only in cases in which some larger issue was involved, as in the case of the Dutch computer cracker who was operating beyond the reach of United States law. IP spoofing, which was an insidi​ous weakness in the basic fabric of the Internet, seemed to be a perfect candidate. Even if CERT was bound by its organization​al guidelines, I figured I was free to talk about my presentation. There were more than fifty people who had listened to my talk at CMAD, and any one of them could have told a newspaper reporter about it. I might as well call one myself


I reached Markoff at his office and told him about my CMAD presentation and gave him a brief explanation of IP spoofing. I warned him that CERT was still considering producing an advi​sory, and that he should probably call them to ask when it was going to be released. We agreed that he wouldn't tell the CERT people who had told him about my paper, but since he knew at least a half-dozen people who had been at the conference it wasn't likely to be an issue.

Two days later, on Thursday January 19, Marty Stansell-Gam called to say that she had instructed the FBI to contact me. The next day, Richard Ress, an FBI agent from Washington, left a long message asking about the break-in and apologizing for my past problems with the Bureau. When I returned the call, he resumed where his message had left off, delivering a five-minute monologue about how the FBI had run into difficulties in deal​ing with computer crime, and how they were going to change the way they dealt with it. He acknowledged that the Bureau realized that it had been unresponsive to me before, and now they want​ed to do everything possible to be more helpful in the future. It sounded great, but I'd heard such promises before.

Later that day Andrew spoke with Marty and then to Levord Burns, the FBI's top computer crime field agent. I'd worked with Burns in the past on previous break-ins, and thought of him as a good law enforcement agent in the wrong job, for he knew little about computers or technology. In his call Andrew had described the particulars of our situation to Burns and then sent him a fax outlining generally what we had learned about it.

Markoff had been working on his story during the week and had been negotiating with CERT over when it would be printed. In the end, he agreed to postpone his story, after CERT officials argued that publishing on Friday would give intruders an entire weekend in which to experiment while network managers were away from their systems.

I went skiing late on Saturday. It was growing dark, and the snow was icy; which meant very fast skiing. Only the stragglers were still on Tahoe Donner's winding, dipping trails, and I was alone for much of the time. As I skied it occurred to me that the NSA would likely be dismayed by the Times article, because any publicity tends to offend them. I stopped briefly at a warming


hut and I called Becky Bace to alert her, figuring that with her independent streak, she might be amused by the whole thing. In a field that is notable for its lack of women, she sometimes refers to herself as the "mother of computer security." At thirty-nine, she seems to have been around long enough to have become a fix​ture of sorts and to know everyone.

I reached her at home, and as I had suspected she was actually amused by the prospect of CMAD's getting some attention. Here, she remarked, was this obscure academic conference that never gets any consideration outside of a tiny community of aca​demics, military; and intelligence people, and now one of its pre​sentations was going to be written up in the New York Times. In the fading afternoon light I skied home wondering how things would unfold.

Markoff's story, which the Times first released on its newswires on Sunday evening, was given prominent placement on the front page of Monday's paper.

Data Network Is Found Open To New Threat

By JOHN MARKOFF, Special to The New

York Times

SAN FRANCISCO, Jan. 22-A Federal com​puter security agency has discovered that unknown intruders have developed a new way to break into com​puter systems, and the agency plans on Monday to advise users how to guard against the problem.

The new form of attack leaves many of the 20 million government, business, university and home com​puters on the global Internet vulnerable to eavesdropping and theft. Officials say that unless computer users take the complicated measures they will prescribe, intruders could copy or destroy documents or even operate undetected by posing as an authorized user of the system.

For computer users, the problem is akin to homeowners discovering that burglars have master keys to all the front doors in the neighborhood.

The first known attack using the new technique took place on Dec.25 against the computer of a well​known computer security expert at the San Diego


Supercomputer Center. An unknown individual or group took over his computer for more than a day and electronically stole a large number of security programs he had developed.

Since then several attacks have been reported, and there is no way of knowing how many others may have occurred. Officials of the Government-financed Computer Emergency Response Team say that the new assaults are a warning that better security precautions will have to be taken before commerce comes to the Internet, a worldwide web of interconnected computers that exchange electronic messages, documents and computer programs.

The article went on to identify me by name and refer to my CMAD talk. While several years earlier this kind of story would have been buried in the back pages, if it appeared at all, the Internet had now become big news.

Although CERT had told Markoff that its own release would be issued early Monday morning, the advisory document, which told of the attacks and summarized the defensive steps that com​puter systems managers should take, wasn't actually circulated until 2:30 PM. Eastern Standard Time-almost nineteen hours after the Times story hit the newswires. That delay led to a great deal of consternation on the part of many systems managers, who were upset that they were first learning about Internet security flaws from the news media. Still, the fact that a relatively arcane matter like IP spoofing was suddenly a page-one story had a ben​eficial side effect: usually, CERT advisories go to system admin​istrators who typically are too busy to deal with the problems but in this case the highest corporate executives were hearing about the vulnerability in a form they could understand, and so there was pressure from the top down.

I later found out the reason for the CERT delay. The group had decided to circulate a draft of the advisory before making a public release about the problem and it had been confusing to many peo​ple who weren't able to figure out how IP spoofing differed from another class of problems referred to as "source routing attacks." Source routing involves a similar vulnerability to IP spoofing that


enables an attacker to specify a path through the Internet to ensure that each data packet returning from a target machine is first routed through an attacking computer. Because it is such a well-known weakness, many traffic routing computers on the Internet no longer permit source routing. So CERT had taken extra time to rework the final release.

The CERT document, which thanked Bellovin, Cheswick, me, and three other people for contributing to understanding the problem, began with a three-paragraph introduction:

January 23, 1995
IP Spoofing Attacks and Hijacked Terminal

Connections
The CERT Coordination Center has received reports of attacks in which intruders create packets with spoofed source IP addresses. These attacks exploit appli​cations that use authentication based on IP addresses. This exploitation leads to user and possibly root access on the targeted system. Note that this attack does not involve source routing. Recommended solutions are described in Section III below.

In the current attack pattern, intruders may dynamically modify the kernel of a Sun 4.1 .X system once root access is attained. In this attack, which is sep​arate from the IP spoofing attack, intruders use a tool to take control of any open terminal or login session from users on the system. Note that although the tool is cur​rently being used primarily on SunOS 4.1 .x systems, the system features that make this attack possible are not unique to SunOS.

As we receive additional information relating to this advisory; we will place advisories and their associat​ed README files are available by anonymous FTP from info.cert.org. We encourage you to check the README files regularly for updates on advisories that relate to your site.

The day the Times story appeared, SDSC was flooded with telephone calls. When Robert Borchers, the National Science


Foundation's program manager for the five supercomputer cen​ters-SDSC's patron saint, in other words- called to find out what was going on, the person answering the phone didn't know who he was, and so routed him to the public relations contact, who didn't recognize his name, either. Borchers was passed to a series of SDSC employees who had all been instructed to say nothing, before he finally got in touch with Sid. Borchers was not pleased, but luckily he has a sense of humor.

By mid-morning, SDSC had received more than forty calls from the news media alone, and I ended up spending much of the day in my cabin responding to reporters and people in the Internet community anxious to learn more about the incident. I talked by phone to the Associated Press, Reuters, USA Today, The Wall Street Journal and the Philadelphia Inquirer, and by e-mail with CNN, a news organization I've always admired because it's difficult to slant your coverage when it is being viewed every​where in the world. I handled these inquiries and several others, and asked Ann Redelfs, SDSC's public relations person, to deal with the rest. Steve Bellovin, the researcher who had written the original paper describing IP-spoofing attacks, sent e-mail asking for more details. But I also heard from many clueless makers of computer security products, who, even though they had no idea what IP spoofing was, were quite certain that their hardware or software would protect us. It's very easy to propose solutions when you don't know what the problem is.

From what I'd heard, a lot of the staff at the Center were very uptight about the situation, believing that the worst thing in the world was to have your security breach reported on the front page of the New York Times. Sid, too, was concerned about the nega​tive publicity, but he generally took the matter well, telling me the only thing he regretted was not having notified Bob Borchers ahead of time. As far as I was concerned, it was a good thing we had been able to figure out what had happened, as opposed to the many sites that had probably been broken into without the sys​tem administrator's even noticing.

I got out for a short ski in the afternoon, and when I returned Julia and I decided that with her assistance-technical writing is one of her talents-I should write something that described the attack in technical detail. The cabin was filled with the gray light of a midwinter late afternoon. Outside a gentle snow was falling,


diffusing the lights from the ski lift across the valley, discernible through the living room picture window. Neither of us had both​ered to get up to turn on what few lights the cabin had, and I sat at the dining room table huddling over the soft glow of the screen on my portable.

My pager buzzed, which surprised me, because it had never received a page at the cabin before, and in any case I had always assumed it was out of range. I reached over, picked it up, and in the gloom peered at the display.

The digits read 911911, the emergency code, repeated.

"Odd," I said to Julia, showing her the tiny screen. I set it down. Seconds later it buzzed again, and the same six digits appeared again.

Why would someone page me with 911? We looked at each other, through the deepening gloom. Almost no one had my pager number, which changes frequently, but among my stolen files was a back-up image of the memory inside my cell phone, which contained a directory that included my pager number. Was this another message from the same person who had been leaving me the cryptic voice mail? I set the pager on the table, and watched as every half-minute or so it buzzed on the hard surface like a rattlesnake for ten or fifteen seconds, each time producing that same eerie string of digits, 911911, as if someone were warn​ing me to call for help. Here we were, deep in the Sierras, in a remote cabin: If they knew my pager number, what else did they know?

I called PageNet, the pager company to which I subscribed, and told them someone was harassing me, and asked them to attempt to trace the phone calls. Julia and I watched the pager continue to jitter on the table, until I finally reached over and shut it off. I didn't feel fear, just the spooky sense that someone could now really badger me if they wanted to.

We didn't get started on our writing project until about 10 PM., after dinner, but by 3:30 in the morning we had a detailed doc​ument, which I planned to post on Usenet. Unlike the CERT advisory, which carefully left out any of the names of organiza​tions who had suffered break-ins, I was not going to change the names to protect the guilty.

The Usenet, which predates the Internet by a few years, began as an anarchic messaging system for many of the world's Unix-based computers, which were originally linked mostly by regular telephone lines and modems. From the beginning, the Usenet was organized into news groups where people could post and read messages pertaining to the group's designated subject matter. Now there are more than twelve thousand different groups where people can discuss every subject imaginable. I planned to post my report to three news groups where security issues were discussed regularly -comp.security.misc, comp.protocols.tcp-ip, and alt.security- when I got back to San Diego.

The title of my message was "Technical details of the attack described by Markoff in NYT" It began: "Greetings from Lake Tahoe. There seems to be a lot of confusion about the IP address spoofing and connection hijacking attacks described by John Markoff's 1/23/95 NYT article and CERT advisory CA-95:01. Here are some technical details from my presentation on 1/11/95 at CMAD 3 in Sonoma, California. Hopefully this will help clear up any misunderstandings as to the nature of these attacks." The posting then detailed the attack blow by blow, starting with ini​tial probes from toad.com, the computer in John Gilmore's base​ment, and winding up with the hijacking of Osiris.

While Julia and I were working I called Andrew in San Diego. We talked about his work improving our software security perimeter, and his conversations with Levord Burns of the FBI, and I told him about the flurry of 911 pages.

There was a long pause on the other end of the line.

Finally, Andrew said quietly: "Tsutomu, that was me. I just added you to the list of alert phone numbers. There was a bug in the filtering router code I was setting up that made it trigger when it shouldn't have." He had been building alarms in our defensive software to automatically send pages if a break-in was attempted. The digits 911911 were his unmistakable way of indi​cating an emergency.

In one sense it was a relief to know the reason my pager had been behaving like a rattlesnake, but I was exasperated, and thought to myself, Andrew, that's why I'm the adviser, and you 're the graduate student.

Early Tuesday morning, after getting about three hours of sleep, Julia and I drove to the Reno airport in miserable weather. She was taking the United Express 9:35 flight to San Francisco and I was flying Reno Air to San Diego at 11:20. It had been an enjoyable ten days of working, playing, and sharing each other's company, but now we had to make our farewells at her departure gate. She was heading back to see John because she had promised to speak to him that morning. But she was reluctant to go and told me she was feeling scared, yet she felt she needed to honor her commit​ment. I had no idea when we would see each other again, and I felt concerned, since the last time she had gone to Toad Hall she had been miserable and it had been very hard for her to get away. As she walked to her plane, I waved to her through the large plate glass window and watched her plane taxi onto the runway.

After her flight had left I went to check in for my own flight and while I waited I pulled out my RadioMail terminal, the wireless modem connected to my Hewlett Packard 100 palmtop comput​er that allows me to send and receive electronic mail in every major city in the country. It took almost an hour for the RadioMail unit to suck in the unusually large number of messages that had been queued for me. One was from a mailing list that I'm on for a bunch of my former Caltech classmates, and it mentioned that there was an article about a Shimomura on the front page of USA Today Then somebody else sent me a note saying, “Are you the same guy?" I sent back a note: "Yeah, I'm the same guy, and finding your name in the New York Times like this is a lousy thing to have happen in the middle of your ski vacation."

When I got to San Diego I made an appearance at a meeting of the senior fellows at SDSC, and then spent some time return​ing more calls from reporters. Andrew meanwhile was dealing with campus security people and had also contacted the FBI to see if we could get a trap-and-trace order on my office telephone. We figured that our intruder was likely to call again, and if he did, we wanted to know where he was calling from.

On Tuesday afternoon I realized I'd been sitting all day and decided that if I couldn't ski, at least I'd go skating, and went for a 25-kilometer skate around Lake Miramar, where an informal group of in-line speed-skaters gathers every evening. Whatever kind of privacy I'd enjoyed in the past seemed to be vanishing, but


among this pack of two dozen skaters I could remain anonytnous. When I got home later that night, I decided to add one final

touch to my break-in report before posting into Usenet. I had pre​viously made digitized files of the "We'll kill you" and the "Your technique is no good" voice mail messages left by my intruder, and now I was going to make them publicly available. SDSC operated an Internet site permitting ftp computer file transfers. The site contained free software available under a variety of head​ings and I had Andrew put the voice mail messages in a directory that we named pub/security/sounds/ -a not so veiled reference to Usenet distribution categories of similar redeeming value like alt.sex.sounds. He named the two files tweedledee.au and tweedledum.au, the "au" indicating audio files for downloaders' listening pleasure. I added a note about the files in my "Technical details" report, and finally posted it to Usenet at 4 A.M.

Tweedledee.au and tweedledum.au enjoyed a brief popularity on the Internet audio charts. The San Jose Mercury News created a World Wide Web page link to the files from their Mercury Center Internet service, and Newsweek included quotes from them in its article about the break-in. I was guessing that my intruder, like many people, read the newspapers and news maga​zines, and would probably be feeling pretty pleased with himself about the attention his handiwork was receiving. Maybe I could bait him into calling again, and if he did, maybe we could spring our telephone tracing trap on him.

I had been playing phone tag with David Bank, a San Jose Mercury News reporter who covered telecommunications, and I finally talked to him in the afternoon. He told me he was hav​ing trouble finding my Usenet posting, so I sent him a copy via e-mail, and thought nothing more about it. Several days after he read my report about the initial toad.com attack, he called John Gilmore to ask about it. John told Bank I'd actually been at Toad Hall when the attack on my San Diego machines occurred. Bank began to investigate a scenario in which, as part of my funding dispute with the NSA, I had broken into my own computers to generate material for the CMAD talk. The premise was that a phony attack of my own invention would give me an opportu​nity to show off my skills to my potential sponsors. The flaw in the theory was that everyone knew that I was friends with Julia


and John. Why would I be stupid enough to fake an attack, then publish information that would point almost directly back to me? But Bank, who was a persistent former metro reporter at the Mercury News, began to dog my trail, calling all kinds of people who knew me, in an effort to prove his hypothesis.

The real trail lay elsewhere and gradually the first indications of it were starting to appear. On January 17, while I was at Truckee, SDSC received an e-mail from Liudvikas Bukys, a com​puter system administrator at the University of Rochester. The last paragraph of his note warned that the Center might have severe problems if it didn't already know about the break-ins, for security managers at Rochester had found pointers back to my network while they were investigating a break-in of their own. Andrew had talked to the Rochester group and then to security staff at Loyola University as well, which had had a similar break-in and had also been notified by Rochester.

Andrew had called me at Truckee and told me that somehow my flies had been transferred to a computer at the University of Rochester from Loyola so that the security managers there could examine them. The Rochester administrators were concerned that they had lost some source code from Silicon Graphics's IRIX oper​ating system during their own break-in. However, when the com​puter administrators at Rochester examined the stolen files that had been found at Loyola, they realized they were my files. Andrew had initially been confused, and for a while we believed that my files had been stashed at Rochester by the intruders as well, which wasn't true.

We also learned that over the weekend somebody else had dis​covered that my files had made their way to Rochester, possibly because of the newspaper articles that reported the break-in there. Whoever it was had again broken into the Rochester machines using the same IP-spoofing attack, stolen the ~les again, and then deleted them. The spoofing attack was successful at Rochester a second time because although the network administrators at the university had configured the university firewall to defeat such attacks, they had unfortunately made a configuration error when they were changing their router's software.

On Wednesday, Andrew and I looked at the files that had been retrieved from Loyola University. There was one interesting clue:


whoever hid the stolen data on the University computer had gone through my files to see what he had taken. One thing that caught our attention was that a digitized picture of Kevin Mitnick had been pulled out of my compressed files and stored separately. Why, I wondered aloud, of all the material had the thief left the photo of Mitnick lying about?

Was Mitnick our intruder?

"Nah," both Andrew and I said almost simultaneously-it was too obvious. Besides, in a March break-in into SDSC's comput​ers, an intruder had planted information to make it look as if the attack had been performed by someone else, and so we were both extremely wary about attributing too much significance to such an obvious clue.

I'd thought the press attention would begin to die away, but instead it continued to build up throughout the week. That after​noon, two reporters working on a story for the Gannett papers in Rochester had listened to the recordings at the ftp site and called me at SDSC, asking how it felt to receive a death threat. I told them I didn't take it seriously. On Thursday, several publications sent photographers, essentially wasting the entire day. Adding to the media frenzy was the fact that the new university athletic cen​ter next door to SDSC was being dedicated that day, and Hillary Clinton was attending the ceremony, surrounded by reporters and camera crews. A Newsweek photographer showed up at my office with an array of photo gear and lots of lenses and special gels, and told me his editors had instructed him to shoot pictures "in the style used by wired," the San Francisco magazine about Net culture that is known for its bizarre graphics.

We took pictures at the Center for a while and then the photog​rapher suggested we drive up to Torrey Pines State Park and shoot pictures there. But we arrived just after the gate had been closed, and so were forced to park outside, where the photographer posed me on a clump of rocks. I'd been a photographer in high school, and now for the first time I realized what it was like to be on the other side of the lens, feeling entirely silly as I sat there pretending to play with one of my portable computers. A group of people walked by and stopped to watch. I heard one ask, "What’s going on here? Are they shooting a computer ad?" The published "photo" was obviously the art director's idea of being avant-garde; 


for it was a bizarre picture of me sitting cross4egged with my laptop, with an inset picture of me erupting from my own head.

That evening Julia called, and although things were unpleasant at Toad Hall, she sounded better. We had only spoken briefly dur​ing the last couple of days because I had been so busy I told her about my adventures in the face of the media onslaught, an& how silly I'd felt playing model for the photographers earlier in the day.

"This time, things started out badly and got worse," she said. "I can see that what is going on here is bad for me, and that I need to make some hard choices."

This was something that I hadn't heard before from Julia. Previously she had been fearful of leaving her familiar surroundings.

"I would like to be with you and I know that means leaving John," she said a quiet voice. "But this is going to be very hard because we've been involved for a long time.

She still wasn't certain how she was going to make the break, but I was elated.

"I'll do anything I can to help you," I told her. We had missed each other and agreed to meet as soon as possible.

The following night I went on the Friday night skate that con​venes each week at 7:30 PM. at a bike shop in Mission Beach. There are usually only fifteen or twenty people along-a much smaller version of the Friday "Midnight Rollers" night skate in San Francisco, which often attracts more than four hundred peo​ple and which I try not to miss when I'm in the Bay Area. The San Diego skate, a leisurely social event called the Dinner Roll, usually goes for about 20 kilometers over a course that ends up in a part of the city with lots of restaurants.

At around 9:30 we had just started the return leg of the route when the cell phone in my fanny pack rang. My phone has a combination earplug-microphone so I can converse and skate at the same time, and I listened as Sid told me that he had checked the New York Times service on America Online, and found an early copy of Markoff's article.

"You're not going to like what it says," Sid told me, and began reading it aloud, with sarcasm: "It was as if the thieves, to prove their prowess, had burglarized the locksmith," he began. "Which is why Tsutomu Shimomura, the keeper of the keys in this case, is taking the break-in as a personal affront-and why he consid​ers solving the crime a matter of honor."

I couldn't help smiling at Markoff's melodramatic prose as Sid continued reading and I kept rolling: "Mr. Shimomura, one of the country's most skilled computer security experts, is the per​son who prompted a government computer agency to issue a chilling warning on Monday. Unknown intruders, the agency cautioned, had used a sophisticated break-in technique to steal files from Mr. Shimomura's own well-guarded computer in his home near San Diego. And the stealth and style of the attack indicated that many of the millions of computers connected to the global Internet network could be at risk. There have been at least four other known victims so far, including computers at Loyola University of Chicago, the University of Rochester and Drexel University in Philadelphia."

The article quoted me at several points, including: "Looks like the ankle-biters have learned to read technical manuals.

Somebody should teach them some manners.

When Sid finished, I told him I actually thought the article was reasonably entertaining. But he was upset, and he feared that the effect of the article would be to make SDSC a huge target. "Tsutomu, this is deliberately inflammatory and challenging," he fumed. "You're clearly trying to provoke them."

As I headed back, we talked about the article for more than ten minutes, concluding that we would have to wait and see what happened.

Later, after midnight, I went down and picked up a copy of the Times at the Circle K, a local convenience store about a five-minute drive from my house, to see for myself how provocative the article actually was. As I read it over, I realized Sid was right, it was inflammatory, but it was still entertaining.

The next morning I was up fairly early because my landlord was thinking about selling the house and came by with his wife to look things over. It was the first low-key morning since the CERT story had appeared. Life seemed finally to be returning to normal, and I was looking forward to a calm weekend.

I was standing in my living room talking to my visitors, Markoff called, and I told him I'd call right back. Five minutes later I phoned him at the Times San Francisco bureau.

"I've got bad news," he began. "Your stolen files have been found at the Well."
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On Friday night, January 27, when he logged into his account on the Well, a popular computer conferencing service in the Bay Area, Bruce Koball had made a puzzling discovery.

Koball, a Berkeley-based software designer, is an organizer of the annual Computers, Freedom and Privacy conference, and the Well had given Koball an additional free account to help in his preparations for the 1995 gathering. Because he hadn't used the CFP account for several months, he was surprised to log into his personal Well account on Friday evening and see a message from the Well's system-support staff warning him to remove the 150 megabytes of material currently stored in the CFP account, or they would delete it for him.

Such messages are common at the Well, whose staff routinely runs an accounting program to uncover "disk hogs" -people who take up inordinate storage space on the service's comput​ers- and Koball was simply one of several Well subscribers to receive such a warning that day. But since Koball had barely used the CFP account, the message made no sense until he looked at its directory. The account had clearly been taken over by an intruder and filled with mysterious compressed files and batches of electronic mail:

well% is -l

total 158127
-rw-r--r-- 1 cfp  128273    Dec 26  23:02  bad.tgz

-rw-r--r-- 1 cfp  547400    Dec 26  23:07  brk.tar.Z

-rw-r--r-- 1 cfp  6620      Dec 26  23:07  clobber.tar.Z

-rw-r--r-- 1 cfp  2972      Dec 26  23:07  clobber.tgz

-rw-r--r-- 1 cfp  734       Mar 14   1991  dead.letter

-rw-r--r-- 1 cfp  704251    Dec 26  23:11  disasm.tar. Z

-rw-r--r-- 1 cfp  4558390   Dec 26  23:31 file.941210.0214.gz

-rw-r--r-- 1 cfp  1584288   Dec 26  23:39 file.941215.0211.gz

-rw-r--r-- 1 cfp  2099998   Dec 26  23:47 file.941217.0149.gz

-rw-r--r-- 1 cfp  1087949   Dec 27  10:09  kdm.jpeg

-rw-r--r-- 1 cfp  275100    Dec 27  10:09  kdm.ps.Z

-rw-r--r-- 1 cfp  1068231   Dec 27  10:10  mbox.l.Z

-rw-r--r-- 1 cfp  869439    Dec 27  10:10  mbox.2.Z

-rw-r--r-- 1 cfp  495875    Dec 27  10:10  mbox.Z

-rw-r--r-- 1 cfp  43734     Dec 27  10:10  modesn.txt.Z

-rw-r--r-- 1 cfp  1440017   Dec 27  10:11  newoki.tar.Z

-rw-r--r-- 1 cfp  999242    Dec 27  10:12  okitsu.tar.Z

-rw-rw-rw- 1 cfp  578305    Dec 28  09:25  stuff.tar.Z

-rw-rw-rw- 1 cfp  140846522 Dec 27  11:28  t.tgz

-rw-r--r-- 1 cfp  146557    Dec 27  11:28  toplevel.tar.Z

-rw-r--r-- 1 cfp  3967175   Dec 27  11:31  tt.z

-rw-r--r-- 1 cfp  307       Dec 20   1990  xmodem.log

-rw-r--r-- 1 cfp  187656    Dec 27  11:31  ztools.tar.Z
The directory listing showed the total amount of disk space the files occupied as well as their names, modification dates, and other details. Among the files were three named "mbox," standard Unix nomenclature for the file that holds a user's mail. When Koball looked in some of the mail files, he found that all the messages were addressed to the same party: tsutomu@ariel.sdsc.edu.

Although Koball and I had attended a number of annual gath​erings of computer industry pioneers called Hackers' Conferences together, the name Tsutomu didn't immediately click. He was baffled and still wondering what to do about his discovery when he heard the next day's edition of the New York Times land on his front doorstep later that evening, as it does before midnight at many homes in the Bay Area. Koball brought in the paper, browsed through it, turned to the front of the business section, and there it was-Markoff's article and a photo of me sitting in the the opera​tions room of the San Diego Supercomputer Center.

Early the next morning Koball phoned Hua-Pei Chen, system

adminstrator for the Well, which is based in Sausalito in Marin County. He reported his discovery, told her about the connection to me, and asked her to delete the files and kill the CFP account.

A short time later Koball received a call from his friend John Wharton, a freelance chip designer and a principal organizer of the elite Asilomar conference on microprocessor design attended each year in Monterey by many of the "graybeard" pioneers in the semiconductor and personal computer industries. Wharton, who was driving up Highway 101 to the Cow Palace in San Francisco on his way to a model-railroad show, wanted to know if there would be a demonstration of a digital model train sound-effects system that Koball had developed with Neil Young, the rock star, who is also a model-train fanatic.

Koball is a pioneer in an industry that is injecting computer "intelligence" into all sorts of consumer products, and has devel​oped software for particularly neat gadgets like the Avocet cyclometers used by serious bicyclists and altimeter watches favored by climbers-myself included. (When Julia was in Nepal she'd noticed that Koball's watch is the definitive status item among the Sherpas who accompany Western climbers in the Himalaya.)

Koball told Wharton that no, his model-train sound system wouldn't be on display, but then he quickly turned the conversa​tion to his Well discovery Wharton was fascinated, and as the two discussed the matter, he agreed that killing the CFP account seemed the reasonable approach. After the call ended Wharton began to wonder if either of them really knew enough to reach such a conclusion, and it occurred to him that a good person to consult would be his friend Marianne Mueller, a systems software programmer at Sun Microsystems who was far more knowledge​able than he about Unix, the Internet, and security issues in gen​eral. He tried phoning her home and work numbers, but was unable to reach her.

I had in fact encountered both Mueller and Wharton a year earlier in Las Vegas at the annual convention of the computer underground, called Defcon, a bizarre gathering of anklebiters, telecom industry security people, and undoubtedly a few cops, that I had somehow let Markoff drag me to. One of the few high points was a talk Mueller gave about female hackers, in which she


introduced her own digitally outfitted version of a Barbie doll, which she called Hacker Barbe, deliberately misspelling the name to avoid copyright problems with Barbie's maker, Mattel, Inc. It was all quite funny, though the humor was lost on the teenage and college-age boys attending the conference, who seemed pri​marily interested in juvenile pranks like defeating the hotel's microprocessor-controlled door locks.

By this time Wharton was approaching the turnoff for the San Francisco airport, and he remembered that Mueller had men​tioned on the previous day that she would be seeing a friend off to Tokyo around noon on Saturday. He took the airport exit, drove to the top of the parking garage, spotted Mueller's M~ in the international departures area, and was able to park right next to it. As he ran into the terminal Wharton saw from a departures monitor that a JAL flight was just leaving. He stopped in the con​course, and began to scan the crowd.

Wharton, with his long, bushy, graying hair, wire-rim glasses, and Birkenstocks, hadn't been standing long in the airport con​course when he spotted Mueller, dressed in black motorcycle leathers and a Cypherpunks T-shirt, and ran up to her. Milking the clandestine possibilities of this encounter in an international air terminal, Wharton swore Mueller to secrecy before telling her what he'd just heard from Koball.

"Nothing should be done to the files!" Mueller said, alarmed. She insisted that they not be erased or altered in any way, for any changes might tip off the thief that his presence had been dis​covered. Instead, she explained, the Well's security staff should put monitoring software in place and keep a log of everyone who tried to access the files. Wharton, still enjoying this cloak-and-dagger plot, but now more conscious of the seriousness of the matter, called Koball back with his cell phone.

"Red Dog Leader," he began, when Koball answered. "This is Cosmic Whiner. I just reconnoitered with Cyber Mama; she says you should leave them files alone!"

After speaking a short time later with Mueller over a regular phone, Koball called the Well back to countermand his prior instructions. As it turned out, worried Well officials had already discussed the situation among themselves, and had decided not to take any action yet that might risk alerting the intruder. Koball


then phoned Markoff who in turn called to alert me and give me Koball's number in Berkeley.

It was nearly noon when Bruce Koball and I spoke. He described the files he'd found the previous evening in the CFP directory, and read me the access dates, not all of which were use​ful because he had already read some of the files. But there was no question that they consisted of material stolen from Ariel in December-the programs I'd written, the extraneous free soft​ware that had been pointless to steal, and, worst of all, megabytes and megabytes of my mail, which felt like a tremendous invasion of my privacy.

He briefed me on his conversations earlier that morning, with Pei at the Well, with Wharton and Mueller, and then with Pei once again. It was a great plot, but I wasn't interested in any spy stuff no matter what Markoff's article might have said about my considering "solving the crime a matter of honor." It was my elec​tronic mail that was being scattered all over the Internet, and I told Koball I wanted the files erased. He gave me Pei's cell phone number, and I called to tell her the same thing.

Pei explained that the Well officials were uncertain about how to proceed, since they were concerned that erasing the files would not only give notice to the person who had taken over the CFP account, but might also provoke the intruder into some sort of retaliation.

"I want those files off your machine," I said again. From what Koball had told me, the intruder had set the "permission" para​meters on the CFP account to "world readable," meaning that anyone with access to the Well could look at the files it con​tained. I wasn't comfortable with making my mail public under any circumstances, and I especially didn't want any of my per​sonal or professional files becoming the popular literature of the computer underground. In any case, I also understood the Well's qualms, so I began talking Pei through a set of steps that would make it look as if Koball had simply responded to the disk hog warning and cleaned the files from the CFP directory without taking note of their content.

I didn't know very much about the Well, at that point. Several months earlier, when I had been consulting at Sun Microsystems, I had briefly met the Well's owner, Bruce Katz (pronounced


cates), who was in the market for new computers. I had only a hazy recollection that the Well was an electronic hangout for everyone from hackers' conference regulars to Dead Heads with modems.

Pei, for her part, seemed rather hazy about the Well's security vulnerabilities. Like many people, she had been reading about the San Diego break-in, and as of that morning she knew that at least one Well account had been cracked, but she hadn't connected the two events.

"Ah, that makes a lot more sense," she said, after I explained to her how my files had ended up on her system. She acknowledged that the Well knew it was probably under-equipped to handle this problem, and said that during that morning's frantic round of phone conversations, one of the Well's board members, John Perry Barlow, a Grateful Dead lyricist and one of the founders of the Electronic Frontier Foundation, had suggested that the Well invite me to Sausalito to help them.

I was scheduled to speak at a computer conference in Palm Springs the following week, where I had arranged to meet Julia, and told Pei I was already overcommitted. But how about, I sug​gested, if I had my student Andrew Gross fly up to Sausalito and take a look around?

I spent several hours making the arrangements. Andrew and his wife, Sarah, a doctoral candidate in chemistry at UCSD, were in the process of moving to another apartment because the mold in their student flat had become intolerable, even to someone with Sarah's fascination with organic matter. They agreed, however, that he could spring free by Tuesday for a flight north. I next per​suaded Sid to continue Andrew's Supercomputer Center salary, and even kick in some expense money, while he was in the Bay Area. I still wasn't intent on tracking the intruder, but I thought that if Andrew went up to the Well we might be able to discover additional useful information about the Ariel break-in and what had happened with my files afterward.

Koball had by now e-mailed me the file-creation and access times for the contents of the CFP directory (and added a message saying he'd been glad to see that I was wearing one of his Avocet Vertech altimeter watches in the Times photo). Once I knew when the files had been created I was able to determine that


copies of my material had been deposited at the Well within twelve hours of their removal from Ariel. While it was possible that the files could have made one or even several stops elsewhere on the Internet before landing at the Well, the timing suggested that the Well's cracker was someone with a fairly close link to the person who had stolen my files- or was the thief himself

On Wednesday afternoon, before I left for the Palm Springs con​ference, I received a phone update from Andrew, who had gotten to Sausalito the previous evening. Anticipating the arrival of a computer commando, the Well had rented him an imposing Jeep Cherokee, with which Andrew was quite taken, since his own car in San Diego was a thirteen-year-old Honda Accord. Otherwise he was frustrated: so far his entire stay had been taken up in meetings with Well officials about nondisclosure agreements they wanted him to sign before letting him peer into their system; he had spent no time yet actually looking at their problems. Because he is typically much more accommodating and diplomatic than I, Andrew's unhappiness struck me as a bad sign of how muddled things might be at the Well.

After flying to Palm Springs, I checked into the Westin Mission Hills Resort, where the conference sponsors were picking up expenses for Julia and myself It was late afternoon, and Julia had​n't arrived yet from San Francisco, having missed her flight. She had become embroiled in another agonizing discussion with John, who vowed that if she went to Palm Springs with me, their relationship was over. She had told him that she was going any​way, but she didn't want to end things in anger. As a compromise she had agreed that they would meet the following weekend to say goodbye.

I went off to the speakers' reception, leaving a note at the front desk for her, and she finally caught up with me at the conference dinner at around 9 RM. She was stressed out and exhausted from having spent hours on stand-by in LQ5 Angeles until she could get a flight to Palm Springs. But she had made it, and we were delighted to see each other.

This event was a Vanguard Conference, one in a series of sem​inars that the Computer Sciences Corporation, a high-tech con-


sulting firm, conducted throughout the year for high-ranking corporate executives responsible for information technology at their companies. The attendees included representatives from a long list of businesses like AT&T, American Express, Federal Express, Morgan Stanley, and Turner Broadcasting.

The speaker list was also impressive and varied, and included Bill Cheswick, the Bell Labs computer security expert; Whiffleld Diffie, father of a widely adopted technique for computer priva​cy called public-key cryptography; Clifford Stoll, the itinerant astronomer who in the mid-eighties tracked down some young German computer vandals and then turned the story into a best-selling nonfiction book, The Cuckoos' Egg, Mitchell Kapor, the founder of Lotus Development and cofounder of the Electronic Frontier Foundation; and Nicholas Negroponte, founder and director of the MIT Media Laboratory.

I had been invited as a last-minute replacement for another speaker by one of the conference organizers, Larry Smarr, direc​tor of the federally financed National Center for Supercomputer Applications in Illinois, one of SDSC's sister organizations. I had assumed that my sudden celebrity had a lot to do with the invi​tation, though I wasn't sure whether to be flattered when I learned that I was actually taking the place of Mark Abene, a con​victed computer felon from New York, better known as Phiber Optic, who had to cancel when his parole officer refused to let him leave the state. But I felt better when I ran into Bill Cheswick at the speakers' reception; Ches joked that he and I now seemed to be regulars on the computer security rubber-chicken circuit.

People kept coming up to me remarking, "I saw your picture in the paper," so often that I developed a standard response: "It's better than having your picture in the post office."

My well publicized break-in had engendered a striking degree of paranoia among the corporate types in attendance, many of whom were responsible for their companies' networks. They had apparently concluded that if "one of the country's most skilled computer security experts" could get attacked with impunity, then they were obviously even more vulnerable. "It's a sad day when you have to learn about security problems first in the pages of the New York Times," someone from Morgan Stanley, the big investment bank, had written me in an e-mail message after


Markoff's CERT story appeared early the previous week. Now executives at the conference were approaching me and asking if I would be willing to come to their companies to do a security review and to consult.

On Thursday, I gave an only slightly more polished version of my CMAD presentation, demonstrating what an IP-spoofing attack looked like "in the wild," but I'm afraid my attempt to underscore the complexities of real computer crime only had the effect of bewildering many of my listeners. That Friday, though, on a panel with Ches, I took the audience through my Adrian video from the 1991 government and military break-ins, and the group not only followed along but seemed to take satisfaction in seeing a case where the "good guys" had been able to detect, and then contain, the villains.

After the talk Julia and I skated on the bike paths and streets of Palm Springs, marveling at the immaculately maintained lawns here in the middle of the desert. By the time of the outdoor reception Thursday evening, serenaded by a country-and-western band, we had finally started to have fun and were not looking for​ward to leaving the next day. And yet the nearby snow-capped San Jacinto peaks served as reminders that we would be heading back up to the Sierra Nevada, to pick up the skiing we had inter​rupted nearly two weeks before.

Early Friday afternoon, Larry Smarr and I became engrossed in discussing the possibility of a joint computer-security research project between SDSC and Smarr's Center. Too much of what passed for computer security, we had decided, was simply a defen​sive duck-and-cover posture; we wanted to develop a much more aggressive model for confronting the enemy, drawing upon mili​tary war-game theory, and discovering the extent to which it could be applied to the electronic realm. If computer intruders were rou​tinely hunted down and identified it would dramatically lower the incident rate.

Losing track of the time, I realized that I had to find Julia, who I discovered talking shop with a group of systems professionals. I pulled her away so we could make our commuter flight to Los Angeles, where we were to catch a connecting flight to Reno. As


it was, we barely made it, getting delayed in Palm Springs rush-hour traffic, and ending up charging through the terminal, a light brigade of portable computers, skate tote bags, carry-on luggage, and ski gear.

The next morning we drove to Mount Rose, 20 kilometers southwest of the Reno airport for a ski-patrol training session. It was a beautiful day, sunny, clear, and cool, and it was wonderful to be back on the snow. We spent the day conducting drills with avalanche beacons, the signal transmitters that skiers wear to help rescuers find them if they get buried by a slide. One group would go out and bury a set of beacons, and others would then practice locating them and digging them up. There were other exercises, too, including working with pulley systems, rescue sleds, and medical gear. On Sunday, we went off for a long ski on our own, and when we got back to the cabin that night we were both exhausted from our weekend's exertions.

I spent an hour or so returning phone calls and checking in with friends, hearing several times that David Bank, the San Jose Mercury reporter, was still pursuing the theory that I had staged the break-in as publicity stunt. I also heard that Bank had dined with John Gilmore on the same evening that Julia had flown to meet me in Palm Springs, and I began to wonder what John had told the reporter. Certainly, the nature of the attack on Ariel indi​cated a sophisticated perpetrator familiar with TCP/IP and Unix. And those initial probes had, after all, come from toad.com.

As I mused aloud about my suspicions as we ate, Julia and I concluded that no matter how angry John might be with either of us, he was too principled a crusader for electronic privacy to have anything to do with a computer break-in. Still, the rumors and the continued questioning of my motives made me curious about where this train of events would lead, and we decided to write up a chronological record of events to help us understand and explain what had happened.

Around 11 P.M. Andrew called. We had been in touch briefly several times since Wednesday, but this was my first opportunity for a full update. "What have you found so far?" I asked him, still hoping that he could handle things at the Well on his own.

"Tsutomu, I think you should come down here and help me," he said. "I'm in over my head."

After having spent several days wading through the Well bureaucracy, Andrew had finally begun to examine the stolen software stashed on the Well system on Sunday morning, and it turned out to contain much more than just my collection of files. He had spent the day creating an inventory of the stolen materi​al, growing increasingly alarmed by the value and sheer volume of the contraband. "It's clear we're dealing with something other than your average high school or college system cracker," he said.

The software was located in a number of illicit accounts on the Well, and my stolen files, so carefully deleted a week earlier, had shown up again, in a different account. This fact alone suggested that whoever had commandeered the Well's computers was cocky enough to believe he could come and go, moving things around with impunity. Andrew began rattling off a list of what he'd found, but I interrupted, saying I wanted to go through it sys​tematically. Rich Ress of the FBI had told me during that apolo​getic phone call back in January that the Bureau assigned priori​ty to its cases by dollar value. I decided that if they wanted dol​lars, I would now give them dollars.

As Andrew began once again to itemize his findings, I started to respond by estimating the worth of each stolen program, whether in market value or in development costs. Besides my software, there was cellular phone software from Qualcomm, a San Diego technology firm; lots of programs from an East Coast software house called Intermetrics, which makes software devel​opment tools; Silicon Graphics source code, the 3-D workstation software used in creating most of Hollywood's movie special effects; plus the computer security software that was supposed to keep the company's programs from being stolen; sniffer logs from Motorola's Semiconductor Products Sector Internet gateway computer, which had captured information flowing into Motorola's network, including passwords; various stolen pass​words captured by other sniffer programs; an entire password file from apple.com, Apple Computer's gateway to the Internet; and sundry software tools for breaking into computers in various ways.

At the end of my tally the dollar count reached millions of dollars in software development costs, a figure that didn't include perhaps the most remarkable trophy, whose potential value I


couldn't begin to estimate: a long data file named 0108.gz, con​taining more than twenty-thousand credit card account numbers of the subscribers to Netcom On-Line Communications Services Inc., an Internet service provider based in San Jose, California. Many online network companies ask their subscribers to provide full credit card information when they establish their accounts, though such information is generally not stored on a computer connected to the Internet.

Credit card information wasn't Netcom's only loss. The thief had also pilfered its subscriber password file, another parcel of information that ordinarily should not have been accessible. The version of Sun Microsystem's operating system installed at Netcom takes some measures to protect that file: the passwords in the file are encrypted, which theoretically makes them useless to anyone who might stumble upon them, and the file contain​ing the passwords is inaccessible except to someone who has root access to their computers.

Still, possessing a copy of that file would enable a thief to unscramble some poorly chosen passwords. The method of encryption used to encode them is well known. Given this, it would simply be a matter of using that method to encrypt each word in a large dictionary, then comparing the scrambled dictio​nary words with the encrypted passwords in the file. For any matches, the cracker could backtrack to the unencrypted dictio​nary word and presto! a valid password. A break-in artist can use a computer to run this kind of codebreaking attack quickly and successfully against people who are careless enough to use ordi​nary words as passwords.

Andrew then turned to another category of stolen goods: e​mail. Besides the contents of my mailbox, the thief or thieves had rifled two other people's mail. Andrew and I both recognized the name of Eric Allman, who was the author of sendmail, the stan​dard Internet mail program. My guess was that Allman's mail had been scoured for reports of new security flaws in sendmail, but Andrew, sensitive to privacy issues, had not read the stolen mail. The other name, which neither of us knew, was that of a Stanford student named Paul Kocher, whose e-mail the thief had squir​reled away for reasons unknown to us.

The Well's monitoring had narrowed the intruder's comings


and goings down to a forged account called dono, using the pass​word "fucknmc"-- which in itself sounded like a clue. In the Unix and Internet world there is a grand tradition of using the initials of your first, middle and last names as a log-in name, and we wondered who was the "nmc" against whom the thief seemed to bear a grudge.

Andrew and the Well staffers on the case could see only what went on locally when the thief connected from a remote com​puter, but by tracing dono's activities on the Well, it was possible to see a definite pattern of activity emerging and to make some reasonable guesses about what he was doing elsewhere. Because the burglar tools and stolen goods constituted evidence that no clear-thinking criminal would want to leave lying around on hard disks at home, the dono cracker was apparently using the Well as an electronic storage locker. For each sortie against a computer on the Internet, dono would fetch copies of his tools from the Well in a predictable sequence.

First he would come and take a garden-variety break-in pro​gram that enabled him to get root on a less-than-vigilant com​puter system somewhere on the Internet. Then, a short time later, he would come back and pick up a "cloaking" program, which would hide his presence on the raided system, at least from the casual observer, by deleting traces of his activities from the system logs. After finishing his nefarious tasks, the intruder would return to the Well to pick up a sniffer program, which he could leave behind at the raided site for gathering passwords that might make it possible to break into other machines later.

This was a very methodical criminal.

But Andrew had also seen that the cracker, true to the form dis​played in our San Diego break-in, was being sloppy. Once he had run his cloaking program on a particular computer he'd broken into, which removed evidence of his presence from accounting files, he didn't bother to cover his tracks as he proceeded to carry away his stolen files. Records of the actual file transfer, for exam​ple, might be left elsewhere on the system. A casual observer might not notice his activities, but anyone looking for such behavior could probably track it easily.

It took three-quarters of an hour for Andrew to describe all that he had observed. "This is huge, Tsutomu," Andrew concluded.

"We don't even have enough computers to provide adequate monitoring." Worse, he continued, even though he had caved in and signed all the nondisclosure documents the Well had placed before him, his activities were still being narrowly circumscribed by a woman named Claudia Stroud, the administrative assistant to Bruce Katz, the Well's owner.

"I've been here a week, I've collected data," Andrew said. "I've got some idea of where these guys are coming from, but now I'm in over my head. Now it's your turn."

He told me that Well executives wanted to have a meeting the next day with a small group of people to discuss how to respond to the attacks. I assured him that I would be present, but asked him if he could get it postponed until the evening; I wanted to get in one more day of skiing before leaving the mountains.

In the meantime, I told Andrew he should gather some more information. I wanted data on the time and date of each file's access, and asked him to make a timeline of the cracker's con​nections to the Well. I also suggested that he make a more thor​ough search for backdoors and Trojans. It was important that he and the Well's monitoring squad not prematurely narrow the scope of their surveillance. We didn't want to be like the drunk in the classic joke, who upon losing his keys looked for them only under the streetlight because "that's where the light's best." He had brought one of the RDI computers with him from San Diego and I asked him to pick up the second one I had lent to Soeren Christensen, a friend who worked at Sun, once he arrived in the Bay Area. I was bringing a third machine to give us enough resources to both monitor and analyze the data.

After we hung up I sat on the floor of the cabin and for many quiet minutes watched the fire dancing through the glass of the potbellied stove. Despite his protestations that he was in over his head, Andrew had uncovered a great deal of evidence. Real crimes were being committed, with no sign of letup, and there was now a hot trail to follow.
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On Monday Julia and I woke midmorning.

I sat up in the low bed in the center of the A-frame's loft and stretched. The loft filled the back half of the cabin, and I could see nothing but gray light filtering through the curtains that cov​ered the picture window at its front. I thought again about Andrew's call for help the previous evening.. There clearly was a case to pursue, and I could no longer in good conscience hope that someone else would take care of it. That's why, after talking to Andrew, I'd stayed up late dealing with voice mail and e​mail-a ritual to prepare for reimmersing myself in the outside world. There was yet another threatening message, and I for​warded it to Andrew and attached a message asking him to con​tact the authorities to trace the call.

Even though it didn't look like a great day to ski, I was determined to get out once more. A light snow was falling, whipped by a gusty wind until it blew sideways, and occasionally even straight up into the air.

I didn't have a particular plan, but it seemed logical to spend a couple of days at the Well to size up the problem. There were growing reasons to think that our intruder might be Kevin Mitnick, not only the Oki and Qualcomm cellular source code that had been stashed at the Well, but also other random indi​cations- including the tip from the cracker Justin Petersen. But


there were also still reasons to rule out Mitnick as well, particu​larly the sophistication of the IP-spoofing attack and the voice​mail taunts, which I was fairly certain were not the work of a sin​gle person (although Mitnick, of course, could have been part of a conspiracy). If it was actually Kevin Mitnick, there would cer​tainly be a lot of interest from law enforcement types. Levord Burns, the field agent with whom Andrew had been talking, worked for Rich Ress in the FBI's computer crime squad in Washington, D.C.. The Bureau gave every appearance that they were going to be helpful this time, but ever since I'd talked with the FBI about computer crime at their Quantico training center, my impression was that even if they had decided to be helpful, it was no guarantee of success. I have respect for the integrity of the agents I've met, but even they admit that they are usually out​gunned when it comes to computer crime. The average field agent has usually taken a training class so that he knows how to recognize a computer at the crime scene, but he probably won't know how to turn it on.

I had no doubt, on the other hand, that the Bureau does understand a great deal about the psychology of the habitual criminal. At Quantico I also learned about techniques for track​ing and catching serial killers, and how easy it is to get away with serial homicide. FBI serial crime experts believe that there are similarities between computer crime and other more violent kinds of elaborately repeated crimes. It's a controversial idea, but the FBI experts argue that the same compulsive behavior, and the same craving for power drives both kinds of criminals. These behavioral scientists theorize that in each of the cases the crimi​nals have a need for a fix, which becomes increasingly frequent. More relevant for my work is their assumption that in either type of serial crime, the major investigative problem is information management-organizing and marshaling the accumulated facts. Frequently, they say, when they backtrack in a serial crime case, they discover they already had the solution to the case much ear​lier but didn't recognize it.

Before I left the cabin I asked Julia if she wanted to come along, even though I had no idea what might develop or where the trail would lead. I thought that her organizational skills might be use-


ful in our investigation. She said that she didn't know much about computer security issues, and it was a chance to learn more about them. She decided to come to Sausalito, but took a final look at the poor conditions outside and opted to skip the ski.

I finally headed over to the Tahoe Donner cross-country cen​ter, around noon. Few people were on the trails, and the groom​ing machines had left the course fast. It was well into the after​noon, and the light was already beginning to fade when I called Julia to pick me up. I didn't have time to change from my lycra cross-country clothes before we headed for the Bay Area in her Mazda.

The weather was turning worse, and chain control was in place on Interstate 80, making things even slower on our way out of the mountains. It was merely raining by the time we got closer to San Francisco and took the back roads north of the Bay to Mann County. Around 8:30 RM. we arrived at the Buckeye Roadhouse, a trendy restaurant in Mill Valley, near Sausalito, where the Well is located. We had planned a dinner there as an opportunity to meet several of the Well's board members and other friends of the Well in order to reach a consensus about how the on-line service was going to handle the attacks. Andrew, who was staying in a spare room in Pei's home, had already arrived and before we sat down he brought me up to date. More cellular telephone soft​ware and a variety of commercial programs were discovered stashed in other places on the Well. Today he had found the soft​ware for a Motorola cellular telephone.

He also told me of an odd but intriguing discovery. One of the things he had come up with was a peculiar backdoor communi​cation channel the intruder was using on the Well. Because the attacker could become root on the Well whenever he wanted, he could freely examine any other user's electronic mail. The mon​itoring team watched him check a number of mailboxes, includ​ing that of Jon Littman, the Mann County freelance writer, who had a legitimate Well account. Littman was working on a book detailing the exploits of Kevin Poulsen, the Bay Area computer cracker whom Justin Petersen had helped implicate in the radio station scam and who was still in prison charged with espionage for possession of classified military computer tapes. He had also


been assigned a piece about Kevin Mitnick the year before by Playboy.

While Andrew had been monitoring the network, he had watched as the intruder became root and copied a file from a remote computer, a letter written by Kevin Ziese, an officer in charge of the Air Force Information Warfare Center in San Antonio, Texas. The intruder then logged in as Littman and, within Littman's own account, began to compose a message that he addressed to the writer, with a note in the Subject line: "Here you go :-) A vision from God." He then attempted to copy the Kevin Ziese file into the Littman message, but got stuck when he apparently could not figure out how to use the Well's mail-editing software.

He then abandoned the mail program and instead returned to the Well as root once again and simply added the Ziese file to Littman's mailbox file. The Ziese letter contained a long discus​sion of the dangers inherent in the IP-spoofing attack, and it referred to a conversation that Ziese had with me at the CMAD conference. At the bottom of the letter, above Kevin Ziese's sig​nature line, the intruder inserted a single line which said “**** Hey john [sic], Kevin is a good name :-)”. 

Andrew was certain that this was the final clue pointing to Kevin Mitnick. I was still hesitant to jump to that conclusion. After all, there is no shortage of Kevins in the world. But clearly, we both wondered the same thing: was Littman aware of this pri​vate channel the intruder had created? There was no evidence that he knew, or, if he had noticed, that it was anything more than a taunt by the intruder, not a sign of complicity.

We went inside to meet Bruce Katz and the Well board. A large table had been reserved for us in the back. Bruce Koball, the Berkeley programmer, had been invited, as well as several other longtime members of the Well community. An old friend of Julia and John Gilmore, Koball gave her a quizzical look when she showed up with me. But there was such a din in the Buckeye you could barely hear the person next to you, so there was little chance for Julia to quietly explain what had hap​pened. In any case, I was preoccupied by my dissatisfaction with this noisy meeting spot, which was hardly conducive to holding a confidential group discussion. It seemed we were vio​-


lating basic operational security principles at the outset of the investigation.

The Buckeye was Bavarian in an antlers-on-the-wall sort of way. I ordered salmon and Julia a shepherd's pie, while Andrew opted for some remarkably large slab of meat, obviously taking advantage of the menu.

Bruce Katz sat next to me. An entrepreneur in his mid-forties who had founded and run the Rockport shoe company before buying the Well, he had thinning long hair and informal dress that made him look more like a veteran of the 1960s than a businessman. Over the din, I tried to brief him on what we'd found. As if to underscore the urgency of the situation, shortly after we sat down a Well employee who was monitoring the sys​tem back at the 6ffice called to tell Pei that the intruder had just used the Well as a jumping-off point to break in to Internex, another commercial Internet service based in Menlo Park, California.

I knew Bob Berger, the computer engineer who was Internex's founder, because he had provided ISDN Internet connections for Sun Microsystems at various times. I also knew something else about Internex: it was Markoff's Internet electronic mail provider. It occurred to me that this might be the reason for the attack, but I decided not to voice this suspicion until I could investigate. When Andrew and Pei decided they would call Internex in the morning, I tried to persuade them that the com​pany should be alerted immediately. But, nobody seemed anxious to give up dinner and track down an Internex system adminis​trator, who would probably be hard to locate at this hour, any​way.

Katz wanted to know whether the intruder was a person who could potentially damage the Well's system. Since we still weren't sure who it was, we didn't have a good answer, and since we had no idea how he might respond if he detected our mon​itoring, I told Katz the possibility of retaliation could not be ruled out.

The damage question cut to the core of the issue. It's a com​mon argument in the computer underground to say that break​ing into computer systems is morally defensible because all the trespassers are doing is looking, not tampering. Crackers also


like to claim that they are in effect helping make systems more secure by revealing vulnerabilities to system operators.

To me these are ridiculous claims. Once upon a time such behavior might have been defensible, when computer networks were research systems used only by engineers and research schol​ars, although not many engineers or professors I know would agree. In any case, today, when companies and individuals are using computer networks as essential elements of their businesses and lives, the cracker rationale is tantamount to my saying that it would be permissible for me to break into your house and walk around as long as I didn't take anything. Even if material like pro​totype cellular telephone software isn't stolen, only copied, it remains intellectual property that could easily give an industry rival an important competitive market edge. In those cases in which real damage is done to software and even hardware when a cracker breaks in, companies are forced to spend tens of thousands of dollars cleaning up. In a particularly complex computer it often takes a great deal of effort just to figure out what has been dam​aged, or what has been taken. There isn't any way to justify Internet joyriding, and its most long-term and corrosive aspect is that it causes network users to put up stronger barriers, destroying the community spirit that has long been the hallmark of the Net.

The conversation shifted to computer hacker and cracker cul​tures, and how the potential for mischief was actually a great deal more significant than what we tended to see. I pointed out that among computer criminals, it is usually only the dumb ones who get caught. Katz didn't seem comfortable with this line of rea​soning, for he really wanted to believe what we were seeing was a harmless prank. But to me, the Well's intruder didn't seem harm​less. I explained to Katz how password-sniffing worked and how it had the potential of permitting an electronic trespasser to gain access not only to a single system, but to systems all over the Internet. I also tried to explain that the only real security lay in the extensive use of cryptography. The problem is that most cur​rent crypto systems make networks more difficult and expensive to use, and so people tend to avoid adopting them.

It was clear Katz wanted to do the right thing, and he was will​ing to learn about computer security. The problem was that because he didn't understand the technical details as he himself

admitted, he wasn't sure what the right thing was. The Well runs some private conferences used by consulting groups and other private organizations. He wanted to know if it was possible at least to fence those conferences off, and guarantee their security.

Unfortunately it wasn't, I told him. I mentioned using digital tokens, credit card-sized devices that produce a new password every minute, but when I told him their price, he acknowledged they were out of the question.

"Couldn't we just shut the guy out?" Katz asked. He wanted to know if it might not be sufficient to simply have all eleven thou​sand Well users change their passwords.

"Probably not with any degree of confidence," I answered. At this point, since the interloper had been root for an unknown period of time, at least many months, before he was discovered, the Well had to assume that all of their operating system software had been thoroughly compromised. In addition, there was no way of knowing for certain that all of the accounts the cracker had created had been identified. Maybe he'd stashed a handful of accounts, and left them secretly sitting in reserve just in case he was detected and needed to use them later. Even worse, we were pretty sure he could make himself root from a normal account.

"If you try to shut your doors by changing passwords and clos​ing his accounts, he's almost certain to have hidden a Trojaned program somewhere that would allow him to come right back in," I said. "Only this time you won't know where he is."

I summarized the list of stolen software that Andrew and the others had found, and admitted, "I still don't know exactly what's going on, but one thing I do know is that there is a huge amount of data of great commercial value that someone is hiding there."

I began to understand that the Well directors were looking for easy solutions and assurances that I couldn't give them, because I hadn't even visited the Well yet. This was something I might not be able to accomplish on my own, I warned. I would probably also require support from other Internet service providers, as well as law enforcement officials. Gathering data on the Well was a start, but it was possible I would eventually need trap-and-trace information from telephone companies to actually locate the intruder. I tried to convey my sense of urgency as I explained all this, and told them that in a situation like this you had to go full


speed ahead, or you might as well forget about it. One hint leaked to our intruder that we were watching him, and any trail might instantly be obliterated. The main issue confronting us was whether the Well's directors were willing to keep their system open, and not do anything to tip off the intruder that he had been detected, so that we might have a chance to track him down.

The Well group listened carefully, but it was clear they were in a high state of anxiety about how their users might react both to the break-ins and to management's reponse. The Well has always been an unusual place in cyberspace. Besides attracting a coterie of Bay Area hackers and Deadheads, the Well had also become a favorite online watering hole for the computer media digerati-technology writers who engage in online gossip and who were likely to be among the most verbal critics of any missteps by Well management. From what I had heard, the Well as a community has its own strongly held sense of values, and anyone who trans​gresses the group's conventions does so at the risk of becoming a social pariah. As a recent arrival to this digital world, Bruce Katz could not afford to be shunned.

The Well's vice president of administration, Claudia Stroud, who had been Katz's top lieutenant before he purchased the Well, was nervous about the liability the company might face because of our surveillance operation. Besides the matter of an intruder who was reading other people's mail, she noted that there were privacy-rights activists among the Well's members who would freak out when they learned that investigators had been systematically filtering all of the system's data traffic on the network.

"How will keeping the doors open longer and not telling the users what's going on yield any better results?" she demanded to know.

Claudia, who related to Katz with the protective familiarity of a big sister, commingled with time-tested respect for a mentor, was probably only doing her job. But from my perspective, the only sure way for the Well to return to normal would be if we found the intruder, and it looked like Claudia might try to stand in our way.

"From what I can see," she said, "the Well has been in sus​pended animation for the past week and a half, and this investi​-


gation has little to show for it."

The Well had been planning to transfer its operations to a new Sun Microsystems SPARCcenter 1000 computer, and through​out dinner the discussion kept returning to the question of how quickly they could and should cut over to the new equipment. Replacing all of their hardware and software might temporarily improve their security situation, but it would complicate our monitoring operation.

By the end of the evening, Katz was sobered by the extent of the break-in and the sheer quantity of software, credit card information, and data files we'd found. He seemed to have decided that the only way to make the Well secure was to shut it down, and transfer its operation to a new computer with trust​ed software. And yet, we seemed to have made our point that the best way to ensure security would be to put this cracker out of business.

"I'll give you a little more time," Katz said at last.

After dinner we followed Pei and Andrew in the light mist that had replaced the day's rain to the Holiday Inn nearby in San Rafael, where Julia and I were going to stay. Andrew was driving the red Cherokee the Well had rented him, which he had taken to calling the +4 Jeep of Intimidation, a reference to the power-fill imaginary weapons players are awarded in fantasy and role-playing games like Dungeons and Dragons.

As I followed the jeep, I thought to myself: J wonder why the Well thought our investigation required a four-wheel drive vehicle? My second thought was: It’s going to be a pain to park, but at least we can park on top of things.

Levord Burns, the FBI agent, had asked Andrew to call him after the meeting to tell him what the Well had decided to do. So even though it was midnight when we reached the hotel, and 3 A.M. in Virginia where Burns lived, I telephoned. He sounded sleepy, but calls in the middle of the night are part of life for a Bureau field agent, and within a few moments he was speaking in the formal, somber demeanor that we were familiar with.

I reviewed what the monitoring had turned up so far, and told him that I was going to the Well's operation center the next day


to look at the data. While we talked he told me that, despite hav​mg recently been made the Bureau's primary field agent for com​puter crimes, he had little in the way of a technology background or experience in cases that involved the theft of information.

"I usually deal with bank robberies, Tsutomu," he said.

I concluded by telling him the Well had agreed to let us con​tinue monitoring for a while, and he said he would wait to see where it led.

Andrew and Pei left after the phone call. Before Julia and I fell asleep, she said that she no longer felt like she had a home, that in recent weeks home seemed to have become whatever hotel we were currently staying in. "And as hotels go," she said, "this one is a definite step down from the resorts we've been staying at lately."

We arrived at the Well around eleven-thirty Tuesday morning. The nondescript office building was nothing like the nearby quarters, backing up to a row of houseboats, in a funky section of Sausalito where the online service began in 1987.

The original site was the offices of the Whole Earth Review, and the Well-an acronym for Whole Earth 'Lectronic Link-was closely associated with Stewart Brand, one of Ken Kesey's Merry Pranksters and the creator of the Review, and of the Whole Earth Catalog. Originally a leading light of the back-to-the-land move​ment in the 1 960s, Brand had written an article for Rolling Stone magazine in 1972 in which he described a crazy group of researchers at the Xerox Palo Alto Research Center who were try​ing to reinvent computing. Within a few years they had succeed​ed, coming up with the forerunner of the personal computer.

In the late 1970s, when the personal computer industry first emerged, it was still largely a collection of hobbyists with a strong countercultural flavor. In the late 1 980s the Well mirrored this same eclectic mix of hackers and hippies. Well members began connecting first from around the Bay Area, and later from all over the country, to chat about things that were on their minds. When the Information Highway hype took off, dozens of reporters wrote stories about the Well, giving it influence far out of pro​portion to the size of its membership. And so it had a certain cachet in 1994 when Katz, already a Well investor, bought 


the remainder from the nonprofit group that controlled it and embarked on an ambitious plan to turn the Well into a signifi​cant national for-profit service.

One of his first moves was to shift the Well from its houseboat neighborhood to an office complex several blocks away where we arrived Tuesday morning. Pei led Julia and me through a large open space where the support crew and administrative staff worked on PCs and Macs, and showed us to the back, where her office and the computer systems and file servers were located. Down the hallway was a large open closet with a rack of modems so that users could dial in and connect to the Well.

I could tell that Pei, a woman roughly the same age as Julia, was competent, bright, and capable, but she seemed a little too hesi​tant. The job had been a one-person operation when she began at the Well in the middle of 1994, but it had quickly grown to the point where she oversaw four or five people, and she was clearly new and unsure of herself about the management side of her job. She complained to us about how hard it was to get the Well to listen to her, particularly about security matters. It had taken Andrew coming in as an outside expert to recommend things, and to get her the support she needed.

Julia and I had shown up in time for lunch, actually our breakfast, which was being brought in for the small group of systems people that ran the Well under Pei's guidance. In order not to tip off anyone at the Well who didn't have a need to know about our activities, we were to remain hidden in the small room at the back of the building where Andrew had been operating for the last week. When we walked in Andrew was faxing a page of information to Levord Burns that the trap and trace at UCSD had turned up about the voicemail messages that had been left for me. That same morning Andrew had learned that the voicemail messages had come in over Sprint's long distance lines; that probably meant our caller wasn't in San Diego. Andrew was sending the information to Burns in hopes that the FBI would be able to get precise location information from the phone company.

Andrew had also been following up on his suspicions that we were up against Kevin Mitnick. Earlier, Andrew had called the local FBI office, which referred him to Kathleen Carson, an


agent in Los Angeles, who was apparently running the Mitnick investigation for the Bureau. She had been willing to tell him only a few things, and things that weren't very useful, including some of the names of a number of Mitnick's past and present associates, including Kevin Poulsen, Justin Petersen, Eric Heinz, Lenny DeCicco, Ron Austin, and Lewis Depayne. She said the FBI knew of one recent computer account Mitnick had used, named "marty," but she wouldn't reveal any of the specific Internet sites that were involved. When Andrew ran off the sites we knew were related to the Well's break-in, she merely grunted a few times.

As we ate the mild Chinese scallops, shrimp and snow peas, and kung pao chicken that had been brought in, I began to assess what we now knew. Since the previous night the Well had seen more traffic to and from Internex, so I called Bob Berger and left a message warning him that Internex had been broken into. Then I called Markoff and alerted him that somebody might be read​ing his electronic mail. He said that more than a year earlier a pri​vate message sent to him at the Well had shown up on a public newsgroup, so he had largely stopped using the Well for mail and instead had set his Well account to forward his messages to his New York Times account which was handled by Internex. Now Internex did not look very secure either.

Because the Internet had become an essential tool for most technology reporters, and every journalist dreads getting scooped, Markoff was naturally concerned about someone peer​ing over his shoulder and reading his mail. But he agreed to do nothing to tip off any snoops and wait to see what my investiga​tion turned up. He did, however, take one precaution. His com​puter at the Times bureau in downtown San Francisco automati​cally connected to Internex every hour to check for new mail. He decided he would increase the frequency to once every twenty minutes so that mail waiting at Internex would be vulnerable to snooping for a shorter period of time.

After I finished my calls I turned my attention to the Well's monitoring operation, which was obviously in disarray. Pei was collecting some information on a Sun workstation using a stan​dard sniffer program called "snoop," while Andrew was collecting different data on an RDI laptop, which he had connected to the


Well's internal network. I was disturbed by this setup, because it provided no easy way to compare the findings from Pei's and Andrew's machines. Worse, nobody seemed to be doing much to analyze the data they were collecting.

Some intriguing information, however, had already shown up. In addition to the Computers, Freedom, and Privacy account, and the dono account that Andrew had been watching, there were at least four others being used by the intruder: "fool," "fairdemo," "nascom," and "marty" --- yet another indication that it might be Mitnick. All of the accounts were demo accounts, so there were no billing records kept for them. This suggested that whoever was behind the break-ins had some detailed knowledge of the Well's accounting practices, and had set up or taken over accounts where a bill wouldn't tip off the account holder that someone was racking up unauthorized charges.

Pei and Andrew had also generated a list of other Internet sites which they now knew the intruder was either coming from or going to over the Internet. This included Internex; Colorado SuperNet, a commercial Internet service with headquarters in Boulder; Motorola Corporation; NandoNet, the online service of the Raleigh News and Observer, and Intermetrics. There were also connections from a New York City-based public access Unix sys​tem which seemed to have a suspicious name: escape.com.

Also, there was a list of comings and goings from Netcom whose customer credit card numbers had been stashed on the Well. The day before, Andrew had called Netcom and let them know that one or more intruders had been ransacking their sys​tem.

As Pei and Andrew spoke of their efforts, it seemed to me that they had prematurely narrowed their scope of inquiry. They seemed to be saying, "We're looking at these five stolen accounts, and we're looking at the usage of these accounts.

It was an attitude I had feared the night before, when I talked to Andrew from Truckee.

"How do you know this is all there is?" I asked him. It was obvious we needed to cast a broader net.

Andrew had many pieces of paper stapled together. Some had listings of log-in and file-access times, but it was really hard for me to tell what they were. Nothing had really been sorted into any


rational order that I could see. If we were going to catch the intruder, we needed to systematically conduct what the intelli​gence community calls traffic analysis. Rather than looking at what was in each individual connection, I was more interested in seeing when the connections took place, where they came from or went to, and what else happened simultaneously. And before we could find our way to the bigger picture, I was going to need to understand how the Well's internal network was laid out, and find a single point where we could see all the information coming from and heading toward the Internet. Unfortunately, these steps would have to wait. The Well had scheduled a meeting at 2 PM. with a Justice Department attorney and the FBI to discuss the break-ins and the stolen software. I was to serve as the designated technical expert.

The gathering took place at the offices of the Rosewood Stone Group, Katz's holding company located just a couple of blocks from the Well. Julia, Andrew, and I attended, along with Pei, Claudia, and the Well's lawyer, John Mendez. Representing the Government were Kent Walker, an assistant U.S. attorney in San Francisco, and two FBI agents from local field offices: Pat Murphy from San Francisco and Barry Hatfield from San Rafael. I'd heard of Walker, who had formerly been involved in Justice Department computer-crime policy and cryptography issues in Washington. He had a reputation for being tough on computer-crime issues but I didn't have any idea how technically savvy he was. Now that I was meeting him, an athletic six-footer in his early thirties, he struck me as having a quick mind and aggressive demeanor.

Andrew and Pei began describing some of the keystroke mon​itoring results captured in the past week, and talked about ana​lyzing the intruder's behavior patterns, like trying to study a spec​imen. As I listened I became increasingly impatient. Like partic​ipants at academic computer security conferences focusing on theoretical results rather than real events, they were more con​cerned with classifications than direct action.

"That's fine and well, but it's all botany!" I interrupted, no longer able to contain myself. "We're searching for a carbon​-based life form!"

The room was silent for a moment, but my outburst had the effect of refocusing discussion away from what we could do to secure the Well from the threat, toward my point of view, which was that the only way we could secure the Well against the threat was to go and apprehend it. Instead of a duck-and-cover posture, we needed to shift into attack mode.

I began outlining a plan to establish a base of operations at the Well, and then to quickly move in whatever direction our sur​veillance operations led us. In practice, my plan was for an orga​nization like that of a mountain-climbing expedition. We would have an advance team and a base team. We would jump forward through the network until we'd pinned the intruder down to a specific location. And when we actually found him? I figured that was the FBI's problem.

In such situations, when I'm trying to guide the agenda, I tend to talk very fast. I later learned I'd overwhelmed the FBI agents, neither of whom had much technical expertise. "I didn't under​stand a word he said," one of the agents told Walker later. "He was speaking at 9600 baud, and I can only listen at 2400."

To drive home my point that we were combating a live oppo​nent, a carbon-based life form at the end of the wire, I used the speaker phone to call my voice mail in San Diego. A new message had been left there, one that had been sent during the previous week and which I had listened to for the first time the day before. It seemed that my antagonist was unhappy that I had turned publicity's spotlight on him by putting his earlier messages up on the Net as tweedledum and tweedledee.

"Ah, Tsutomu, my learned disciple," he began in a bogus Asian accent, and then he started to sputter like someone who hadn't rehearsed his lines perfectly: "I see you . . . you put my voice for Newsweek... you put it on Newsweek. And you put it on the net. Don't you know that my Kung Fu is the best? My Kung Fu is Great! Why you put my voice on the net?

"This is not good. Have I not taught you, grasshopper? You must learn from the master. I know... I know all the techniques and styles. I know tiger-claw style. I know train... I know crane technique. I know crazy monkey technique.

"And I also know rdist and Sendmail. And you put it on the net. I'm very disappointed, my son."

It was apparent that I had gotten my intruder's attention. Which was what I'd wanted. He had risen to the bait, and with the trap-and-trace data from the call, we might be able to begin homing in on his location. Playing the message also reminded everyone that we were after a real criminal, not just some cap​tured lines of Unix commands.

A short time later, we were interrupted by a conference call from Netcom, the company that had managed to let a thief carry off its customers' credit card information. There were three vice presidents from the company on the other end of our speaker phone, and they seemed very anxious to be cooperative, giving us a number of contact names. I suspected from their tone they were worried that somehow they might be held responsible for the attacks on the Well, and they wanted to make it plain to the law enforcement types gathered in the room that they were willing to cooperate in the investigation. Walker and the FBI agents said they would be back in touch.

Earlier in the day when I had looked at the sheet showing log​ins to one of the Well's hijacked accounts, I had immediately recognized one of them-art.net, Lile's machine at Mark Lottor's house. It was the same machine that Kevin Mitnick had taken over the previous fall. More and more clues were point​ing to Mitnick, both at the Well and in my break-in, and the FBI agents, Murphy and Hatfield, began to go through their files on him.

Murphy said the Bureau had a lot of information but couldn't share very much with us, only what was in the public record.

Trying to figure out what they could release, the agent excused himself to call the Los Angeles FBI office. L.A. was reluctant to release anything but allowed Murphy to go through the material he had in his folder and read "sanitized" portions to us.

While he looked through the file I wandered over and peeked over his shoulder and saw a document stamped "Confidential" and a Kevin Mitnick "Wanted" poster.

He read aloud the list of sites suspected of break-in since Mitnick had gone into hiding in late 1992: the Los Angeles office of SunSoft, Sun Microsystem's software subsidiary; the University of Southern California; Colorado SuperNet; Novatel, a cellular


telephone manufacturer; Motorola; Pan American Cellular; Netcom; Fujitsu; Qualcomm; Oki; US West; and L.A. Cellular.

If they were right, Mitnick was certainly obsessed with cellular phones.

The FBI documents also described a raid in Seattle the previ​ous fall in which the target had narrowly avoided being cap​tured. Without knowing who their suspect was at the time, McCaw Cellular security officials, a private security investiga​tor, and the Seattle police had conducted a surveillance opera​tion to track someone who was making fraudulent cellular phone calls and using a computer and a modem. After follow​ing their suspect for a number of days they went to his apart​ment near the University of Washington, and when no one answered they broke down his apartment door. The team con​fiscated his equipment, which included a portable Toshiba T4400 computer and a lot of cellular telephone gear, and left him a John Doe warrant. The Seattle police staked out the apartment after the search for several hours and then left. The suspect, who they later determined was indeed Mitnick from the data on his computer, came back to his apartment, spoke briefly with his landlord, and vanished.

Oops, I thought.

Another item in the FBI documents concerned Mitnick's pos​sible whereabouts. The Los Angeles FBI office had information that, besides Seattle, he had been in Las Vegas, and more recent​ly, in Boulder, where the Los Angeles agents believed he might still be residing. In fact, the agents now told us, the Los Angeles office apparently was working with the operators of Colorado SuperNet in an attempt to monitor the intruder's activities and was confident it was closing in on its quarry.

Murphy asked me if it sounded plausible that Mitnick might be running his computer modem through a cellular phone. It didn't sound very likely, I replied. I had tried it, and the trans​mission reliability was quite poor, for calls tended to be dropped repeatedly. Data transmission might have been plausible with a powerful three-watt phone, but with the 0.6-watt hand-held units the FBI believed that Mitnick favored, it didn't seem very practical. It would take an enormous amount of patience,


because modems tend to deal poorly with the automatic hand​offs that happen in the cellular telephone network as the phones move from cell to cell.

"If he is going over cellular he'll have an easily identifiable sig​nature, because he'll have to constantly reconnect," I told them. I made a mental note to look for any telltale signs of repeatedly dropped connections that we might have collected in our net​work traffic data.

Finally the FBI agreed to share with us the accounts and pass​words Mitnick had been using on other systems, including the marty account. A password for one of these accounts was pw4nl. It occurred to us the most obvious translation of that shorthand was "password for the Netherlands"-a country where the computer underground was still extremely active, despite the fact that the Dutch had finally enacted computer-crime laws. From Andrew's monitoring we had already learned that the Well intruder had an account on a Dutch machine called hacktic.nl, frequented by crackers. It was operated by a Dutch anarchist computer group known as Hacktic.

I wasn't sure how much credence to give any of the FBI data, since a lot of it was from the computer confiscated in Seattle, which Mitnick knew was in their possession.

Some discussion followed about whether Mitnick might be violent and whether the Well was in any physical danger.

"You know John Markoff wrote the book about Mitnick," I said. "Why don't we call and ask him?"

The FBI agents didn't think very much of the idea of patching a newspaper reporter into the meeting, but Walker overruled them. When we reached him on the speaker phone, Markoff explained that everything he knew about Mitnick was already in Cyberpunk, or in his front-page Times article the previous July. He also said that he, too, was skeptical about whether Mitnick was the culprit. He said he had heard the break-in was actually the work of a shadowy group of people acting in concert, none of them Mitnick. But if it was Mitnick, Markoff said, there was no reason to think Mitnick had the capacity for violence. A story recounted in Cyberpunk described how, in one of Mitnick's first arrests in the early 1 980s, a Los Angeles detective pulled him over on the freeway, and he began crying.

After everyone was satisfied on that score I pressed Walker about the legal limits of the surveillance operation we were planning. One of the biggest privacy issues on the Internet concerns the rights and responsibilities of commercial systems operators. As data packets flow through their networks, system operators potentially can record every keystroke and every piece of data, effectively monitor​ing every action and every conversation. Packet sniffers, like the ones we had set up at the Well, can be employed both responsibly and irresponsibly. In setting up our filters at the Well we were attempting to capture packets for only the sessions we were trying to monitor. Often, it was difficult to draw clear boundaries. There was no way of knowing if there was one or several intruders, and it appeared that he or they were using a half-dozen or more separate accounts. There was a good chance that some innocent data was being caught in our wide nets. We had a brief run-through of the provisions of the Computer Fraud and Abuse Act and the Electronic Communications Privacy Act for guidelines as to what we could and couldn't do in our investigation. The laws allow the use of monitoring where fraud or crime is suspected. Walker and the FBI agents said that what we were doing should be covered by these laws.

"This is a situation in which you're not going to be acting as technical support for us," Walker said. "We're going to be serving as legal and administrative backup for you." His attitude impressed me. Up to this point I really hadn't held out much hope we had a chance of finding the attacker, for I'd seen many of these investigations botched before by the FBI.

I told them I would need several STU-IIIs, special scrambled government telephones for secure communications. Kent said he didn't know about the STU-IIIs, but he had access to lots of Clipper phones. They were based on the data scrambling chip with the eavesdropping back door that the National Security Agency had been trying to convince the government and public to adopt-without notable success. I said I'd rather have the STU-IIIs.

Finally Claudia and Mendez raised the Well's concern about potential liability if they kept their system open while we con​ducted surveillance. They asked if the Justice Department could give them a letter endorsing their decision to continue operating


business as usual, and Walker agreed to provide them with such a document.

The meeting concluded at nearly four o'clock, and Julia and I stayed behind in the conference room to return various calls I had received on my cell phone during the meeting. One was from Mark Seiden, a Unix hacker and a computer security expert who had agreed to help Internex deal with their security problems. When I'd come to the Well that morning Andrew had told me that the monitoring team had seen the intruder move a 140-megabyte file containing the contents of my home directory on Ariel to Internex the night before, and I began to feel as if we were dealing with a squirrel burying his nuts, scurrying around and hiding them in various holes all over the Internet. When I returned Seiden's call, I told him about the file and said I wanted it deleted. Since we didn't want to tip off the intruder, however, we agreed that Seiden would erase the file and then send the real user of the account a message that said something like, "We've deleted your file because you've exceeded your disk space alloca​tion. We've told you time and time again not to leave huge files lying around."

After all the calls were dealt with, Julia and I walked back down the street to Pei's office at the Well. Claudia had been hovering around waiting to present me with the same document she had forced Andrew to sign, a nondisclosure agreement intended to keep me from mentioning anything I learned about the situation to anyone outside the Well. It had already created a huge prob​lem for Andrew, who had been trying to warn other companies that their systems had been broken into, and software had been stolen.

Because of the agreement he'd been reduced to calling people and saying, "I can't tell you who I am, and I can't tell you the details of what happened, but I want to let you know you have a security problem." It was an impossible constraint to work with, and earlier in the day I'd suggested he ignore that part of the restriction.

Claudia was also trying to enforce her understanding that all the stolen software found stashed on the Well was the Well's property. This was creating another tremendous headache for Andrew in attempting to talk to the victims of the theft and to


get their assistance. I explained to her that another company's intellectual property did not automatically become the Well's property just because someone had stolen it and hidden it there. She was worried that if it was disclosed that the Well was the stag​ing area for break-ins around the Internet it would be liable for any damages. I pointed out to her that the Well might have equally serious liability problems if it became known that the ser​vice was aware of break-ins at other sites and failed to notify the victims, as her constraints on Andrew had already made happen in some cases.

Finally, I tried unsuccessfully to convince her that what should matter most to the Well was lowering the roadblocks and letting us go frill speed ahead if we were going to have any chance of solving their problem.

"Tsutomu, I have to ask you to sign this to protect the Well's potential liability in the investigation," she repeated.

I stared at her trying to silently communicate, I have no inten​tion of signing anything so ridiculous, but finally tact got the bet​ter of me. "I don't think I can agree to this now, but I'll review it and get back to you." What I actually meant was, Which part of 'no" don't you understand? The fact I'd agreed to take a look at the document appeared to mollify Claudia, and as I went back to work I couldn't help thinking about what a friend had once told me: diplomacy is the art of saying "nice doggy" until you can find a stick.

Having spent the better part of a day dealing with bureaucrats I was at last able to turn my attention toward trying to under​stand the topology of the Well's network. Andrew had attached an RDI PowerLite to the network in the right place, so that all of the Well's packets would flow past his computer, but odd things were happening. It was soon apparent the Well's routing was totally scrambled, so that more than a quarter of the packets in its internal network were moving in an extremely inefficient and round-about fashion. One of the router computers was throwing up its hands and sending packets to another router to make deci​sions on how to send each bundle of data to its correct address. I felt a little like a plumber who shows up at a customer's house and has to tell the owner that someone has routed the bathroom pipes through the bedroom.

The screwed-up routing wasn't my problem. What was impor​tant was that we begin logging the right packets as quickly as p05​sible. We wrote a variety of filters to capture packets both com​ing into and going out of the Well. By putting together a watch-list of all the known compromised sites and then logging other suspect places data might come from, we had a good chance of creating a complete record of the intruder's activities.

What I had in mind was to start by putting a broad set of filters in place on two separate computers to make certain we had redun​dancy. I wanted to search a lot of sessions for a little while to watch for our intruder's telltale signature and then narrow the focus again. That way we would be able to see if any covert activity was being missed. As we set the system up, however, I realized the Well was the busiest system I'd ever dealt with, and there was far too much data if we monitored both directions, so I confined our monitoring to inbound data. By ten o'clock, I thought I under​stood what it would take to get the packet logging and filtering systems set up, so Julia, Andrew, and I took off for dinner.

The three of us drove in the +4 Jeep of Intimidation to the Cantina, a Mill Valley Mexican restaurant Julia knew. According to house legend, Carlos Santana's father once played there in a mariachi band.

Over dinner we talked about the trouble Andrew had gotten in for being up in northern California helping me. My deal with Sid Karin had been that SDSC would contribute his salary for a few weeks, but somehow word hadn't reached Andrew's managers. I told Andrew that I'd placed a call to Sid about it earlier in the day, and it looked like it would get straightened out. We also spent a little time chatting about Andrew's academic career and his hunt for a new Ph.D. thesis adviser. I told him that I would be glad to pro​vide advice and direction, but he was going to need to find some​one else to be his formal adviser and handle administrative issues.

Sometime after 11 PM. we drew up a list of things we needed to do to get our monitoring systems completely in place, and drove back to the Well. Pei had gone home at a sane hour, but several people were still monitoring in the cramped back room that was the Well's network operations center. We were capturing


tens of megabytes of data each hour, far more than we could hold on our disks, even overnight, so we tightened our filters.

After midnight I began looking through the log file data we had gathered during the previous day and immediately found something: the keystrokes of the intruder looking through Markoff's directory and mailbox. As I studied the data I could easily see how he'd found his way to Internex: he had simply looked at a file called forward in Markoff's Well directory that automatically routed his electronic mail to Internex. I also saw that he was looking through a number of mailboxes on the Well besides Markoff's and Littman's. He had gone through the mail​boxes of Emmuel Goldstein, the editor of the phone phreak mag​azine 2600, and who in real life was Eric Corley; Ron Austin, a Southern California programmer who had been in trouble for a number of computer crimes; and Chris Goggans, a reformed member of the computer underground who published an online computer underground magazine called Phrack.

By 2 A.M. we'd done everything we could within reason. Julia and I did not want to spend another night at the Holiday Inn, so we drove across the Golden Gate Bridge into the city. We ended up in the guest room at Dan Farmer's near the park. Earlier in the day I'd called Dan and told him we'd found the source code to his SATAN program and his electronic mail on the Well. I'd been hoping to talk to him about the break-ins, but by the time we arrived, he'd already headed out for the San Francisco club scene.

I could brief him later. For now, I knew we had cast our nets as widely as feasible. It was a question of waiting and seeing what we were able to haul in. We had already seen suspicious traffic from Colorado SuperNet, Intermetrics, and Netcom, and it looked like we would soon have to make a decision about which way to head upstream in the InterNet. Somebody had already estab​lished the rules we were playing by, and now that I was joining the game, I had decided to dive in and not look back.

	CHAPTER
10
	“YOU

LAMERS!”



We returned to the Well late the following morning. Any doubt over whether I was committed to the hunt had been erased the day before. I've always felt strongly that the way you do some-thing matters as much as what you do, and if I was going to hunt this thief I felt it was unacceptable to approach the challenge with any less than all of the intensity and focus I could muster.

There seemed to be a slowly accumulating body of evidence that it was Kevin Mitnick who was sitting with a portable com​puter systematically launching attacks throughout the Internet, but there was still no conclusive proof. Was he directly responsible for stealing my software in December? The evidence was still sketchy. What I did know from the data Andrew had collected earlier was that even if Kevin himself hadn't been the one who had attacked my machine, the Well intruder had in his posses​sion a copy of my software within twelve hours of the original break-in.

Now the chase was on, and the challenge was to move forward faster than any leaks might get back to our intruder. Security had become a real concern, because I realized people were talking about me, and that my days of comfortable anonymity were end​ing. Walking back to Pei's crowded office that morning, one of the Well system-support people stopped me and said, "Didn't I see your picture in the papers?" The publicity about the break-in was obviously starting to complicate our activities, and it would


be a disaster if somebody mentioned something about my pres​ence on the system and it was picked up by the intruder.

Pei went to the Well employee a little later, and asked if he could please keep it quiet. I had the impression that both Claudia and Pei thought they could keep things under wraps, although I feared that was already proving to be impossible. In fact, the situation almost immediately became worse when Kevin Kelly, the editor of Wired and one of the founders of the Well, showed up and asked if he could take my picture for an article in his magazine.

"It would be better if we did it tomorrow," I mumbled and tried to disappear quickly.

Slipping into the back room, I began to look over the progress we had made in setting up our monitoring station. One of the RDI machines was now logging data along with Pei's SPARCstation, and We'd apparently done pretty well at tuning our filters the night before, as the amount of data we were saving for later analysis had become a little less overwhelming. However, our software tools wouldn't read the data that was being filtered on Pei's SPARCstation and it was being used for other tasks as well, so we kept working with the second RDI trying to attach a disk Pei had lent us.

Tuesday had been a fairly quiet evening. Our intruder had only made scattered appearances, giving Andrew the time to return phone calls. He learned that the security people at Colorado SuperNet had been detected by the intruder, who quickly delet​ed all the files he'd stored there and then left them a cocky mes​sage: "You lamers!"

I took note of the times at which the intruder was active. He'd logged in to the Well at around 8 A.M. on Wednesday. If he was keeping normal hacker hours, working till the wee hours and sleeping late, it seemed obvious he wasn't in our time zone: the Midwest or the East Coast would be more likely. The data also seemed to suggest that our attacker was a single individual and not a group, for there was never more than a single log-in session using the stolen accounts at any one time. Furthermore, just as Andrew had described on Sunday night, his pattern seemed to be remarkably repetitive. The Well was clearly a staging ground or jumping-off base from which, over and over again, he would


come and fetch his tools and then take them to the site of a new attack.

My growing suspicion that Kevin Mitnick was the Well's intruder explained some things that had puzzled me earlier. I had one of those strange flashes of insight that I occasionally get as I was scanning through text on the workstation display and I saw the letters VMS scroll by. VMS is DEC's operating system, and I recalled that several years earlier I had read in Cyberpunk that Neill Clift was the British computer researcher who specialized in finding security loopholes in VMS. Neill Clift might have the right middle initial to match the password "fucknmc." Might Mitnick have some score to settle with him?

I called Markoff to ask him to check on Neill Clift's middle ini​tial and then invited him to come over and see our monitoring operation in action. Markoff arrived about an hour later, and we. looked through some of the keystroke information we'd captured, showing what the Well's intruder had been up to.

Claudia also paid a visit and asked me what the status of our operations was. The Well board was meeting the next day, she said, and it would be making a decision about whether to take the Well computers off-line or not.

"We are feeling very exposed," she announced, "and I think we should consider taking steps to resecure the system, like remov​ing the back doors we know about, and asking users to change their passwords."

I explained that I had convinced Katz at dinner the night before that to take these steps now would be a disaster for us, and would probably end any chance we had of catching the intruder.

"Tsutomu," Claudia snapped, "you've been here a week now, and I don't see anything in the way of progress.

"Excuse me," I shot back. "Get this straight-I've been here about twenty-four hours and it is obvious that you guys were just thrashing before I got here. I'm busy and I don't have time to deal with you right now," I said, and abruptly turned back to the con​versation I'd been having with Andrew.

Julia thankfully was more diplomatic, and took Claudia aside to explain the real progress we'd made so far, and what our plan of action was for the next couple of days. She also learned that Claudia was upset in part because Pei had her employees on-site


around the clock looking at the snoop data, and it was costing the Well a fair amount of money.

A while later Julia came back and said it didn't look as if Claudia was going to recommend that the board throw us out immediately. The crisis had been averted for the moment, but it was becoming increasingly obvious that we were going to have to move forward as quickly as possible or the investigation would be terminated.

Most of our time on Wednesday was spent waiting for a pro​gram I'd written called Crunch to run. It was designed to take the filtered packet data we'd accumulated from the night before, sort through it, and organize it into 4istinct sessions, which should make it possible to reconstruct exactly what the attacker was up to. But Crunch was running slowly, taking twice as long to sort data as it had taken to collect it. We had managed to speed it up a bit by playing around with some things in the Well's network that were broken, but it was a larger filtering net than I'd ever cast-and it was on a busier computer than I'd ever dealt with before.

While I waited, I sat down at Pei's computer console and began my own hunt through the data we'd collected. Among the hundreds of stolen files hidden in the purloined accounts we'd found so far was the credit card database file from Netcom. Among the names were those of a few people I knew, including a friend of mine who was a housemate of Castor Fu. Castor was out when I called, but I left him a message asking him to read the credit card number to my friend. It would probably leave him with a queasy feeling.

I next phoned Mark Lottor, and together we tried to figure out where his stolen code we had found at the Well had come from, and when it had been taken. As I described the file he realized it was a very old version of his Oki code, which meant that it had probably come from my computer, as Mark had the latest copies. I went back to poking around the stolen software when Andrew walked up and saw what I was doing.

"Hey, wait. How come when I go look at this data, it's botany, but if you look through it it's okay-it's science?"

I just grinned.

As I continued to look back through the earlier data, I noticed that on that morning we had captured packet data showing that

a break-in from the Well to Internex had been dropped in mid-word. In a session from Netcom that began at 7:29 A.M., the intruder had apparently begun to type the command "uude​code," but the connection was dropped at 7:31 after he had typed only uudeco, the first six letters. Minutes later he came back and picked up exactly where he left off, using the command to decode and then run a program called 1.Z that made him root on Internex. But the broken session suggested that the FBI may have been right in their belief he was running over an unreliable cellu​lar telephone connection. In either case, we had a precious clue, a signpost that would appear simultaneously in each of the con​nection logs of the computer network operators and the tele​phone companies' phone call records stretching all the way to our intruder's actual physical location.

I had been hoping that Julia and I would be able to go out for a skate sometime during the afternoon, but it was dusk by the time we took off gliding north along a bike path down Bridgeway, a road that stretches from Sausalito to Mill Valley. It was nice to be on skates, but as we started out I felt awkward as I tried to make the transition from the cross-country skis I had become used to. It didn't take long, however, to find my rhythm, and on a long downhill section I looped back and forth waiting for Julia who doesn't particularly like to go fast downhill. At the bottom my pager buzzed and although the number was one I didn't recognize, I punched it into my cell phone and returned the call anyway. It was David Bank, the San Jose Mercury reporter. I was busy, I told him, and I couldn't talk to him. I hung up and thought to myself: Now that I know his number, I’ll know how to ignore his pages.

We skated out for thirty minutes or so and then turned around. By now darkness had fallen so we stopped and phoned Andrew, and asked him to come pick us up. We skated in circles, until he arrived and drove us to the Samurai, a Japanese restaurant in Sausalito. Over dinner the three of us talked about where to go next. It was clear that we needed to move our base of operations, but I was still skeptical about the value of going to Netcom or Intermetrics, and it occurred to me that if the FBI thought our intruder was actually in Colorado then maybe we should head that way next.

Julia argued against this plan, however, because she wasn't con​vinced the FBI had adequate evidence to support their belief that the intruder was actually in Colorado. I pointed out that since we were seeing the most activity coming from there, it was worth a visit; if he wasn't there, however, we could figure it out quickly and move on. Andrew was worried that the Colorado SuperNet (CSN) systems administrators seemed a bit slow to catch on, and reminded us of the incident we had learned about that morning in which the CSN staff had managed to let them-selves be counter-detected. I decided that I'd call them and see if they were willing to cooperate with us. We left the restaurant, realizing there was still a tremendous amount of work to do, including setting up our second monitoring station at the Well to give us a backup.

After we returned to the Well, Andrew called CSN. He talked for a while to one of their people who was working with the FBI and then passed the phone to me. I wanted to know whether the intruder was using the local Colorado dial-in telephone lines or whether he was coming over the Internet.

"We've been watching attacks on the Well coming from your computers and I thought we could find some way to share infor​mation," I explained to the CSN systems manager.

"We're working very closely with the FBI," he replied. "Thanks for your offer, but we have this under control. I've been instruct​ed not to give you any information, but to ask you to contact the Los Angeles office of the FBI, and they will pass relevant infor​mation on to you in a timely fashion."

"Timely?" I couldn't believe what I was hearing. "But you were counter-detected this morning!"

"I know we made a mistake," he replied brusquely, "and we'll make sure it doesn't happen again."

I asked him whether CSN now had trap-and-trace in place and whether they were in touch with their local cellular telephone company. He said, yes, they had that covered.

He didn't seem very sincere, though, so as a benchmark test I asked, "Are you asking the cellular telephone company to watch for all data calls to see whether he's in the area?" This was some​thing that was clearly impossible, because there was no way that a cellular phone company could conduct surveillance on all of its


phone calls. "Oh, yes," he said blankly. Talking to these people obviously was a complete waste of time, so I hung up. If we went to Colorado, we were going to have to start from the ground up. It didn't look like a viable option.

After the phone call I turned my attention to figuring out why we couldn't get the new disk working for the second monitoring station we were trying to set up. Most workstations and an increasing number of personal computers use a standard hard​ware connection known as £mall Computer Standard Interface-the acronym is pronounced "scuzzy"-to connect things like hard disks and CD-ROM drives. Our second RDI refused to recognize the disk that Pei had lent us, and though Andrew had tried another cable to connect it, we still had no luck. Now I took a stab at the problem. Ordinarily, a SCSI bus needs to be properly terminated-a damping function that makes sure the signals on the cable don't reflect and interfere with each other, but after playing around with a variety of dif​ferent things we realized that when I left the external termina​tion off the drive it suddenly started working. Odd, but hard​ware can be like that.

With all of our monitoring stations running I returned to the filter data. Around eight that evening our intruder had been prowling the Well, following his normal routine of making him​self root and then hiding his presence with a cloaking program. He checked briefly to see if Jon Littman had received any new mail, found none, and so turned his attention to Markoff As he opened the mail file he used a standard Unix text search com​mand:

# grep -i itni mbox

Wait, I thought to myself, this is something we haven't seen before. He was looking for the four letter string "itni" in Markoff's electronic mail file. The intruder was trying to be dis​creet, but to me, it was a dead giveaway: it looked as if Kevin Mitnick was on the run; he had apparently taken a keen inter​est in knowing what people might be telling Markoff about


him. In this case he was out of luck, for there was no Mitnick material to be found.

While Andrew and I had been methodically tracking our intrud​er during the week through the Net, we were now getting indi​cations from Mark Seiden at Internex that a similar break-in pat​tern was beginning to emerge there as well.

I knew Seiden a little because we'd spent some time together at the annual Hackers' Conferences at Lake Tahoe and other com​puter conferences over the years. He was also a friend of Markoff's and Lottor's. With curly black hair, a graying beard, and wire-rim glasses, Seiden tended to affect what some people see as the same anti-fashion statement typical of Andrew and me. You can usually find him dressed in a T-shirt emblazoned with some technology theme, shorts, a fannypack, and sandals, and he is seldom without his pager, cell phone, and RadioMail terminal. A graduate of Bronx Science High School, where he was in the same class as Bruce Koball, and a one-time researcher at IBM's Thomas Watson Research Center in Yorktown Heights, New York, he is another member of the first generation to have grown up with computers. A skilled Unix hacker, Seiden has had a range of consulting jobs with some of the nation's biggest online com​panies. He also has had a good business installing firewalls for all kinds of companies ranging from Internet providers and software companies to prestigious New York law firms.

Seiden took a special interest in the Internex break-in because his consulting group, MSB Associates, was located in the same building as Internex in downtown Menlo Park, and MSB also had its Internet connection provided by Internex. When we first talked by phone when I returned his call on Tuesday, I sketched the scenario out briefly, telling him we had seen a large file being transferred to gaia.internex.net and asking for his help. I also explained that we were doing everything possible to avoid tipping off the intruder, that we had growing evidence that our interlop​er was Kevin Mitnick, and I wanted the file which contained my personal data removed from Internex quickly, because I didn't want it propagated all over the Internet. Mark agreed to do his own surveillance and later on Tuesday talked to Andrew to coor​-


dinate the details. After Andrew described the agreement he had made with the Well not to copy materials, Mark decided he didn't want to limit his own freedom according to those terms, and said he would prefer to continue to work independently from us.

Once he had begun examining the Internex system, he soon found that an account named brian had been commandeered on the company's computers which were located on the second floor of a downtown office building above a barbershop. The account actually belonged to Brian Behlendorf, a former Internex consultant who was now working at Wired, doing Internet and World Wide Web development. When Mark peeked to see what was stored in the brian directory, he found a copy of tsu.tgz, the same bundled and compressed file of my directory that we had found at the Well. Working from his own computer down the hallway, which was connected to the larger Internex network by a local Ethernet network, Mark set up his own sniffer programs to monitor all external connections to Internex. Since his computer was not obviously a part of the Internex network, and was being closely monitored, he had told me he was fairly certain the intruder hadn't broken in to his machine. He was confident he could use it as an observation post from where it was unlikely that the invader could know that someone was dogging his every step.

As Mark began exploring the Internex computers for Trojan Horse and back door programs left behind by the intruder, it took only a few minutes to spot an innocuous-looking program running on Gaia, their mail-handling computer, called in.pmd. Pmd would normally be the name of a program known as the Portmaster daemon, a tiny piece of software that communicates with hardware devices that would normally connect users dial​ing in from the outside world to the computer. In this case, however, it was immediately noticeable because Internex was not running any Portmasters. The intruder hadn't bothered to check to see if his ruse made any sense in the context, or maybe he didn't care.

Mark took the tiny program apart and discovered it was mini​mally camouflaged. Its operation was simple: If someone con​nected to port 5553 on the Internex computer and typed "wank," they would automatically become root, with all the power that


entails. Interestingly, in.pmd existed only in the computer's memory; there was no corresponding version of the program to be found on the hard disk. This meant that the cracker had copied it over to Gaia's hard disk, started it running in the com​puter's memory, and then erased it from the disk, which made its presence harder to detect. The program had been left running for the intruder to use whenever it was needed with the assumption that no one would notice it.

Andrew had tipped Mark off to some of the cracker's tricks, and as Mark continued to investigate he found that someone had tampered with a standard, but now rarely used Unix system pro​gram called newgrp, a utility program that assigns a user to a par​ticular group for organizational or access purposes. The intruder had replaced the original newgrp with another program that has the same name, but which secretly had other functions as well. We were familiar with it, as it is a fairly common Trojan Horse program that floats around in the computer underground. The Trojaned version of newgrp allowed the intruder to make himself root or to pose as any other user on the system. The more Mark investigated, the more he realized Internex had been thoroughly penetrated. He discovered a handful of other Trojaned programs and innocuous accounts with names like "sue," set up and left lying unused, apparently as a backup in case the intruder found himself shut out.

Shortly before midnight on Tuesday Mark rebooted ~ computer to flush out any hidden backdoors or secret daemons he hadn't been able to find, and also erased the Trojaned version of newgrp.

By Wednesday, just after 7 A.M., the intruder was back, this time connecting from escape.com, trying to use his now missing back door. Failing to get. in, he logged-in seconds later to the brian account. He had changed the password to fucknmc, which had clearly become a mantra to him. Once inside he checked to see who was currently logged-in and who had been on the system recently. He then fetched a copy of the daemon program Mark had deleted the day before and installed it in Internex computer's memory, once again deleting it from the disk after he was finished.

Thirty minutes later he was back from the Well, laboriously reinstalling and hiding his Trojan newgrp program that Mark had


erased the night before. As Mark monitored from his computer, he watched the intruder check through all of the Internex mail aliases for "mark," presumably to find out where Markoff's mail was being sent. Not only did Markoff show up, but so did the name Mark Seiden-but the intruder didn't seem interested. Shortly afterward the invader checked to see if Markoff's New York Times Internet address was connected to the Net. He might have been interested in breaking in to that computer but it did​n't answer, so he instead altered Markoff's mail alias so that a copy of all of his inbound electronic mail would automatically be sent to a mysterious account at Denver University. The attempt to redirect the reporter's mail failed, however, because it was set up incorrectly. Almost twelve hours later the cracker was back making himself root and browsing through all the subject lines in Markoff's mailbox. Although there was a lot of junk mail, one subject line did say "Intel stuff," but the intruder didn't seem to be interested in that topic.

Since the illicit programs had been immediately reinstalled, that evening Mark decided not to erase them again, but instead to write his own small program that would not only send him an alert each time someone connected through the covert back door, but also included a surveillance countermeasure. Since he received information on where the intruder was coming from each time, he wrote the program so that it could check who was currently logged in at the offending site, by running finger against the attacking computer. As he observed the intruder's comings and goings over the following days he would see that although in some cases the intruder would connect to Internex from the Well, he would most frequently enter via escape.com, which he learned was a New York City Internet service provider run by an enterprising high school kid. The listings of current users that came back frequently included names of people who were currently connected to the system including Phiber Optic, and Emmanuel Goldstein. I wouldn't call it a slum, but it was probably one of the Internet's more seedy neighborhoods.

Everywhere we looked there were more signs pointing to Kevin Mitnick, but my immediate challenge was making sure that the


filters provided clues about his location, and on Wednesday after midnight at the Well as I ran through the elements of our moni​toring setup in my head, it occurred to me to ask Andrew whether he had time synchronization running. Time synch is a computer network utility that ensures that each computer's clock matches the others in the network. It is a useful tool for all kinds of computer-related activities, and it's essential for computer security work. In big computer networks you may have hundreds of people logging on and off every minute and thousands of events taking place. The only way to ensure accurate reconstruc​tion of this activity is to be absolutely certain that the clocks match across the network.

"I assume it's in place," was Andrew's response.

Assume? We checked and of course the Well wasn't running time synch, neither were we.

What that slip meant was that all the data we'd collected from the night before would be difficult to use, at least for traffic analy​sis. If the clocks weren't synchronized, it would be far more diffi​cult to match events taking place on different machines, a neces​sary step to tracing someone who is connected through a string of computers on the Internet.

"I don't ever want to hear the A-word again," I told Andrew.

He seemed miffed. It had been a long, rough week of twenty-hour days for him, and he was bearing the brunt of everything that was going wrong. But it was wrong to assume that because we ran time synch back at SDSC that everyone else did. From my point of view running time synch is an absolute, non-negotiable requirement, for the essence of everything I do is related to time.

I spent some more time that night working on tools I could use to look at the data we were collecting. Earlier in the evening John Gilmore had called my cell phone looking for Julia, and she had disappeared into another room to talk to him and was gone for several hours. She had been working on a tool for searching through the data that we needed as soon as possible, and when it didn't get done I picked up the project and finished it. When she came back she was distraught, and the two of us went outside and took a walk along the Sausalito waterfront.

"John wants me to go to Wylbur Hot Springs this weekend," she said. It was to be the weekend together that Julia had agreed


to before she had come to the Vanguard conference in Palm Springs. Wylbur Hot Springs was a funky, sixties-style retreat north of San Francisco. We talked about it as we walked along the waterfront near the pilings and the houseboats. In my mind it seemed that there would be much more to the weekend than what appeared at face value.

"It's a place we used to visit, when things were better between us," Julia said as we walked a little farther.

Even though the idea was supposed to be to say goodbye, we both realized John had something else in mind, and Julia found this disturbing.

We strolled on in silence. I didn't have an answer.

"We have to go back to work and finish up," I finally said.

It was after 3 A.M. when we drove back to Dan Farmer's house. I felt a growing urgency to do something to find the intruder quickly, but I still wasn't sure which direction to move in. One thing I could see clearly, though, was that we didn't gain anything by remaining at the Well.

Our room at the back of Dan's house contained a bed, a Sun workstation, and many shelves full of science fiction books. It also had a water fountain with an artificial stone basin, several tiers of dark stonelike material with pebbles strewn about. I was exhausted, and I barely heard the water cascading over the sides, making a soft burbling sound, a white noise masking the whin​ing of the workstation sitting in the opposite corner of the room, before I fell into a deep sleep.


