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	PROLOGUE
	


If you find three men sitting alone in a van in a shopping mall parking lot at two in the morning and one of them is holding an odd looking antenna, there's usually only one conclusion you draw.

They're cops.

I wasn't, and despite all the media frenzy that would erupt three days later, referring to me as a "cybercop" and a "cybersleuth," I had never intended to be one. In the winter of 1995 the only thing I was aspiring to be was a ski bum, and so far I wasn't doing a very good job of it. During the best ski season in memory in California, here I was stuck on a chilly morning in a parking lot in a suburb of Raleigh, North. Carolina, a long way from anything resembling a ski trail.

I was holding an antenna that looked a little like a ray gun in one hand, and in my lap I was cradling a device that resembled an oversized electronic daytimer. It was emitting a soft whistling tone, much like that a modem makes when it establishes a connection.

The sound from the device had become persistent--proof I'd cornered my quarry, an elusive computer outlaw who'd managed to stay one step ahead of the FBI and at least three other law enforcement agencies for more than two years through a combination of con-artistry and sheer luck.

Along the way I'd been one of the victims. In December he


and possibly some of his cronies had electronically broken into my computers and stolen software I'd written, which if abused, could wreak havoc on the Internet community;

Now I was in a position to even the score. But none of us in the family van were police. The driver was a beefy engineer for a cellular telephone company and in the back sat a New York Times reporter who had tagged along following my odyssey. Ten minutes earlier our van had slowly circled a nondescript apartment complex as I swept my antenna back and forth, intently watching a digital signal-strength display for signs I was getting closer to the source of the cellular telephone call. I was determined to end my pursuit, but now, through a fog of fatigue brought on by an almost sleepless week of pursuing a vaporous trail of digital footprints through the web of computers that make up the Internet, I could feel the paranoia that can well up inside you when you push yourself too hard and too far.

Outside it was dead quiet. There were no cars or people on the street, and I felt conspicuous as our vehicle slid quietly by the apartment complex under the yellow glare of sodium vapor lights. Where was he? Was he watching us? Was he about to flee? As I watched the meter readout it suddenly fell off He was behind us. Was he on the other side of the building? The driver turned the corner, and we saw empty fields stretching away into the darkened countryside. Our maps which we had spread out before us in the van showed a state park.

"A perfect escape route," the reporter murmured from the back seat.

We turned another corner, and the van swung back toward the front of the complex. The antenna swept back and forth and inside the darkened cab I watched as numbers on the display flickered upward again. Toward the front of the building our van slowed, and we crept through a parking lot full of empty cars. As we neared the corner of the apartments we stopped briefly. Using radio detection finding gear is a little like playing "pin the tail on the donkey." You get little cues, but still you feel like you're flying blind, floundering around in the dark. Now, however, from the way the meter jumped, I could tell we were almost on top of our target. Somewhere, within thirty meters of us, someone was crouching over a computer with an open connection to the 


Internet. It was impossible to decipher the meaning of the monotonous hiss that was proof he was still at his keyboard. Where was he right now?

The three of us craned our necks and peered into a cul-de-sac. From inside the complex came a light from a second-story window. How would a fugitive react if he peeked outside in the middle of the night and saw a van with an antenna inside idling in his driveway? It was obvious he'd flee, or maybe worse. I had no idea what his state of mind was. Was he alone? There was no reason to think our cyber-criminal was armed, but it was late, and a cold feeling of doubt was growing in the pit of my stomach.

"If I was him I'd be facing the window," the reporter suggested. He was right--we might have blown everything. Weeks of painstaking, cross-country detective work would vanish; leaving us empty-handed and chagrined. We decided caution was in order. The van started moving again and rolled around the corner of the building.

	PART

	ONE
	BREAK-IN


	CHAPTER

1
	JULIA’S

RETURN



Is it possible to drive the 310 kilometers west from Echo

Summit on the crest of the Sierra Nevada range to San Francisco

International Airport in under two hours?

On the day before Christmas 1994 I tried it-in a snowstorm. I thought I had a good reason. I was eager to see a friend whom I hadn't seen for more than two months and I had been feeling unsettled about where our relationship would be when she returned from her travels. We had been close friends for three years and during the last six months it had become clear that we were more than friends; we were in love. We had both agreed that during our time apart we would think about where we wanted to go with our relationship. Now I was in a hurry, because I was flill of anticipation, but at the same time, I was also nervous and uncertain. What I didn't realize was that my headlong race from one side of California to the other was the opening act in an unusual adventure that was about to change my life forever.

The previous afternoon, Julia Menapace had left a message on my home answering machine in San Diego: she was at the airport in Bangkok and would be arriving in San Francisco at 1:40 the following afternoon after a fourteen-hour flight. Would I meet her?

Of course I would. I had been thinking a lot about Julia; the message suggested she'd been thinking about me too.

A tall, graceful woman who is strong and wiry, and who often


wears her hair drawn back in a braid, Julia had been a programmer at Apple Computer and other high-tech companies in Silicon Valley for the better part of a decade. With an intense gaze and blue-gray eyes, Julia was often introspective but also quick to laugh. She was a talented yoga teacher and had an ethereal quality that I found completely captivating. Recently she'd been working as an independent programmer, brought in by high technology companies to work on specific software development projects.

Although she knew the inner workings of the Macintosh computer well, she never become as obsessed with computing as many of the men she worked with. She had never been completely sucked into Silicon Valley's round-the-clock hacker culture-she liked to do too many other things in life, away from the computer world where time is divided into nanoseconds. During the years we'd known each other, we'd gone on countless trips, exploring the backcountry: mountains, hot springs, beaches. We both shared a love of the wilderness, whatever the season. Julia had a particular passion for the mountain world above six thousand meters and in the fall of 1994 she took off for the Himalaya, but before she left to climb and trek in Nepal we had a great adventure exploring the Southwest together. We hiked Bryce Canyon and Zion National Parks and wandered among the Anasazi ruins in Chaco Canyon. It was during trips like that one that I'd come to see Julia as the wonderful person she is, and we'd fallen in love. I knew she wanted to be in a committed relationship, but I had told her I needed to think about whether I was ready for a serious partnership. We hadn't spoken since right after she arrived in Katmandu, but after a couple months of contemplation I'd decided that I wanted to be with her and I thought I was able to uphold my end of a partnership.

However, I had no idea if her thoughts were tracking mine, and our relationship wasn't simple. Things remained ambiguous because she was also trying to end a seven-year-old relationship that had been drawing to a painful close for a long time. The man she had lived with had once been a friend of mine--a Silicon Valley hacker and a privacy activist who was well known for his commitment to making sure personal privacy wasn't lost in the emerging digital age. It had been a painful time before Julia left the country, but it was clear to me that their relationship hadn't


been working and it was a question of when, and not if; it would end.

But I didn't know what was going to happen next. I'd missed Julia and was eager to see her. It was important for me to arrive at the airport on time--getting there, however, meant coming from the eastern side of the Sierra Nevada close to the Nevada border. Just a day earlier, I'd moved in to an A-frame cabin outside Truckee, California, a couple hundred meters from the Tahoe-Donner Ski Resort, in the midst of a cross-country skiing mecca, with Emily Skiar, a ski instructor who had been a good friend for several years.

In San Diego, where I work most of the year, I in line skate for exercise, but as much as I like to skate, I like cross-country skiing even better. During the last three years I'd learned a cross-country skiing technique called skating that looks much like in-line skating and offers more speed than the traditional striding technique you see most skiers using. Instead of skiing in two narrow tracks, skaters glide forward, placing each ski diagonally to the trail. I also like to race and the previous winter I'd begun to take racing seriously again, and had raced in several biathlons, a combination of skiing and riflery that combines strength, speed, and control.

Of course snow isn't one of San Diego's strong points. The previous winter, the ticket agents and flight attendants on Reno Air got to know me well. Once I even packed an ice ax in my carry-on luggage and sent it through the X-ray machine. No one blinked. In that single ski season I logged more than thirty thousand kilometers between Southern and Northern California. My plan this year had been to spend the winter skiing, volunteering for the Nordic ski patrol, serving as a parttime ski instructor and, when time permitted, taking on intriguing research problems.

The kind of work I often do, computational science and computer security research, can be done from just about anywhere And because the previous winter I'd found myself flying up from San Diego nearly every weekend, this year I'd decided simply to set up headquarters in the mountains for four months. I planned on bringing along a couple of Unix workstations and connecting my own computer network to the outside world with a high-speed digital telephone line.

Usually I spend most of each year wearing several hats. Until


the winter of 1995 I was both a senior fellow at the federally funded San Diego Supercomputer Center--a facility on the University of California at San Diego campus--and a research scientist in the university's physics department. The Center provides me with an office and access to some of the world's fastest supercomputers. My work has always involved doing research in an area that has fundamentally transformed science in the last two decades--the physics of computing. Computation has emerged as a third way of conducting science, taking its place alongside traditional theoretical and experimental methods.

Where it was once necessary to prove scientific theories by doing real-world experiments, computers have become fast enough that it's now possible to create accurate simulations of real-world events. Computational physicists attempt to solve scientific problems through simulation. Ever more powerful computers make it possible to realistically simulate everything from the flow of air across the top of an airplane wing to the basic structure of matter in the hunt for the top quark.

Computational physics is also about the physics of computing itself; discovering how electrons can be marshaled to manipulate ever vaster stores of information in ever faster ways, and about designing specialized machines that surpass the performance of today's best supercomputers. Like many people in my field who were trained first as physicists, I have begun spending more and more of my time in recent years on real-world computing problems like computer security. In one sense it's a grand tradition among both physicists and computer hackers. Nobel Laureate Richard Feynman was notorious for his safecracking escapades at Los Alamos during the Manhattan project days. And Robert Morris, one of the inventors of the Unix operating system and later the chief scientist of the National Security Agency was a pioneer in understanding how to break in to computers as well as protect them.

I've always found it a compelling intellectual challenge--finding the chinks in the armor of a computer or computer network that, unprotected, might enable a digital thief to loot a bank's electronic funds or permit foreign spies to slip into the Pentagon's computers. It's a world that you can't approach just on an academic or a theoretical level. You have to get your hands dirty. 


The only way you can know for sure the digital locks are strong enough is if you know how to take them apart and completely understand them. My research into different paradigms for computation has provided new tools to evaluate strengths and weaknesses in computer networks.

Until I decided to move my base of operations to the mountains for the winter I had been doing more and more research on computer security at the San Diego Supercomputer Center, or SDSC, where the tone was set by the director, Sid Karin, a tall, thin, bearded, and unflappable former nuclear power engineer in his mid-fifties. Like many people who have taken circuitous routes into computing, Sid was working at General Atomics, a Southern California-based nuclear power plant contractor, when he decided he could do a better job developing the complex simulations necessary for power-plant design than the programmers who were assigned to the project. One move led to another, and today he is running the Center, a four-story building, housing a Cray C90 and Intel Paragon supercomputer, with the mission of pushing the frontiers of high-powered computing and pure science.

The Center itself, an antiseptic white four-story building set on a hillside on the university campus, is no model of architectural splendor, and we refer to it as "the box the building came in." But it's a reasonable place to do research, and it attracts a lot of people who don't like regular hours or bureaucratic routines. Sid barely blinked on the evening I skated into his office.

Which is not to say I haven't managed to rub some people at the Center the wrong way. I had an early run-in, for example, with the deputy director of operations, Dan D. Drobnis, whom I and others refer to behind his back as "D3. "

One day in 1992, D3 discovered me skating in the machine room, the sprawling glass-enclosed space where the Center's main hardware is housed. He went totally nonlinear, insisting I would crash into one of his multimillion-dollar computers and swearing I would never set foot in the Center again if I came anywhere near the building in my skates.

It seemed like an extreme and unreasonable attitude. Since I was constantly crossing the room, moving between the front door and a specialized graphics workstation some thirty meters away, I


thought skating made perfect sense. But I can be a pragmatist in some matters, and since that incident, I haven't exactly avoided D3, but I haven't skated into his office, either.

The worst excesses of the bureaucracy aside, life at the Supercomputer Center has for the most part been a reasonable compromise. But in December 1994, I had vowed that things would be different. Truckee, where my ski cabin is located, is twenty kilometers from Lake Tahoe, and the country around it has the advantage of being both high enough to catch the most snow and reasonably close to Silicon Valley, where many of my computer-security sponsors are located. But to get there from the lake region you typically have to cross the notorious Donner Pass, where the wagon train of the Donner Party became snowed-in in October of 1846. It was completely illogical for them to attempt a crossing that late in the season. Trapped by heavy snows and facing starvation, some of the pioneers resorted to cannibalism, and only about half of the original eighty-seven members survived.

It's a story that every California schoolchild is taught to illustrate the hardships endured by their gritty forebears. These days, though, most of the skiers who flock to the area each winter tend to pay little heed to the elements. I know a Silicon Valley software engineer whose favorite T-shirt reads "Donner Pass, Calif. Who's for Lunch?" But on that day before Christmas 1994, I developed a new respect for the Donner Pass.

I probably should have set out the night before, and had in fact briefly considered leaving then and spending the night in the city. But the weather looked like it was about to become snowy and miserable, and I was tired from a day of skiing, so I drove back to the cabin and went to sleep.

It was about 8:30 on the morning of December 24 when I swung my rented Ford Probe out of the slushy driveway of my ski cabin. A light snow was still falling, but I didn't plan to get out of the car until I was down out of the mountains, so I was dressed for California winter: T-shirt and Patagonia shorts, Oakley sunglasses, and Teva sandals. I was giving myself plenty of time for a leisurely trip through Donner Pass on Interstate 80, down the foothills, across the Central Valley, south on the freeway through Berkeley, over the Bay Bridge, and then south through San


Francisco to the airport on the west rim of the Bay. I figured I would be there by 11:30-noon, if I stopped for a strawberry milkshake at Ikeda's in Auburn.

Soon after I left I dialed Caltrans for the recorded highway report on my cell phone and got the bad news: there was "chain control" on Interstate 80 through the mountains. That meant that it was snowing much more heavily up ahead and that the California Highway Patrol would be stopping cars to see if they had chains, and if they didn't, be turning them back. My rent-a-Probe, of course, was chainless.

The report did say that Highway 50, the road that stretches from Sacramento to the south end of Lake Tahoe, was still open. I turned around and headed in the other direction, past the Squaw Valley ski resort and along the California side of the lake. But any hopes that I might skirt the storm, and scoot past chain control on Highway 50 evaporated when I reached South Lake Tahoe 90 minutes later. Ahead of me stretched a long line of cars stuck at the CHP chain control station.

I was beginning to understand how ill-equipped the Donners must have felt when they realized spring wouldn't come nearly soon enough. I whipped the Probe around and raced into town. Fifty dollars and an hour later I was in the chain-control inspection line with everyone else waiting to creep over Echo Summit on Highway 50.

It was almost 11:30 before I really got moving. Ford Motor engineers take note: your basic Probe will do 130 kilometers per hour with chains on, although it doesn't sound pretty.

I have a radar detector, which is great when you're flying along open stretches in Nevada. But in California a detector isn't very useful, for the CHP has found an effective low-tech way to beat speeders with these gadgets. Instead of using radar, they simply race down a highway entry ramp in their black-and-white interceptors, pace the unwary speeder long enough to clock him, and then smugly pull their quarry over.

On that day, I was either extremely lucky, or all the CHP cars were too busy enforcing chain control to worry about speeders.

I called on the way down to check on the arrival time of Julia's United shuttle flight from Los Angeles. It looked like I might be there late and so I asked the airline to deliver a message to her.

The message missed her in Los Angeles and so I called again and asked United to deliver a message to her on her flight, and they said they would take care of it.

The trip was more than 300 kilometers of California freeway driving, and I figure I averaged 155 kilometers per hour-a bit slower with the chains on-for the first 130 kilometers of Highway 50, certainly much faster after I stopped and took the chains off

By 1:30, I had managed to arrive, park, and position myself just inside the airport security checkpoint just as Julia, in her lanky stride, came down the escalator in the United Airlines terminal. By her expression I could tell she was surprised to see me.

"I take it you didn't get my message," I said.

"What message?" she replied. But it didn't matter. We hugged. Later she said I had looked a little harried.

	CHAPTER

2
	TOAD

HALL



Of all the questions raised by the first attack, one still puzzles me: was it simply an extraordinary coincidence that the initial raid was launched fr9m Toad Hall?

Toad Hall, an exquisitely renovated two-story Queen Anne just north of San Francisco's Haight-Ashbury district and Golden Gate Park, is owned by John Gilmore, a Unix hacker, libertarian, and electronic privacy activist. John had also been the fifth employee of Sun Microsystems in 1982, years before it became a publicly held company and one of the world's leading makers of workstations and networking systems. He left Sun four years later but the millions he made from being one of the first employees at one of America's most successful companies let him purchase a beautiful home.

The name he chose for the place originally comes, of course, from the home of Mr. Toad in the Kenneth Grahame children's book classic The wind in the Willows. "Toad" also happened to be the nickname of a woman John was living with when he bought the house. Either way, the name was a suitable title, because the fictional Mr. Toad was a wealthy free spirit, and so was Mr. John Gilmore.

With John and friends in residence, Toad Hall became a prototype: one of the first digitally networked homes in San Francisco, the city where new social trends always seem to be accepted first. In the fifties it was the beat generation, in the six-


ties the hippies, in the seventies alternative sexuality, in the eighties it was south of market skateboard punks. Now in the nineties, cyber-communes seemed to be sprouting up all over the city.

In this scheme a group of starving artists, or bicycle messengers, or even financial-district hackers will get together and rent a house or a flat or an apartment in order to pool their money to share a fifty-six-kilobit-per-second line, leased from the phone company for several hundred dollars a month, to connect to the Internet. Or if the group is more solvent, they might scrape up several thousand for specialized hardware and perhaps a thousand dollars a month for an even faster T-1 connection.

A T-1 line can give you a garden hose of computer data from the Net, compared to the strawlike modems that most people use to connect to on-line services like Compuserve, Prodigy, and American Online. A T-1 data line will transmit 1.5 million bits of information a second. That's enough to download the complete text of Moby-Dick in twelve seconds, or to watch a full-screen movie in real time. (Before things get really interesting, however, digital network speeds will need to increase by roughly two orders of magnitude-the equivalent of a fire hydrant-something unlikely to happen until after the turn 6f the century.)

I take the Net for granted as part of my work, but I can understand why people who must pay their own way might want to coop. Still, the commune idea seems an odd one to me. If the Internet is about building "virtual communities"--electronic collections of people with no face-to-face contact--doesn't it seem strange that they feel a need to live together, too? In any case, John Gilmore was starting a trend, not following one, when he moved into the Queen Anne in 1987. It had two flats, one for himself and his girlfriend, the other initially for use by a friend he eventually bought out. From the beginning, this was to be no mere residential building; it was a place to live on-line. A coaxial Ethernet networking cable soon snaked its way through the entire house. There were also computer workstations occupying various places, from bedroom desks to basement tables, for use by the various residents, house guests, and drop-in visitors who lived in and hung out in Toad Hall. Where other people might put a coat rack, in the entrance hallway to his second-floor flat, John had placed a Sun SPARCstation ELC.

In keeping with Internet nomenclature, Toad Hall acquired the Internet domain name toad.com, whose gateway to the rest of the world was a Sun SPARCstation computer in the building's basement. This digital domain was run by John and an eclectic band of programmers and hardware gurus, who together had a diverse political outlook, and while privacy was a priority, computer security at Toad was often pretty loose.

John's Toad Hall experiment eventually spawned an early Internet cooperative called The Little Garden, named after a Chinese restaurant in Palo Alto where the first organizing meeting took place. Started by a well-known San Francisco computer hacker named Tom Jennings, The Little Garden was one of the first low-cost ways of getting directly hooked up to the Internet. Unlike today's live-in cyber communes, though, The Little Garden didn't require being physically located in Toad Hall to enjoy its electronic benefits. A member bought two modems and put one at his home and one in the basement of Toad Hall. This second modem was connected through a router to Toad Hall's network link to the Internet and as a result members were permanently on the Net.

The setup was economical, because Pacific Bell offered unmetered residential phone service. So it was possible from a business telephone to leave your data line connected around the clock for a single monthly fee that members chipped in to The Little Garden. If the line was dropped, your modem at the Little Garden would call you back at no charge. Toad Hall eventually had more than a dozen phone lines running into it, and the Pac Bell installers probably wondered what kind of boiler-room racket John and his gang were running in there.

For the past five years, Toad Hall had been Julia's home--for John Gilmore was "the other man," with whom her relationship had been souring even before she and I had met. During the Christmas holidays John was away visiting his relatives in Florida, and so Julia and I had Toad Hall to ourselves when we arrived around 4 PM. on the afternoon of her flight from Nepal.

John, now forty, was someone I'd known from hacker circles, and even as a friend, for a number of years. Several years earlier he had helped found a second company based on some of the


principles of an organization called the Free Software Foundation. The idea behind the company, known as Cygnus Support, was not to sell software directly but, instead, to give it away and then sell the support and maintenance that corporations would require to make full use of the programs such as computer languages and security tools that Cygnus developed. It's a powerful idea, and the company was thriving, even in a world dominated by Microsoft.

A thin man with shoulder-length blond hair and a beard, who sometimes wore the flowing flower-child clothes that had been in fashion in the Haight-Ashbury during the sixties, John had thrown himself into the new start-up with a passion that consumed most of his waking hours. Initially he hadn't minded that Julia and I spent time backpacking together while he worked long hours on his new start-up, because hiking didn't interest him. But once Julia and I had become more intimately involved, things grew chilly between him and me.

Julia and I sent out for dinner from an Italian place called Bambino's. When it came, we undressed and sank into the indoor hot tub, eating while we soaked.

The upstairs bathroom in Toad Hall is an unusual room. It is faced with a white and pink marble floor and wainscoting surrounding a dark green jacuzzi tub and other fixtures. A large asparagus fern sits on the window ledge, centered above the cascading waterfall of the tub's larger faucet. The fronds of the fern tumble down toward the water. Julia had put on a cassette tape of Karma Moffet playing Himalayan intruments, and then lit candles; the only other light came from four overhead spotlights that dimly illuminated each corner of the tub.

"This is just amazing," Julia murmured through the steamy air. She said she had fantasized continually about a long soak in hot water while trekking in the frigid Himalayas, where water is carried by hand from its source and becomes hot only when heated over flames, and where there is never enough to sit in. And at high altitude in the Solu Khumbu region of Nepal, the only heat had come from the sun, the small cooking fire, and the occasional woodstove flieled by wood scraps or dung.

While we ate Julia told me stories of her adventures. In the kitchen of a lodge where she stayed she met and befriended a


Sherpa guide named Tshering and a mountain guide from Seattle named Rachel DeSilva, who had led a group of 12 women to climb a 6,000-meter trekking peak in the region named Mara. Afterward they had invited her to climb another mountain named Lobuche, which lay to the north toward Everest. She had made it to just below the summit.

I sat entranced. "I wish I had been there too," was all I could find to say.

Julia had spent her birthday at the Tengboche monastery to celebrate the Mani Rimdu festival. She showed me a red string necklace that she had received when a Tibetan Lama had blessed her on her thirty-fifth birthday.

"Near noon that same day, I heard the sound of long horns, cymbals, and drums," she recalled. "Then an avalanche poured in slow motion down the south face of Ama Dablam."

Later in the trip she had stopped at one point to watch a sunset over Everest through the gathering mist, and she said it was so stark and beautiful that she cried. "I thought of you," she told me, "and wished you were there to share it with me.

As we soaked, I told her about what had happened to me while she was gone. When Julia left I had been waiting for a $500,000 per year research grant from the National Security Agency, the nation's electronic intelligence-gathering organization. The NSA has two missions: one, its foreign spying mission and the other its responsibility for the security of all the government's computers and communications. In the fall an information security division in the agency had told me they would fund a project permitting me to assemble a team of experts to do research in new areas of computer security. I was ready to go and I had commitments from people to start work, but the agency had dragged its feet for months. Finally I had gotten tired of being jerked around, and two of my researchers had been forced to take other jobs.

"I thought everything would be ironed out and I'd come back to find you happily at work with your team," she said.

"No it wasn't," I answered. "They're amazingly inept, just like any government bureaucracy."

We talked for a while about the NSA and how so many people in the civil liberties community fear them as Big Brother as well


as anyone associated with them, arguing that they become cor​rupted by association. But that had never seemed accurate to me. Everything I'd seen indicated they were a largely incompetent organization tied up in endless regulations that could do little good or evil. And people are quite capable of making up their own minds.

"I don't want to deal with them," I said

"I'm sorry it didn't work out, Tsutomu," she said quietly.

We soaked for a while, both of us lost in thought. Finally I changed the subject.

"I want to tell you something I've been thinking about," I said. "I've thought about a lot of things while you were away. I'd really like to try having a committed relationship with you, if you're willing to."

Julia smiled. She didn't say anything, but she reached over and held me closely.

It seemed like we would now be able to share a lot of time together. I told her I'd taken a leave of absence from the univer​sity and now I was looking forward to skiing and getting away. I was finally pursuing my long-held plan to spend a winter in the mountains, spending the mornings and late afternoons skiing and the mid-days and evenings thinking and working on my research projects.

"Why don't you come with me and live in the mountains?" I suggested. "You can come ski and it will be good to be outside."

We woke at about 1 PM. the next day and Julia-who grew up on the East Coast and is still learning to deal with mild California winters-told me that she had seen the first morning light before she fell asleep and thought to herself, Its' Christmas and there is no sign of it here. She was still jet-lagged and also feeling what she feared was flu coming on. We decided to spend the day inside, catching up on talk and sleep. It was chilly out, so Julia turned up Toad Hall's central heat, still eager to soak up the warmth of civ​ilization after two months in the Himalaya.

A bit later, while she rested, I was walking around the house, and several times went past the Sun SPARCstation in the hallway. It was a reminder that I probably had new electronic mail, but I didn't feel like checking it.

At just about that moment, however, ominous bits of data were


flowing through the Ethernet cable that wound through Toad's rooms and hallways. From somewhere, perhaps thousands of kilometers away, an electronic intruder had taken control of toad.com by remotely commandeering the SPARCstation in the basement. And while the two of us spent the day together two floors above, the electronic hijacker was using toad.com as a stag​ing base to launch an attack on the computers in my own beach house some 800 kilometers south.

I didn't realize it that afternoon, but the intruder had made himself "root" of toad.com. The root account is an all-powerful computer system administrator, an entity who can control every operation of a Unix machine. It is usually reserved for a comput​er's caretaker or administrator. On a Unix computer like the SPARCstation in the basement of Toad Hall, being root is like being God. Once he has become root, a computer user can cre​ate and delete accounts and files, read any other users mail or documents, monitor someone else's every keystroke, or tamper with a computer's software to leave behind programs that create secret backdoors for easier entry next time.

Whoever it was that invaded the system had a reasonable degree of computer network sophistication --or at least an aware​ness of the lax security of toad.com. Whoever it was also had obviously picked out my computers in San Diego as a specific target, whether out of a personal vendetta or because they assumed I had valuable files.

As one of a small group of high-level computer security researchers in the country, I have machines that store sensitive information, like reports on little-known bugs, loopholes, and system vulnerabilities that have been discovered on various types of widely used hardware and software, and I also have a range of computer security tools. However, I had taken many security precautions, and material that I considered extremely valuable wasn't accessible. Still, some of the information and tools were within reach of the determined intruder, and in the wrong hands they could be used for breaking into other civilian or government computer systems, or sold on the corporate espi​onage market.

That evening we ordered dinner out again-Indian food this fl me. While we waited for the food to arrive, Julia began to


unpack from her trip and I spent some time setting up a new portable computer I had picked up from a friend's house the day before after leaving the airport. Made by RDI, a San Diego--area company I consult for, it was a compact Unix workstation and I had volunteered to test the new model for them. I briefly thought about connecting it to the Toad Hall network, but I didn't. I had no idea someone was spending Christmas Day committing a felony over the Internet.

Julia woke the next morning still feeling sick, so instead of going for a day hike in the Headlands across the Bay in Mann County, as we had planned, we spent another quiet day at Toad Hall. It was cold and gray out, and the only time we left the house was briefly at midday, when we wandered over to Haight Street to have lunch at Cha Cha Cha, a tapas place that attracts an eclec​tic crowd, ranging from those who live in the Haight to white collar financial district types and people of various ethnicities and hues from all over the city. John was arriving home that evening, and there were clearly matters that he and Julia needed to talk about. I had things to do in the South Bay area and if everything worked out well, in a few days Julia would come skiing with me.

"I'll see you soon, I love you," she said as I went to the door.

"Take care of yourself," I said, and we embraced.

Shortly after 8 PM., I climbed into the rented Probe and began the 50-kilometer drive south to Silicon Valley, where I had arranged to visit a friend named Mark Lottor. A young hardware hacker and Internet whiz, Mark, who was thirty-one years old, was a friend with whom I'd spent a lot of time exploring cellular telephone technology~ Mark is on the short side with brown hair falling carelessly across his forehead, but he has an adventurous hobby: hopping freight trains for an occasional hobo's sojourn around the West. Most of the time, though, he is attending to Network Wizards, the small company that he runs from his home in Menlo Park, which makes and sells a variety of useful computing tools ranging from computer temperature sensors to cellular telephone network diagnostic and surveillance tools that are popular with cellular companies and law enforcement offi​cials. Together we had taken apart the software that sits at the


heart of Oki's cellular telephone. Mark had originally spotted it as a well-designed piece of technology, and I'd read his review of the Oki 900 and bought one as well. Once we knew how the soft​ware worked we figured out how to control it with a personal computer. For just a little more than one hundred dollars his hardware and software allows an Oki and an inexpensive personal computer to rival bulky commercial diagnostic products that cost many thousands of dollars.

Most people know Mark for his biannual survey of computers directly connected to the Internet, the electronic equivalent of a Commerce Department census. He has written software that sys​tematically "walks" through the Internet, querying each major computer domain. As with the human census, many computers choose not to answer, but his numbers are the best basis for an educated guess about how big the Internet is and how quickly it's growing. His most recent survey in mid 1995 counted 6.6 mil​lion computers with a Internet connection. Of course that num​ber doesn't indicate how many people actually are on the Internet, because one computer with a direct connection to the Internet may be the network gateway for tens, hundreds, or even thousands of users and their own individual computers. Still, it is from Mark's survey that most estimates, from the conservative to the giddy, are derived.

As I drove I was feeling a bit harried-I was late for meeting Mark and some friends for dinner and I was still thinking about Julia. US 101 took me south out of San Francisco passing Candlestick Park, the airport, and the rim of the Bay with its light-industrial sprawl, which forms the northern reaches of the Valley. The road was wet from a recent, chilly rain, a good sign. It meant more snow up in the mountains. My plan was to pick up Julia in a day or two, then return to the Sierra and a winter that was looking as if it might offer the best skiing in years.

It was shortly after eight o'clock and I was nearly to the Highway 92 overpass, the unofficial northern border of Silicon Valley, when my ringing cell phone broke my train of thought.

"Tsutomu, this is Andrew." He needn't have identified himself, for his voice, with its residual trace of Tennessee vowels, is instantly recognizable.

"Have you got a minute? Can you get to a land line?"

"Not conveniently," I answered. He was spending Christmas vacation at his parents' house in Tennessee. Andrew Gross was a twenty-seven-year-old electrical engineering graduate student at the University of California at San Diego who worked with me on networking and security problems at SDSC (the Center). He had great promise as a computer security researcher, and I'd become something of a mentor to him. As part of his appren​ticeship he often watched over my network when I was away. As we talked I got the distinct impression he was really uneasy talk​ing to me while I was using a cellular phone and at the same time had something serious he wanted to tell me. I pressured him to give me a basic idea in some way that wouldn't give anything away.

"Tell me generally what's up," I said. In my harassed mood I wasn't interested in dealing with new problems. He paused. He was obviously mulling what he could say that wouldn't prick up the ears of the few dozen bored or nosy people who were prob​ably at that moment using radio scanners to monitor the local cell phone airwaves the way some people listen to police radio traffic.

"Well," he finally said. "Your log file summaries have gotten shorter."

What he was telling me was that somebody had broken into my computers. I had a queasy feeling, a little bit the way you feel after you realize someone has picked your pocket. In my mind I quickly ran through the implications though my immediate reac​tion wasn't panic but irritation at one more distraction. We talked for a while and gradually I realized that what he had discovered was not an accounting error. Something was seriously wrong and needed to be dealt with.

My network is set up to maintain an audit file of all the con​nections made from the outside world-a complete record of who connects and when. Four times a day, a summary of this information is routinely mailed to a remote computer that Andrew monitored. Normally, the summary should get longer between each mailing. If it got unexpectedly shorter, the logical conclusion to draw is that someone had tried to erase the file.

"Oh," I said, "shit," and thought for a moment about the best course of action. "Why don't you dial in and see if you notice


anything?" I suggested. "I'll go somewhere and see if I can learn anything as well. I'll call you in a while."

I keep a couple of modems connected to my computers that are convenient for dialing directly into my network. It hadn't occurred to Andrew to connect to our machines this way, but we both knew that if we turned off our direct connection to the Internet, then no one would be able to easily break in again over the network, and the data on my computers would be more likely to stay the way it was when Andrew discovered the short​ened log files. He volunteered to mail the summaries of the shortened log files to the wireless electronic mail terminal I usu​ally carry with me.

"Be careful," was the last thing I said before hanging up. "Make sure you preserve the evidence."

Computer security is full of tradeoffs. The art form is coming up with a set of tradeoffs you can live with. It is possible to have absolute computer security: you simply unplug your computer and lock it in a vault, and even the best thief won't be able to steal your data. But this ultimate security solution also means that you won't be able to use your computer. Like everyone else, I have to make trade-offs in the security of my machines and take some attendant risks.

Although the Internet today is, as many writers have com​mented, like the Wild West, with a lot of real outlaws roaming through it, it wasn't always so. When I was in school at Caltech, and later when I worked as a physics researcher at Los Alamos, the world had not yet awakened to the Net. The culture still showed its roots in the ARPAnet, the Pentagon-funded academ​ic predecessor to the Internet that was established in 1969, and was like a small community where everyone knew everyone else. You greeted your neighbor at the general store and you left your door unlocked.

Today, with millions of people clamoring to connect to the Internet, the rules have changed. The world is plunging ahead, putting every conceivable form of business and private commu​nication in electronic form and shuttling them back and forth over networks that were originally designed for sharing informa​-


tion, not protecting it. There are, as a result, many tempting targets for bandits and information highwaymen.

The vast potential for stealth is one of the most difficult aspects of detecting a crime in cyberspace. In the physical world, if a thief breaks into a bank vault, it's obvious there's been a burglary because the money is gone. In cyberspace, a vault can be stripped without any sign, at first glance, anyway, that a theft has even occurred, for what is stolen is not the original piece of software or data, but a copy that the thief makes. Even commercial soft​ware programs worth millions of dollars can be copied in an instant, leaving the original intact. It's all just bits.

There is a school of thought in the Net community that argues that, because a software program is infinitely copyable, then con​ventional notions of property rights have little relevance. Software should be free, they say, and freely disseminated, and there should be no such thing as software intellectual property rights. A chief proponent of this philosophy is Richard Stallman, who has helped found groups like the Free Software Foundation and the League for Programming Freedom.

I believe that it should be up to the creator to decide whether to give software away or to be compensated for the hard work of writing it. And I certainly have no sympathy for those who per​vert the free-software philosophy by reasoning that if it can be freely copied it should be free to steal. There’s no justification to illegally break into somebody's computer.

In the last few years, as the Net has become more and more commercial, computer vendors have begun selling security "solu​tions"-protective hardware and software that is supposed to make it impossible for vandals to break into your computer. The problem with many security products, however, is that they are stopgaps whose claims far outweigh their performance. Their purpose is to make people feel better about security without real​ly doing anything.

One of the most common defenses is called a firewall, which sits between the Internet and your computer and is designed to allow only carefully screened bits to pass through to your own network. Any data that is not recognized as friendly will be blocked. The trouble with firewalls is that while they can be highly effective filters, they can al50 make it cumbersome to


use your computer on a network. In effect, they create a Magi not Line instead of real security. A firewall provides a hard shell but leaves the soft chewy center at the heart of your net​work vulnerable.

I refuse to be so paranoid that I can't function. My computers are connected to the Net because it's a resource that not only lets me share my work with a community of researchers, but also makes an entire world of information-software, other comput​ers, databases-accessible from my keyboard. Anything of any sensitivity that I intend to send or receive over the Net is encrypt​ed with software that makes it meaningless to anyone without the key to the code. But my computers don't have any unusual elec​tronic walls around them.

Instead, I take other, less crippling precautions, like using encryption, logging activity, and keeping log files, in some cases with alarms. The real secret of computer security is to be aware, to watch the systems carefully, something most people don't do.

When intruders break into computers over the Internet, one of the standard steps they take to elude detection is to erase traces of their presence on the computer they've attacked. They will frequently go into the automatic record keeping files, the log files, that are generated by the system and edit out the record of their activity.

But this creates a situation that few computer intruders stop to consider: when they erase the records of their activity, the length of the file suddenly gets shorter. At SDSC and on my machines at home, we have a simple electronic way of noticing this. When Andrew connected to the Net to read his mail from his parents house in Tennessee, he had checked the summaries of our log files, and realized we had uninvited guests.

It took me another twenty minutes to drive to Mark's two-story townhouse. He lived in a building across the street from SRI International, the research laboratory where the ARPAnet was created a quarter-century ago.

Inside Mark's house, the inventing continues. The place is full of personal computers and workstations, all cabled together into a local-area network. Like the cyber-communes in San Francisco,


it has a T-1 link to the outside world. Mark also has the perfect hacker's totem in his living room: a 1950s-style Coke machine, which provides a touch of classic industrial design. Most often the machine is filled with bottled water, but sometimes it actual​ly has Coke.

Mark had been waiting for me. He planned for us to drive to Pal0 Alto, a few kilometers away, to meet some of my friends for dinner, but he saw that I was clearly distracted.

"Sorry, " I said. "Something's up. I'll need a few more min​utes." I explained briefly I'd had a break-in and wanted to assess the damage.

"I hope this won't take very long," Mark said. "I'm hungry."

However, he was sympathetic; the previous fall he'd spent weeks fighting off a determined electronic thief who was trying to steal his cellular telephone software.

I had a sense of urgency to get to things quickly, before the data stored on my computer was lost or altered. Unlike a typi​cal personal computer which until recently could run only one program at a time, Unix computers generally run dozens of pro​grams simultaneously, meaning if data were changed any trail might be quickly erased. Normally I could have easily connect​ed to my computers over Mark's network, but because Andrew was about to shut off outside access via the Internet the only option was using a modem to dial in directly to my computer. I asked Mark if I could go upstairs and use his walk-in closet, a tiny room in which he keeps clothes on one side and an IBM PC and a low-speed 2400-baud modem on the other. Some people hang on to out-of-style suits; Mark refuses to throw away old-fashioned technology if it still has some wear left in it. The security of the telephone was still an issue in the back of my mind, but I decided the nee4 to act quickly outweighed the possible risk.

I sat down in the cramped space and used the modem to con​nect to my computers in San Diego. From Mark's PC I could control the computers in my small network, both my comput​ers at the SDSC and the ones I have at my house several miles off campus. I browsed around for a while, looking through end​lessly scrolling directories of files to see if anything was obvi​ously amiss. On the surface, everything appeared normal, so it


was unlikely this was a mere prankster's break-in. As the altering of our log files had indicated, somebody was trying to cover his tracks.

I proceeded gingerly, as any detective would do, careful not to damage any data that might later enable me to reconstruct how the break-in took place. Even something as simple as reading a file can forever obliterate an intruder's digital footprints. I could see from the directories and the system administration logs that Andrew was also connected to my network, making the same kind of survey I was making-but with less care. He had been tromping around, opening files to peek at them, and each time destroying valuable evidence. It irked me, and I sent him a mes​sage telling him brusquely not to disturb anything. But he had spent almost an hour snooping around and information had already been lost. Andrew's efforts, though, had led to one par​ticularly significant discovery: some of the packet log files that keep records of our network data traffic had been accessed recent​ly, and then copied to an unknown location elsewhere on the Net. This meant that whoever had broken into my machines now could have any kind of information belonging to other users who had used these machines, including their passwords. If I was the locksmith, the thief now had lots of passkeys. I made a mental note to go look through these data-traffic files later and do dam​age control. Also, interesting but frustrating was Andrew's dis​covery that the current network traffic log was invalid, and not helpful to us.

There was a range of information in front of us but none of it seemed to form a complete picture. One hunch was to look at copies of the logs from before they were erased and to see whose records had vanished. From that we might be able to infer who was trying to cover their tracks. We could see that around ten o'clock the night before there had been a flurry of random probes from a network site called csn.org, which was Colorado SuperNet, an Internet service provider from which I had previ​ously seen attempted break-ins. But none of the previous night's attempts from csn.org appeared to have been successful. At roughly the same time, we saw, there had been attempts to con​nect from two sites with prankish names: wiretap.spies.com and suspects.com. If someone was trying to bait me, these were the


type of taunts I would expect to see, although these clues weren't putting us any closer to understanding what had actually hap​pened. We also saw that one of my c6mputers that handled pro​gram communication over the network had been started for some reason the night before. This was suspicious, but it might not mean anything at all.

I probed more deeply, very gently looking beneath the surface. The file directories that a computer user sees are actually built from other records a computer maintains at a much lower level. By examining these minute details at the very lowest level of my computer's file structure, I hoped to pick up some hint of the changes that even the most clever interloper might not have thought to erase.

On Ariel, the computer at SDSC that serves as my gateway to the Internet, I could see that the intruder had left some traces. Much of the data wasn't even in English, but rather in the bina​ry representations computers use to communicate internally, and from it I could make out patterns of information still stored on my computer's disk that revealed the ghost of a file that had been created and then erased. Finding it was a little like examining a piece of paper on a yellow legal pad: even though the top page had been torn off, the impression of what was written on the missing sheet can be discerned on the remaining page. The file that had been there momentarily and then copied to some remote point and erased had been named oki.tar.Z.

It was a tiny clue but it was one that pointed in many possible directions. What did it signify? Oki, of course, was the brand of cellular telephone I'd worked on with Mark Lottor; it had been the Oki source code -the programmer's original instructions- that Mark's attackers had been after the previous fall. "Tar is a Unix utility program that archives and extracts files to and from a single file called a tarfile. A tarfile is traditionally a collection of files on a magnetic tape, but it can be any file. Someone might have gathered software programs I'd written for controlling an Oki cellular telephone, and then merged them into a single file they called oki.tar. The "Z" indicated they had probably squeezed them down in size using another utility program compress" so that it would take less time to transfer them to some remote place.

The fact that someone had bundled a bunch of files and called them oki indicated a possible motive for why my computers had

been attacked: somebody was very interested in the inner work​ings of cell phones. The ghostly shadow of oki.tar.Z also provid​ed me with a set of directional pointers for determining which of my files had been stolen. And because every file that had been bundled together into oki.tar.Z had to be accessed in order to be copied, and the access times had been duly noted by the com​puter, I had a rather detailed accounting of my thief's visit.

On the other side of the country Andrew only had one phone line and so he disconnected and we talked by voice while I con​tinued to examine my network from the computer in Mark's closet.

I told him the next step to take was to call the operations peo​ple at SDSC and have them halt Ariel, the computer that con​nects my network to the outside world and which is housed in a wiring closet next to my office. To halt a computer is very dif​ferent than shutting it down or rebooting it, both of which will wipe out all the data that hasn't already been explicitly saved on the hard disk. A halt command, by contrast, will freeze a com​puter in its tracks, leaving every bit of information in exactly the state it was when the machine was suspended. This step would be crucial to the forensic analysis I now knew I was going to have to perform, which also meant returning to San Diego. Until we found exactly how my network had been attacked I couldn't go back online. I was going to have to examine my sys​tems with the software equivalent of a magnifying glass - or even a microscope. And time wasn't on my side. What I needed to do was in effect analyze footprints that had been left in sand. They stand out, but only as long as they are not covered by others who have traveled the same path.

A little after nine my friends showed up, and finally, after nine-thirty Mark dragged me away from the computer closet. We all drove to The Good Earth, a health food chain restaurant in downtown Palo Alto. They needn't have waited, for all my pres​ence added to the party. I spent some of dinner talking to Andrew on my cell phone, trying to organize things so that we could meet as soon as possible in San Diego. He had already called Jay Dombrowski, communications manager at SDSC, and had con​vinced him that we'd had a serious breach. Dombrowski agreed that the Center would pick up the cost of the plane fare to fly Andrew back to San Diego immediately.

There were few encouraging signs. By halting Ariel quickly there was a chance we would be able to reconstruct some of what happened, but log file information had been erased, and in our brief examination we had not been able to turn up any obvious backdoors, a telltale sign in many network break-ins.

Shortly before eleven Mark and I said good-bye to my friends and we drove back to his townhouse in Menlo Park. I was still dis​tracted, trying to come up with a plan to fly back to San Diego and quickly assess the break-in. Back at Mark's, I connected to my computers again and discovered that Andrew had spent more time prowling through my network again after I had left for din​ner. I could see he had done things that were likely to have erased precious forensic data and I called him again, telling him that I was upset that he had blundered around the network. I hung up and realized that when I arrived in San Diego, I was going to need hardware I didn't have to reconstruct the break-in. I asked Mark to call his friend, Lile Elam, because I had cached some disk drives and other equipment in her office at Sun Microsystems several weeks earlier. I've been a consultant at Sun for a number of years and Lile worked there as a technical sup​port person, but the computer maker was closed down for the Christmas holidays. I wanted to know if she was willing to meet us at Sun for a midnight raid to pick up my gear.

Lile was hesitant at first to go into the offices so late at night, but I persuaded her to meet us in front of the building where she worked at the company's Mountain View campus. I pointed out that I knew everyone who mattered at Sun, and promised her that if anyone questioned us, I'd take full responsibility for it. When we arrived in front of Building 18 ten minutes later, Lile was waiting outside.

There was one problem. Parked right in front of the door was a white Sun security pickup. Although the building was closed, it meant a private security guard was probably wandering around inside and might not take kindly to someone walking out with handfuls of disk drives in the middle of the night. Worse, although Lile and I had Sun badges, Mark didn't, and the security guard might wonder what a non-Sun employee was doing with us.

We discussed waiting until he left, but none of us wanted to spend the night in front of the building. We used our badges and began walking down the hallway to Lile's office. Sure enough, two-thirds of the way down the hallway we ran into the guard. As it turned out, we were overly paranoid. He was happy with Lile and me, but challenged Mark. We explained that Mark was a friend of Lile's, though, and that seemed to satisfy him.

Feeling a little as if we'd just crossed a border checkpoint, the three of us went on down the hall to Lile's office where I gathered up my disk drives and some interface cards in antistatic bags. We could see the security truck through Lile's office window and a couple of minutes later the guard left the building, got in the truck, and pulled away. We hurriedly went back down the hall, feeling conspicuous with our hands full of hardware. Outside we walked in front of the video camera and got in our cars and left.

When we got back to Mark's apartment around one-thirty, I booked myself on the seven o'clock Reno Air flight out of San Jose. I'd need to be up by six to get to the airport in time to drop off the Probe at Budget. Mark wished me luck and headed upstairs to bed, as I stretched out on the living room couch to grab a few hours of sleep. I had one last thought before dropping off: This year, skiing would have to wait.
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Los Angeles has increasingly transformed itself into its own image in the futuristic movie Blade Runner-a smoggy; anarchic technopolis.

San Diego, where I live, isn't a pristine Southern California city either, but it has a livable quality I never seem to find in Los Angeles. It appears like an island every time I fly home on a com​mercial jet dropping steeply over the financial district before landing toward the ocean. Ringed by desert the city evokes a tan​gible sense of the future drawn from the combination of the hard angles of sterile twenty-first century architecture, lush palm trees, bright green lawns, and ocean. There is no shortage of weird architecture ranging from the abrupt modernist buildings on the University of California campus, where I work, to the surreal Mormon temple off 1-5 designed to evoke some mythical European Renaissance church.

When I left San Jose there had been long lines and mass chaos and I was reminded of why I don't usually travel after three-day weekends. On the first working day after Christmas the airport was a seething mass of people all trying to get home. At about eight-thirty on Monday morning, working on four hours of sleep, I made my way out of the airport. I was loaded down with thirty kilos of gear I'd picked up the night before, including the prototype RDI PowerLite. I felt frustrated about being in San Diego instead of on my way back to Lake Tahoe to ski. Andrew was flying in a little later in the day so I walked out to the curb


and took a thirty-dollar cab ride directly to the Center and my office.

To describe it as an office is actually being kind. I have a small, windowless room next to an even smaller wiring closet. It is stuffed with several computer monitors, random hardware like disk drives and other spare parts, and a Government security safe, left over from my days as a federal laboratory employee, marked PROPERTY OF LOS ALAMOS NATIONAL LABORATORY. Because I travel so often I work in my office infrequently, but I use it as a storage area. There are always lots of books and at least one tub of unopened mail that my secretary has set down somewhere. There are also several computer monitors connected by a bundle of video cables to Ariel, the ancient Sun Microsystems worksta​tion that is stuck away in the wiring closet. The closet is also home to a few modems and several other computers including one that functions as a routing computer-a traffic controller for all the Internet data that comes my way.

Several years earlier I had set up Ariel so that the background on its video display constantly showed the most current satellite weather image delivered over the Internet from the University of Illinois at Champaign-Urbana.

I've named my computers after the fallen angels in John Milton's Paradise Lost. Unlike Byte magazine columnist Jerry Pournelle, who seems to want to breathe life into his household computers by calling them things like Ezekiel in his column every month, I have no intention of anthropomorphizing the machines I work with. To me computers are all basically "its." What I was looking for instead were names that were obviously related but to a casual observer not immediately obvious how. If it's done right it becomes elegant. It also had to be a large set of names because I was always needing more as new computers showed up. Milton's fallen angels turned out to be a useful source of names because I wanted something that offered lots of choices, and also something that would get by the network name censors.

Before we had settled on the angels, Sid and I had had a chat about the naming problem, during which he told me, "I don't want to censor you, but I don't want you to be offensive, either." Some people in the computer network world seem to believe I have an "attitude." Maybe I do, but this was just Sid's way of 


trying to persuade me not to pick unnecessary fights with the net​work thought police.
I tend to work on the fastest computers available at any given moment, but I have something of a soft spot in my heart for Ariel, which came with me from Los Alamos. It began life as a Sun-3. Sun began shipping Sun 3s in 1985, which in terms of computer workstation generations makes it an antique. New microprocessor generations tend to come at about eighteen​m6nth intervals. Going back six generations of computer tech​nology would be the equivalent of returning to the era of the horse and buggy;

Ariel has a curious history. Years ago I visited Sun with Brosl Hasslacher, a Los Alamos physicist who has been my mentor over the years, negotiating with Sun over problems we were having with a much more expensive and powerful computer. A Sun exec​utive went out on the loading dock and found Ariel for us as something of a consolation prize. In the years that followed, Ariel has become a vagabond, making its way back at one point to Caltech, where it was used by a student who had worked with me as an intern, before the machine finally wound up in my wiring closet. Today I use it mostly for mail, for storing less-important stuff; and as a jumping-off point to the Internet to give myself net access.

As soon as I got into my office I dropped my bags. I glanced at one of the monitors of the computer that had been frozen the night before by a Center operator. On the display in the console window, the one that reports system status informa​tion, was an error message from the XNeWS interpreter, the program that controls the display of information on the com​puter'5 screen:

process (0x480088, 'teal .csn.org NeWS client'. Runnable)

Error:
/syntaxerror

Command: '.psparse_token'
I puzzled over the message briefly but could see no obvious vul​nerability. I restarted Ariel long enough to peek at the statistics logs kept in the modem that connected my computers at home


to the Center. What I saw was evidence that there had not been a lot of data taken from my home network. The modem log showed it had been connected for five days-about the time I'd been away-and that during that time about four megabytes of data had flowed in each direction. That was just routine house​keeping traffic and the fact that it was balanced in both directions indicated that no one had siphoned files out of my home machines. It was a relief-the principal target had been else​where, probably somewhere among the computers next door in the wiring closet.

I called Sid Karim, the director, about the break-in. He was generally sympathetic to my problem but was unwilling to give me a blank check to solve the problem. He told me that if I was describing the situation reasonably correctly then he was willing to provide some expense money to help with damage control. Translated politely, he was warning I'd better be right about my suspicions. He also declined to pay my usual consulting fees, arguing, "Tsutomu, you're basically on vacation."

I decided that was about all I could hope for under the cir​cumstances, and I went out to my Acura which I'd left in the Center parking lot while I was traveling and drove home.

I have computers
both at SDSC and at home connected by a high-speed modem line that always stays open. I'd decided to go home first to examine things because that was where data and programs I really care about are kept.

My house is about a ten-minute drive north of the Center in one of those newish communities of tract housing that dot the Southern California landscape. The commute route takes me past the Scripps Clinic and along what is described as San Diego's Biotech Row. Just as Stanford University served as an incubator for Silicon Valley, Scripps has nurtured a generation of biologists turned entrepreneurs. My neighborhood was largely built in the 1970s and my house is actually a townhouse that fits snugly against its neighbors. It's not my idea of the most desirable archi​tectual style but it's close to campus and it gives me a sense of being out of the city. I can see and smell the ocean and from my upstairs bedroom I can hear waves crashing on the beach at night. I also look out over Torrey Pines State Park where I go when I need someplace to be by myself and think. 


The beach is out of both wireless computer data and cellular telephone range and sometimes I will just take a pad of paper down there when I need to concentrate.

After parking in the garage I walked inside my house and found it cool and still. By most people’s standards my home is spartan. Although it has three bedrooms and a den, I have only a small amount of furniture-a scattering of futons, chairs, and tables. I sleep in the upstairs master bedroom and use the other upstairs bedroom as an equipment room and staging area for var​ious adventures and expeditions. In recent years I have spent time on long backpacking trips, hiked above the Arctic Circle, and fol​lowed an eclipse in Baja California.

The absence of furniture is made up for by an abundance of computers. At any one time I might have as many as a dozen machines connected to the Internet at home, depending on what happens to be plugged in at the moment. Many of the machines are stacked in one of my closets, and some of them don't even have monitors, they are simply boxes with processors, memory, and disks. There are a few PowerLites; a SPARCstation Voyager, which was Sun's disappointing experiment in entering the portable computer market; Osiris, a diskless workstation that sits at the head of my bed that I frequently use as a window into the Internet; a pair of servers, Rimmon and Astarte, fast Sun com​puters with big disks that are good for storing data and crunch​ing numbers; another router; a terminal server; a demo firewall computer-and the list goes on.

While most modern offices today connect their computers with a technology called Ethernet, which was developed at the Xerox Corporation's legendary Palo Alto Research Center dur​ing the 1 970s, my home computers are linked by fiber optic cables using a technology called ATM, or Asynchronous Transfer Mode. An ATM network organizes information differ​ently than Ethernet. Data are broken down into "cells" rather than "packets." Cells are generally smaller than packets and they're all the same size. That means ATM is better designed for sending video and audio. Moreover, on an ATM network you're always guaranteed the full speed of the network link; you don't have to worry about sharing it with your next-door neighbor.

A lot of people in the computer and the telecommunications industries believe that ATM is going to be the wave of the future. Unlike other network standards it has no single defined speed, and it's scalable, meaning that it can continue to get faster as technology improves. My particular implementation is already fifteen times faster than Ethernet-fast enough to trans​mit video images that are startlingly clear-much better than anything you see on today's television sets. Already telephone and cable companies are laying the groundwork to replace their existing analog copper wire networks with ATM fiber optic net​works. Its supporters are confident that by the turn of the cen​tury ATM data networks will be as easily available in homes as telephone jacks and cable outlets are today. That's the vision anyway. I've been quietly experimenting with nitty-gritty engi​neering details that have to be worked out before any of this becomes a consumer reality.

What fascinates me is the power inherent in high-speed com​puter networks and what you can do with them as opposed to a single isolated computer. Sun has an advertising slogan, "The network is the computer." When you get past the hype there is a powerful kernel of truth there that is implicit in all of the recent popular interest in the Internet. Single computers are no longer very interesting, but the distributed computer that is emerging out of the web is where the future is hidden. As a result I have orange, white, and beige cables running every-where. Some of them pass through the walls and some of them are out in the open. These cables carry computer data as tiny flashes of light. Imagine switching a beam of light on and off hundreds of millions of times a second. (As an experiment you can shine a flashlight in one end of a coil of fiber optic cable. When you look at the other end you see this razor-sharp star-​like point of light.) One thing is certain-fiber optic cables are much more resistant to being slammed in doors than standard copper cables.

Feeling bone-tired I stood inside my entryway for a moment, glad to be home but frustrated that I wasn't in the mountains. Then I turned off the house alarm and padded upstairs to my bedroom with the intention of taking a nap while I waited for


Andrew to arrive. It was a bright sunlit morning and from my bedroom I could see across the rooftops to Torrey Pines and the ocean. The room was still. There was no noise from fans or whirring disk drives. Although there are three computers in the room I feel strongly that human beings and moving computer parts don't mix.

Nothing had changed visibly, but something was odd. Sitting cross-legged on my bed in front of Osiris's I touched the trackball and the screensaver that was blanking its monitor gave way to a field of windows. I noticed immediately that a large rectangle that sits on the left side of Osiris's screen and that is usually connected to either the outside world or to Ariel at the Center was com​pletely blank. It was all white. There was no sign of life-none of the text that should have been displayed, even if the computer it was connected to was halted.

I thought to myself, this is weird, because even though Ariel was still frozen back at SDSC, Osiris's screen should still register its presence. I sat on my bed and looked at Osiris again and thought some more. Nothing really registered. I halted Osiris. I went and halted its current server computer, Astarte. Then I systematically froze my other computers as well. My entire computer world was suspended, as if it had been frozen in midstep.

I went back downstairs and looked in the refrigerator and real​ized that there wasn't a lot of food in the house. Not surprising, because I travel so much of the time. I scrounged around and found some Power Bars, which would have to do for the moment.

I returned to my bedroom to try again to analyze the break-in. My first step would be to obtain some forensic tools to examine the intruder's tracks. I switched on my new RDI and began assembling a small toolkit of programs that could collect and ana​lyze data. What I wanted to learn was what files had been read, modified, or created. It's easy to tell precise times when things happen on a computer, because the operating system routinely time stamps any file change. With that information it might be possible to construct a chronology of the intruder's activities. It is possible to alter this information systematically, however, and so I knew it was important not to take any information in the digi​tal world on faith.

I now had a handful of frozen computers, in which the intruder's tracks were hidden as strings of electronic l's and 0's. My plan was to remove their disks and plug them into a new computer to do the analysis, for by making the disks "read only" it would be possible to avoid any danger of accidentally smudging the data as I explored it. I stared at the portable com​puter, which was a prototype and might not work. Brand-new machines tend to have glitches that can be irritating. Maybe I'd be lucky. If it worked I'd be able to determine what files the intruder had touched and when. Then possibly I'd also be able to discover how he had broken into my computers.

Shortly before noon I called Andrew, who'd arrived in San Diego several hours after I had and had gone home to drop his gear. He'd taken an even earlier flight from Tennessee than I had from San Jose and we were both feeling pretty trashed. We agreed to meet for dinner that evening to plan a course of action. The last time I'd spoken with Andrew had been at 2:30 A.M., just before I fell asleep. He hadn't slept at all the night before, but he said he was able to doze a little on his flight. Finally, in the early afternoon I lay down on my bed and fell asleep, only to wake later in the afternoon still groggy. But I had this sense the next couple of days were going to be intense and even a short catnap was an improvement.

The ghostly image of oki.tar.Z continued to nag at me. What did it signify? Several years earlier I had helped out Mark Lottor by reverse engineering the software that is built into Oki cellular telephones. Normally the programs that control a cellular phone are hidden in a ROM chip inside the phone. However, most phones have an undocumented interface to the outside world that makes it possible to control the phone remotely from a com​puter. We examined the software carefully and worked backward from the l's and 0's embedded in the chip to the original com​mands intended by the software designers. Reverse engineering software is still controversial, but recent court rulings have gener​ally held that such work is a legitimate activity. Mark wanted to be able to control the Oki phone in order to develop a piece of field diagnostic equipment to sell to cellular telephone companies and law enforcement agencies.

Since we had no help from Oki in figuring out how to control


their phones, we had to take their software apart to see how it worked. What we found were lots of undocumented features that cell phone users have no idea exist. A cellular telephone is really little more than a radio with a tiny personal computer, so when we looked closely at the Oki's software it came as no surprise that it had obviously been written by truly clever hackers.

With commands that can be punched into the keypad of an Oki phone, it is possible to obtain all kinds of diagnostic data on how the phone is behaving, such as its signal strength, that are quite useful for phone technicians. Many brands of cell phones also happen to function just as well as the Oki as cellular tele​phone scanners. Few people realize that if they know the right buttons to push on their cell phone keypads, they can easily lis​ten to all the phone conversations that are going on in their neighborhood-a trick which is, of course, a violation of the Electronic Communications Privacy Act. But since there is no privacy at all in today's cellular telephone system, illegal eaves​dropping on cell phone calls has become a popular pastime.

In 1992 I testified before a Congressional hearing held by Representative Edward Markey on the existence of this undocu​mented cell phone capability. After the committee chairman granted me special immunity, I took a brand-new AT&T cellular phone-actually the same Oki phone but relabeled and sold by AT&T, still in its shrink-wrap packaging-assembled it and pushed a series of buttons. Soon the committee was listening to cellular phone conversations from all over Capitol Hill.

Afterwards a bulky, middle-aged FBI agent came up to me and said, "You have congressional privilege now, but don't ever let me catch you doing that outside this room." His comment con​firmed one thing I've noticed in working with the FBI: these guys have no sense of humor.

Oki.tar.Z not only suggested a motive for our break-in, but it also hinted at who the perpetrator might be. A few months earli​er in October and November, someone had repeatedly broken into Mark Lottor's computers in an effort to steal the same Oki cellular software that had been pilfered from Ariel.

Mark was in the process of setting up a new cottage business. The Internet was booming, and he had found there was a ready


market for publishing pages on the Internet's rapidly expanding World Wide Web. Network Wizards was therefore creating "catalog.com," an inexpensive web site allowing people to dis​play catalog information or whatever else they wanted to com​municate. The Web, originally developed as a scientist's research tool by a computer programmer at CERN, the physics research center in Geneva, Switzerland, had emerged almost overnight as a convenient vehicle for permitting electronic commerce on the Internet.

In addition to his Network Wizards fileserver, Mark's home Ethernet network also supported two other computers. Lile, Mark's friend, had created Art on the Net, a virtual artists' gallery housed on a donated Sun workstation that enabled a new generation of digital artists to exhibit their works. Another Sun on his network had been donated as a web site for the League for Programming Freedom, a organization of hackers dedicated to Richard Stallman's crusade to create a world of free, shared software.

For several weeks in early October, Lile had been experiencing strange behavior with her electronic mail account at the com​mercial Internet service provider Netcom. She would attempt to have her mail forwarded to her art.net Sun from Netcom only to find a short time later the forwarding file had disappeared. She complained to Netcom, but the telephone support person told her it couldn't possibly be a security problem, explaining, "We haven't had a break-in for three weeks."

Then, one Saturday morning in mid-October, Mark woke up and came downstairs to make himself an espresso. He went to his computer to read his mail and was sitting near his fileserver when for no apparent reason it began to make a prolonged grrrrrrr sound.

That's odd, he thought to himself The computer, which was linked by a high-speed T-1 connection to the Internet, was sup​posed to be idle. When he connected to the machine he saw that a long listing of all of his files was in the process of being dis​played. He looked further and saw that someone was running a root on his computer.

His first thought was maybe this was the result of some


unusual program he wasn't familiar with. Unix computers have lots of small programs called daemons that constantly run in the background, performing housekeeping tasks. Then he ran a program called netstat, which gives detailed information about what's happening on a local computer's network connection. He could see that someone was connected to his machine from Lile's art.net Sun.

But Lile was sitting across the room from him at her own com​puter.

"Are you telneting to my computer?" Mark asked, referring to a utility used for connecting to a remote computer across the Net. She wasn't.

His alarm grew until he began to panic when he saw the per​son logged into his machine begin to tar a group of his files together. Seconds later the cracker began to use ftp-file transfer protocol-a common Internet file transfer utility, to move the tarred file to Netcom.

Mark was horrified. "What am I going to do?" he said to Lile, who had joined him in watching in disbelief as the huge file was copied out of his computer. He looked around his apartment and realized his quickest defense was to take himself off the Net. He ran and pulled his T-1 data cable out of the wall.

Mark and I chatted by phone later that day. He had examined the tarred file after he had pulled the plug from the network and discovered that someone was definitely trying to get the Oki tele​phone software that we had modified for his cellular telephone diagnostic system. He was able to determine they had been unsuccessful in getting anything of real value, only a small chunk of the file. He warned me to be on guard, and a short time later Andrew and I had seen some probes against our computers which he easily fended off

The next day Lile and Mark headed down Highway 17 to Santa Cruz to visit a hot tub place near the campus of the University of California at Santa Cruz. While they were driving through the Santa Cruz mountains Mark's cell phone rang.

He answered, and a voice said, "Hi." Mark recognized the caller immediately as someone he knew only slightly but who had links to the computer underground.

"I haven't forwarded my phone and I don't give out my cell phone number," Mark said. "How did you get my number?"

"Let's just say I came across it somehow," the caller answered. "I just wanted to tell you I know who broke into your computer yesterday. "It was Mitnick and his friends, and they were really pissed they didn't get what they wanted."

The name Kevin Mitnick was a familiar one to Mark, as it was to anyone who followed the history of the shadowy world of the computer underground. Mitnick had grown up in the San Fernando Valley in Southern California during the 1 970s and had made the transition from the hobbyist world of phone phreaks who tampered with the telephone system, to computer crackers who used networks to break into computers. There seemed to be one significant difference between Kevin Mitnick and the thousands of teenagers who seemed to be imitating Matthew Broderick in the movie War Games. Mitnick seemed remarkably incorrigible. Barely thirty-one years old, he had been arrested five times already, going back as far as 1980 when he was only seventeen. Mitnick was currently on the run from a variety of law enforcement agencies including the FBI.

John Markoff, a New York Times technology reporter both Mark and I knew well, had co-authored a book called Cyberpunk, about computer crime including Kevin Mitnick. He had also written an article about Mitnick in July 1994, saying that he had outfoxed federal and state officials for more than a year. The article reported that Mitnick was a suspect in the computer network theft of soft​ware from as many as a half-dozen cellular telephone companies.

Mark remembered that several weeks before his Saturday morn​ing attack, someone he knew as an old friend of Mitnick had called and said he wanted to buy Network Wizards' cell phone software, but he also wanted source code, the original programmers instruc​tions that would make it possible-to further modify the phone's functions. Although Mark declined to sell the source, Mitnick's friend had stayed on the phone for more than an hour wheedling.

There were no more attacks over the weekend, but during the next two weeks, the intruder continued to be a constant pest, breaking into Lile's art.net machine and the League for Programming Freedom computer repeatedly, leaving Trojan


Horses and back doors.

From time to time he would engage her in chat sessions, using a command called talk that permits two users of a Unix system to type back and forth to each other in real time at their keyboards over the Internet.

"Why don't you just give me the software?" her screen read one day. "I'm going to get it anyway.

He also asked for an account on her system, again telling her he would get one anyway. Lile offered him one of her digital artist's virtual studios, but he wasn't interested. He said if she gave him an account he would reveal who he really was.

"I hope you aren't upset with me," he typed

Mark was sitting in the room at the time and he coached her on how to respond. They tried to get him to give away little bits of information about himself, but with little success.

Finally in early December, the invader called Mark on the tele​phone directly to try to persuade him to give him the software.

"Do you know who I am?" he said. "I want your code," and proceeded to ask Mark if he was upset about the break-ins to his fileserver.

Mark responded that he wasn't, and explained that he had a different philosophy of computer security: if anyone managed to get inside his system, it would just alert him he needed to strengthen his defenses.

"Then I'll just continue trying," the caller said. Mark asked him about why he was so intent on getting the source code to the Oki cellular phone. The anonymous voice responded he wanted to be invisible in the cellular telephone network and he believed that if he was able to alter the behavior of his phone it would put him beyond the reach of cellular telephone tracking and surveillance gear.

They talked three times. The first two phones calls were short, but the third went on more than forty-five minutes during which the caller asked, "You're not taping this, are you?"

Mark said no, but then decided it would be a good idea. He quietly moved across the room and hit the "record" button on his answering machine.

The caller knew who I was and knew that I had helped Mark with the cellular telephone project. He seemed to be probing for more information about me:

Caller:   God, so you actually, un, so he wrote that dis-

          assembler, I see...

Mark:     Yeah.

Caller:   Why did he write it? For you, or just he hap​-

          pened to just write an 8051 disassembler?

Mark:     um ... urn, I don't remember just why he wrote

          it. He just hacked it up one evening.

Caller:   Shit. just one evening? That's imp...

Mark:     Uh, I think it only took him an hour or two,

          actually.

Caller:   No way!

Mark:     (sigh) (laughs)

Caller:   Are you serious?

Mark:     Uh huh.

Caller:   That guy's a wizard. He should work for your

          company, Network Wizards.

Mark:     Uh ... he has better things to do.

Caller:   In San Diego still I assume?

Mark:
    um, sometimes.

Caller:   And Los Alamos?

Mark:
    Sometimes.

After Mark hung up he called Markoff and played him the tape to see if he recognized the voice. The reporter had never formally met Mitnick but had heard his voice on the telephone and on tapes several times. He said it sounded like him but he wasn't positive.

Mark next called Jonathan Littman, a Marin County freelance writer who was writing a book about the computer underground


and who was rumored to have a secret channel to Mitnick. Mark played him the tape and said, "Do you recognize this voice?"

Littman started to laugh. "Of course I do. It's Mitnick."

The possibility that Mitnick was the culprit in my break-in as well as Mark's was an intriguing thought, but one that really did​n't lead anywhere useful now, so I put it aside. Lots of people in the computer underground and elsewhere knew that I had worked with Mark on cellular telephone software. At this point the first thing I wanted to do was collect data and find a way to secure our computers as quickly as possible. I began scanning the first of the disk drives that I'd extracted from the computers that had been frozen, using the software tools that I'd gathered. I wanted to find all files that had been read, written to, had their dates changed, or new files that had been created going back to December 21 when I had left San Diego. I sat for a long time in front of the PowerLite. Somewhere in the morass of data I was almost certain to find a clue or a set of clues. No one can be per​fect at hiding their presence.

I was also searching for Trojan Horse programs. These are pro​grams often left behind by electronic intruders. They can wake and silently do any number of secret or destructive things. They masquerade as familiar software but could be written to eaves​drop on you, destroy data, or provide a convenient back door security loophole. One way to protect your computers against this kind of tampering is to take a digital snapshot of all the pro​grams that are on your computer-operating system programs, utilities, communications tools, everything. Later you can tell if any files are altered by comparing mathematically generated sig​natures of the files on the suspect disk against those of your orig​inal safely stored copy.

About nine that night Andrew and I met for dinner at a place near campus called Pizza Nova. Andrew is an example of an Easterner who has adapted remarkably well to the California beach scene. With a head of shoulder-length blond hair, a promi​nent nose, and intense blue eyes, his standard outfit is shorts, T-shirt, and sandals. Andrew is also well known for the fact that he


really doesn't like to wear shoes at all, a trait that can sometimes cause trouble when we try to eat in restaurants. He has the hacker​like quality of being able to focus on complex problems for extend​ed periods of time, sometimes aided by several liters of Mountain Dew. I get frustrated with him occasionally because he jumps to conclusions and acts too quickly rather than thinking through the consequences of particular action. But he has a good intuitive grasp of the inner structure of the Internet and we work well together as a team-and I find him a pleasure to work with.

Over dinner we talked about things that needed to be explored. We agreed that for now, it was necessary to concen​trate on actually addressing all the possible vulnerabilities in my network. One thing that puzzled both of us was that the intrud​er had played around with XNeWS, a PostScript-based compo​nent of the operating system that permits you to draw images on your workstation or on a remote computer. PostScript is more widely used as a printer language, giving programmers a set of commands to tell printers where to draw lines, place printed characters, and shade areas. Could that have been a vul​nerability? Maybe the intruders had found a design error in PostScript that would allow them to use it to remotely take con​trol of a computer. I gave Andrew a set of tasks and took a set for myself. We parted with the agreement that we would recon​vene at the Supercom-puter Center the next day.

I drove home feeling emotionally drained and even more exhausted; in fact, things looked bleak. We had a tantalizing set of hints about how my systems had been attacked. But there was no certainty we would be able to make any sense of them, and even if we were able to reconstruct the crime there was no likeli​hood that we would be able to follow a trail back through the Internet if our attackers had really covered their tracks well. It was eating at me, and forcing me to think about things that had been bothering me that went far beyond this particular break-in.

When I got home, Julia called. She was at Toad Hall, and we both had been having a difficult time.

"I'm here and I feel like I'm stuck here," I told her. We talked about the break-in for a while, and then we talked about what she had been doing in San Francisco.

"After John came back, things went well at first," she said, "But things are much more tense now.

It was clear their relationship hadn't been working since I'd met Julia, and it didn't look like anything was changing. On our first wilderness trip together three years ago we'd gone snow camping in the Desolation Wilderness near Lake Tahoe, and she'd told me of her misgivings about her relationship with John. She wasn't happy and wondered aloud whether or not she should stay with it and try to make it work. We'd talked late into the night and she'd told me she thought she should keep trying out of a sense of loyalty to her partner.

Now three years later I could tell she knew the relationship was bad for her, but she didn't seem to be able to get out of it. I knew that she had been trying to end it for some time, but she found familiar things comforting and difficult to part with. It was all making her unhappy and depressed. It wasn't the first time I'd seen her feel this way-a year ago she'd gone to Nepal with John-but he left and she became involved with another man, an American she met while traveling. Their relationship went on for six months, but it ended over her unwillingness to leave John.

It was as if there were two Julias. One was a strong, indepen​dent, and adventurous woman who was trying to find what would make her happy and content. But there was another per​son as well, who was hamstrung by fear and feelings of inade​quacy and insecurity. I'd seen her grow stronger and more inde​pendent since we'd met, and she was better able to see what was damaging to her, but she hadn't been able to bring herself to make a final break with John.

We talked more about my problems in San Diego. I was unhappy to be here at all, given my skiing plans, and the more I looked at the problem the more apparent it became that it wasn't going to be simple and that I might be wasting my time in a futile search to find out how the break-in had taken place.

Over the past few months I'd already been feeling burned-out by my dealings with NSA. I'd had enough of dealing with com​puter security for a while, and I'd been looking forward to skiing and working on other problems. But now, as I told Julia, I felt


stuck. I was being pulled back to deal with computer security, but without the resources I needed.

"This is the last thing I want to do right now, but I can't walk away from it,', I said.

"You sound awful, Tsutomu. I'm worried about you," she replied. She offered to come down and spend time with me.

But I said no, she had enough to deal with without having to come down and comfort me. I was in a foul mood and wanted to focus without interruption, in order to be done with the threat as soon as possible.

"Get some sleep tonight," she finally said. "Between you and Andrew, the two of you will be able to make some progress tomorrow.

It seemed like there wasn't any other option. We said good night, agreeing that we would talk again soon.

Just before going to sleep I remembered that I had forgotten to listen to my voice mail since returning to San Diego. I played back a string of messages that had been left for me at my SDSC office. I listened to four or five routine messages, continually pressing the phone's keypad to zap them out of the system's mem​ory.

Then I heard something that made me sit up in my bed.

"Sent December 27 at 4:33 PM.," said the prim, electronic female voice.

Immediately came another voice. It sounded like someone who was faking a passable Australian cockney accent. There was no mistaking the message.

"Damn you," said my caller. "My technique is the best. My boss is the best, damn you. I know rdist technique, I know sendmail technique, and my style is much better."

Rdist and sendmail were two garden-variety computer network attacks involving long-known computer system vulnerabilities. This could only be my intruder, calling to taunt me.

"Damn you, don't you know who I am?" he continued. "Me and my friends we'll kill you."

Then it sounded like he turned his head away from the phone in order to sound like another persons voice: "Hey boss, your Kung Fu's really good."

"That's right," concluded my caller in the same Australian accent. "My style is the best.”

This time I saved the message. Then I lay back on my bed and stared at the ceiling. This was getting personal, and whoever this was had obviously become pretty cocky. I don’t need this, I thought to myself. If it hadn't been certain before, now it was. Someone was clearly challenging me.
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We frequently call things that we don't understand in the world complex, but that often only means that we haven't yet found a good way of thinking about them.

Throughout my life as a scientist I've been absorbed with exploring and understanding complexity, and I've found that although it might seem that nature could have come up with a complicated way of making things work, there is almost always a very elegant and simple explanation underlying any phe​nomenon.

That basic outlook has underscored much of my work in fields as diverse as biology and physics, and problems involving com​putation, which I have focused on for more than a decade an4 since 1989 as a senior fellow at the San Diego Supercomputer Center. How does the physical world compute its answers? That may seem an impossibly vague question, but it lies at the heart of a radical approach to much of modern science. For example, what ways are there to find a leak in a bucket? On the face of it, a computer would have no simple method of finding the point of the leak. It could iterate over the entire surface of the bucket, point by point, until it found the hole. But there is a better, sim​pler solution: you fill the bucket and let the water do the work of finding the leak.

It was thinking about such questions regarding the nature of computation that had consumed the legendary physicist Richard


Feynman toward the end of his life. I began taking Feynman's class on the physics of computation when I first entered Caltech as a freshman in 1982, and spent more time with him during the sum​mer of 1984 at Thinking Machines, a start-up supercomputer company in Cambridge, Massachusetts. His outlook influenced my own thinking tremendously. Feynman had a remarkable abili​ty to see the world clearly and not to be misled by commonly held preconceptions. Throughout my career I have sought to emulate Feynman's approach to science, and I think I have also been helped in gaining this independent perspective through being a scientist and by having grown up between two cultures.

I was born on October 23, 1964, in Nagoya, Japan. My parents grew up in Japan, where they lived through the war. My father, Osamu, was trained as a biochemist, and my mother, Akemi, began work as a pharmacologist. Together they embarked on their careers as research partners, specializing in the study of biolumi​nescence. In the 1 960s the leading institution for bioluminescence research was Princeton University. This period was a wonderful time to do basic research in the United States, and my parents came here when my father accepted a position as a Princeton research faculty member. My mother took time off from her career to raise me and my younger sister, Sachi.

Although I have early memories of traveling back and forth between the United States and Japan, the first times I can remem​ber clearly are the years growing up in Princeton. I particularly recall learning English as a second language in kindergarten and first grade.

Being raised by two scientists permanently shaped my approach to the world. My childhood was spent between my mother's kitchen and my father's lab. From my first steps my fam​ily encouraged me to be curious. I was provoked to ask questions, to which I never received "because" replies. My parents' response was often to suggest an experiment through which I could deter​mine for myself the answer.

The value of experimentation was taught to me even in the most commonplace occurrences. Once at dinner I dropped a mushroom on the floor, and when I went to pick it up and eat it my father said, "It's dirty."

"I can't see any dirt here, " I retorted.

The result of this discussion was that my father drove me in to his lab, so that we could examine the dirty mushroom more closely under a microscope.

I was, in general, an argumentative child, though my parents tolerated a remarkable amount from me. I was so quick with rebuttals, even at elementary school age, that my mother threw up her hands one day in exasperation and said, "Are you going to be a scientist -or a Lawer- when you grow up?"

In the sixties and seventies Princeton was the quintessential lib​eral academic community, but I was still an outsider, even though the university had a large Asian population. During this period I returned to Japan frequently, and even lived for the better part of two years there-just enough to ensure that I retained a feeling of being slightly apart from both cultures. I spent my entire fifth grade in school in Nagasaki. In Japan both Japanese and English are taught, and it was interesting to come to know the Japanese view of America after I had experienced it personally.

Because my father's research involved studying bioluminescent jellyfish, I passed many of my summers in Friday Harbor in the San Juan Islands in Washington, where he conducted field research at the University of Washington's marine biological lab​oratory. I was in my element, let loose with lots of other bored children of academic families. These summers gave me free time to help out in my father's laboratory trying to find something useful to do when I wasn't getting into trouble and roaming the island wilderness. The cool climate, carpets of douglas firs, and crystal-clear tidepools were a wonderful counterpoint to the more civilized and hot and muggy suburban Princeton summers.

When I was twelve years old-because I had skipped several grades I was already in my first year of high school-I began spending less and less time at home. I wasn't getting along par​ticularly well with my parents by then, and I ended up being at the University more and more of the time.

At the time a friend of mine had a job with a psychology pro​fessor in a lab that was doing neuropsychological research, and he helped me get work there as well. He was working on trying to get a data acquisition system to function. It was basically a


programming job involving a DEC PDP- 11/34 computer, which at the time was the standard piece of laboratory computing equipment.

The first time I'd seen a computer was in kindergarten. One of my classmate's fathers, who worked for RCAs Sarnoff Laboratories, brought a computer to school for some kind of a show-and-tell ses​sion, and although I didn't get to play with it, it was definitely something I remembered and was intrigued by. I clearly recall that, even at this first encounter, I considered these machines as tools that would help me solve problems.

My real immersion with computing, however, didn't begin until I was ten when, through friends, I stumbled across a quirky and informal Princeton computer club known as the Resistors. Resistors was an acronym for "Radically Emphatic Students Interested in Science Technology and Other Research Studies," and consisted of an anarchic group of teenagers (the average age was probably 15) that met in the E-Quad, Princeton's four-story school of engineering. The first generation of Resistors were influenced by people like Ted Nelson, the visionary social scien​tist who wrote the book Computer Lib/Dream Machines and who was to become the pied piper of hypertext. I was actually a mem​ber of the second generation of the Resistors, and what the group gave me was an easy way into the world of computing-in effect, my own personal computer in the era of minicomputers and mainframes. But I was al50 a little bit of a loner, and I never had any really close relationships with the other Resistors.

The group was actually a result of the same urge that would drive a similar hobbyist club known as the Homebrew Computer Club, which emerged several years later in Silicon Valley. While its members were older, in their early twenties, for the most part, they also were a product of the availability of the first inexpensive microprocessor chips, and their passion to have their own com​puters led directly to the explosion of the personal computer era. People like Steve Wozniak and Steve Jobs created Apple Computer in the hothouse technological culture that emerged around the Stanford campus in the mid- to late seventies. Other Homebrew members like Lee Felsenstein went on to design both the Sol and Osborne 1 machines.

The Resistors grew up in the thrall of an earlier computer age,


with a distinctive East Coast flavor. The mainframe world had emerged during the fifties and sixties at IBM, followed by the minicomputer era of the seventies created by companies like DEC, Data General, and Prime. The minicomputer was the underpinning of the timesharing epoch of computing. A product of MIT hacker culture, timesharing operating systems permitted more than one person to use a computer simultaneously. The trick was to slice computing tasks up into tiny pieces and then have the central processing unit of the computer jump quickly from one task to another in a round-robin fashion. This scheme made computers tremendously more productive and also expanded the power of computing to a vastly broader audience. It was timesharing that also enabled young hackers like me to get access to powerful computers.

AT&T's particular contribution to the computing revolution had been the Unix operating system, a program that was developed by two Bell Laboratories computer scientists, Dennis Ritchie and Ken Thompson, in the late sixties. Operating systems are a combi​nation traffic cop, secretary; and waiter inside a computer. They are the programs that perform all of the basic housekeeping operations and respond to user requests and commands in addition to orches​trating the delicate ballet that goes on between all the different components of a computer system. Operating systems also provide a computer with a distinct personality. Think of them as a language for speaking directly to the computer hardware.

Ritchie and Thompson, who had been aghast at a cumbersome Pentagon-funded operating system development project called Multics, created Unix as an alternative, and it quickly became the programmers' tool of choice for the ragtag army of hackers who were forming a computer culture at various universities and com​panies around the country. Like thousands of college students at the time, I grew up a child of the Unix revolution.

Unix was a system-created by stripping down many of the features of the big mainframe world and adapted to the capabili​ties of minicomputers and workstations- unlike the personal computer world, in which operating systems like CP/M and MS​DOS and Apple DOS were built from the ground up. As a result, my generation of hackers expected computers to have certain fea​tures that personal computers didn't have, and in some cases still


don't have, until more than a decade later. Unix computing con​cepts like multitasking, hardware memory management, and portability were all part of a gospel that I learned while I taught myself Unix programming between the ages of ten and fifteen. It only made sense that computers should be able to do multiple things at the same time, even for a single user, and utilize hard​ware memory management~ which ensures that a poorly designed program doesn't leave the memory space that has been reserved for it and trample other programs.

I also grew up having no idea that there was any way to use computers other than connected to one another in networks. I first came in contact with the ARPAnet, the Pentagon-funded predecessor to the Internet, in 1976. It was a wide-open, if tiny community-there must have been a grand total of one hundred computers on the entire network-and I loved to explore it.

What I didn't do was spend my afternoons and evenings break​ing into computers, a fad that teenagers took up almost a decade later. When I was traveling around the Net in the mid-seventies there were almost no locks, and everything was shared. At various places around the Princeton campus were public dial-up termi​nals that would allow you to sit down and access the entire Net. I would play games, chat with people, and hop around to places like MIT, Carnegie Mellon, and Stanford.

Although my first programming language was BASIC, a com​puter language created for education in 1969 at Dartmouth, in the course of playing with it I soon realized I could escape from the narrow confines of a limited programming language to the Unix command shell. The shell-basically the computers soft​ware control panel-broadened my horizon and gave me access to all of the computer's resources, as well as access to the network world beyond. After being confined to the tightly controlled world of Basic, the Unix shell was a little like being on the cap​tain's deck of the Starship Enterprise. Reveling in my new freedom I learned to program in C, a language that had been developed by the same crew of Bell Labs hackers who had invented Unix. C was liberating for me. As a language it is obtuse, but once it is mastered, it is remarkably powerful and flexible. C also gave me a skill that put me in great demand, even as a teenager.

A computer science graduate student named Peter Honeyman


offered me my first Unix account at Princeton on the electrical engineering and computer science department's DEC computer. Although it was later taken away when the computer became overloaded with legitimate students, it was my original entry point into a world that was soon to become my passion. The PDP-1 1/45 was a flaky machine, and Honeyman was obviously smart enough to see that I and another high school student, Paul Rubin, were an untapped source of cheap labor. We soon became the computer's administrators and caretakers.

Occasionally I got in trouble for my computer use. I remem​ber discovering that I could issue commands that would move the head-arm of the magnetic disk drive on our high school mini​computer back and forth in a rapid fashion. The drive was a stan​dard 14-inch IBM frisbee-style monster, whose head for reading and writing magnetic data was controlled by a stepper motor that could be commanded to move in and out and read and write on any of the drive's 203 cylinders. After I successfully moved it to cylinder 0, and then to cylinder 100, I began to wonder, "Gee, what happens when you try to position it to cylinder HEX FFF?" That would be the equivalent of cylinder 4095-unfortunately one that didn't exist.

I issued the command and heard, Rrrrr. Crunch. That was the end of the disk drive. It was a useful lesson, and for me it effec​tively put to rest one of the canons of computing that are always taught: "Don't worry, you can't hurt the hardware."

High school increasingly became a sideshow in my life, as I spent more and more of my days around the university. At one end of the spectrum I was fascinated with physics, because it explored the fundamental principles underlying everything in the universe, an4 at the other end, biology, where very simple princi​ples create very complicated systems. In one case you can try to simplify; while in the other, there's no chance of simplifying. I did read in other fields like psychology and geology, but I wasn't intrigued by them, for they were more like botany-in my mind, the art of categorization involving little analysis or understand​ing.

While I benefited from this sampling of the academic disci​plines, it was my computing skills that made me an integral part of the university scene. In 1978 Princeton was facing a growing


problem in the proliferation of minicomputers. The school's com​puting center had earlier tried to maintain a monopoly over all aca​demic computing. It had, in effect, t6ld the various departments, "Since we provide this service, we want you to use our computers. And like any monopolist, they charged outrageous rates. However, Princeton's other departments discovered a loophole that would free them from having to deal with the computing center-special purpose applications. The various departments all managed to jus​tify buying their own individual minicomputers to carry out odd​ball special-purpose projects that they dreamed up.

The astronomy department had been able to wangle its own DEC PDP- 11/60 and wanted to run Unix, but there was no one on staff who knew anything about it. Since I was already hang​ing around much of the time begging, borrowing, or stealing free computer time, they asked me to come and install some special​ized hardware to help them read a particular magnetic data tape.

Through that project, I became the department computing wizard at the age of fourteen. After I wrote a special device driver for them, enabling the computer to reliably talk to some esoteric disk drives, I was invited to work part-time by a young assistant professor, Ed Turner. The tradition in the department then was that computing was the responsibility of the newest faculty mem​ber. Ed not only hired me, but introduced me to a remarkable world outside of my claustrophobic high school existence.

Looking back on it, taking that job was one of those watershed events that helped me define who I was at a very young age. It was also an incredible amount of fun, and it gave me access to some of the world's best toys.

I was around the astronomy department constantly throughout the rest of my time in high school, mostly helping with comput​erized image-processing work. While I learned something about pattern matching and a great deal about systems programming, the job also permanently shaped my attitude toward computing. Trying to solve problems in astrophysics and astronomy con​vinced me that, if a machine doesn't do what you want it to do, then reprogram it to do the right thing. Early on I learned that a machine does just what you tell it to, and nothing more.

My responsibilities evolved to include designing special hard​ware for the astronomy department, and in my senior year I was


able to help develop a data-storage system for capturing experi​mental data from a NASA-funded missile launch in which the department was participating. My task was to help design the hard​ware that would actually collect the bits of data from the flight at the White Sands Missile Range in New Mexico. The problem involved downlinking images from cameras aboard the missile, storing them on videotape recorders, and then trying to convert the data into digital form for computer storage and analysis. It proved to be a successful launch, which brought back data in the ultra​violet range of the spectrum from the fringes of space.

Being around an older community of students and faculty at such a young age, and being essentially precocious, also ultimately got me in trouble. Because I had skipped ahead two grades, I never graduated from junior high, and in the fall of 1980, I was a fif​teen-year-old high school senior.

Despite uninspiring grades, I received stellar college-placement test scores, and I was accepted at Carnegie Mellon early in my senior year. I was disappointed, however, that my other choice, MIT, rejected me, even though I had recommendations from a number of faculty at both Princeton and MIT. Throughout my high school years, my attitude had been that as long as I was doing something sufficiently "intellectually" interesting, grades wouldn't matter.

Bored and increasingly resentful of what seemed like silly aca​demic rituals, I would occasionally provoke my teachers. In one English class we were given a list of words that we were required to use in essays to be written over the course of the semester. We were supposed to use the words properly in context, and for each correct use we would be awarded a certain number of points counting toward our final grade.

However, it occurred to me that there was a simpler solution, which I dispatched in a single ten-minute assignment. I wrote a story about a silly English class in which the teacher assigned a list of words, which I included verbatim, as a list. I demanded credit for the entire list, and decided that since I now had enough points to pass I wouldn't show up for the rest of the quarter.

Such stunts didn't endear me to the faculty.

 I also didn't fit the stereotype of a computer or science nerd in high school. Although I didn't go out for high school teams, I did love doing all kinds of athletic things on my own. I became an avid cyclist, racing bicycles with a local racing club called the Century Road Club of America. I subsidized my relatively expen​sive cycling gear by occasionally building bicycle wheels for a local bike shop, Kopp's Cycles. During the winters I began to develop a passion for cross country skiing in the rolling New Jersey countryside.

During the little amount of time I did spend at school, I hung out with a small group of friends, one of whom we referred to as "the terrorist." He was actually a gifted classical pianist, and although the administration would occasionally suspend him, they couldn't really take any more serious steps because they needed him to play at school functions.

He was quite notorious, and his pranks were always dramatic:

the stairwell was thermited. The toilets appeared in the middle of the football field. The public address system was once complete​ly fried because he considered it to be a tool for propaganda. It literally smoked.

At the time of the latter prank, I was five-hundred kilometers away, visiting Carnegie Mellon for a college interview, and so had what I knew was the perfect alibi. But I was a known trouble​maker, and when I walked back into the school the principal came up to me and said, "You! You did it!"

Later the administration figured out that the PA system had been destroyed when 120-volt alternating current was fed into one of its call buttons with a timer. They discovered this only after they had swapped out the hoards and the whole system blew up again, because the timer was on a 24-hour cycle.

The school paper was planning to run an article on this inci​dent, which we knew was full of technical errors. Late one after​noon we went to the newspaper office, took the article from the editor’s box, revised it, and then put it back. The finished piece turned out to he quite technically accurate, although no one in the school appreciated how it ended up that way.

"The terrorist" eventually went to Yale, hut during high school he never managed to be regarded as anything hut a vandal. For his own part, he thought of his actions as political crimes. He was


quite well-developed ideologically as a high school student. I'm still not sure where any of my group would have fallen on the political spectrum. Probably antiestablishment-any establishment.

In my own case, I don't know what the final straw was: it might have been grades or it might have been insubordination. But one night during my senior year, I came home for dinner to find that my parents had received three letters from the school. Two of them were commendations for my having won a local math and physics contest, the other was a notice of my expulsion from Princeton High School. Giving up on me as a lost cause for his educational system, the principal had told me earlier that week, "Don't come back, you're persona non grata. If we find you here we'll have you arrested."

My response was, "Okay, fine! I didn't come here when I was a student. What makes you think that I might want to come back?"

When I was kicked out of school, Carnegie Mellon rescinded its offer. They said they would hold my place for the next acade​mic year, giving me another chance to graduate. I ended up in a shouting match with their recruiting officer and told him, "Don't bother."

Shortly afterward, my parents joined the marine biological lab​oratory in Woods Hole, where my father had accepted a research position. I still had my job in the astronomy department, and my friends were still in Princeton, so I found myself shuttling back and forth between New Jersey and Massachusetts.

Despite my experience in high school, I had always had aca​demic aspirations that focused increasingly on physics, and so I applied to the University of Chicago, Johns Hopkins, and Caltech. When I had first begun the college application process, I had been under the impression that Caltech was too intense, a little like drinking from a fire hose, and so I hadn't applied there. But I had worked for Jim Gunn, a bright young Princeton astronomer who had begun as a astrophysics profes​sor at Caltech, and after my rejection by Carnegie Mellon, he and a couple of others in astrophysics were intent on seeing that I still went to college, and thought that Caltech might actually suit me very well.

With my test scores and recommendations from people like Gunn I was admitted to Caltech for the fall of 1982.

In the summer of 1982, at age seventeen, I traveled to Southern California, planning to study physics and biology when college began a month later. I'd been to Caltech a number of times before, through my work in the Princeton astronomy depart​ment, and I took a room in a house just off campus. Compared to Princeton, it has always struck me as a tiny campus. Located in Pasadena, tucked up against the San Gabriel Mountains, it felt claustrophobic; it was too smoggy to bicycle in Los Angeles, and as I didn't have a car, I had no means of escape. It didn't escape my notice that the school motto 'And ye shall know the truth, and the truth shall make you free," from John 8:32 in the Bible, was the same motto as the one employed by Central Intelligence Agency.

For my application interview the previous spring, a Caltech faculty member named Jerry Pine had visited me in my office at Princeton. Pine, a high-energy physicist who had made the tran​sition to biology, had suggested I come to California before school started to work during the summer on a project being led by another Caltech faculty member, Geoffrey Fox, a physicist, who had heard from Gunn and others about my reputation as a hacker. Fox was in the early stages of designing a new kind of massively parallel computer known as a hypercube. It was a powerful, novel computer architecture that was in keeping with the trend toward breaking down complex problems into small com​ponents and computing them simultaneously. Parallel comput​ing, then being pursued by researchers and companies around the country, would later lead to dramatic increases in the speed of computing, and transform the supercomputer industry.

When I arrived on campus, Fox's team had barely gotten a four-processor prototype working. But since nobody knew how to program the radically new machines, my first job was helping figure out how to use them to solve problems that had previous​ly been solved sequentially. My role was "speed hacking"-trying to figure out clever ways to get more performance for a particu​lar problem-something I had done a lot of at Princeton. One of the things we discovered early on was that the hypercube com​puters were ideal for computing a set of mathematical problems known as fast-Fourier transformations, which are used in signal


processing and have practical applications for everything from hunting enemy submarines, to recognizing human speech, to compressing data.

I worked with Fox full-time for the summer, but after the school year started, my interests moved in other directions, and I quickly drifted away from the project. One factor that led me away was a competing job offer from NASA’s Jet Propulsion Laboratory, just up the hill from Caltech. The JPL engineers offered me the opportunity to work in communications systems research, an esoteric area responsible for much of the work involved in building radio bridges to deep-space probes like Pioneer and Voyager that had been sent to other planets. Some of the best communications people in the world were at the lab dur​ing this period, and they were looking for students who were adept at stepping in and working on projects in which there were no easy guidelines to follow. My Unix and computing experience turned out to be a much sought-after commodity. The JPL group was trying to build a design system on a Unix machine to help them do gallium-arsenide integrated circuit design, and I soon became the resident Unix hacker and troubleshooter.

At Caltech there is a long hacker's tradition of cleverly manip​ulating the system. The criteria were that any hack had to be done in good style; it should be clever, amusing, and not a copy of something done before; and most importantly, it should not be destructive or harmful.

I participated in my share of pranks. For example, I had done some rock climbing before I came to Caltech, and once I arrived at school I discovered that the fact the campus was in the middle of a city didn't stop the school's climbers. Scaling buildings is called buildering, and there is even a climber's guide to the archi​tecture of Caltech. Rappeling off buildings at 2 A.M. was one of our favorite sports for avoiding homework. Of course, campus security hated to have people climbing around on their buildings, and so throughout my undergraduate years a running game was waged between the climbers, who were trying to avoid detection, and the guards, who were trying to stop them.

One evening a friend and I decided we would give the security guards something to do. Since there was nothing wrong with simply walking around wearing climbing gear, the two of us


slung ropes and climbing hardware over our shoulders, and pro​ceeded to amble leisurely around campus, stopping in front of a few popular climbing routes and many improbable ones. Before long we had collected a following of a handful of guards, who stood and eyed us at a distance with their radios squawking, and continued to follow us around on our tour of great climbing spots, until an hour later we each turned and went home in opposite directions.

On the academic front, I began the school year trying to. behave like a normal student, hoping that college would be dif​ferent from high school. But after the first few weeks I realized that it was much the same experience, an& I found I was focus​ing on what interested me, and ignoring the fact that the school expected me to jump the mandatory hurdles along the way.

There were two classes, however, into which I threw myself with real enthusiasm. One of them was a course taught by Ron Drever, a general relativity experimentalist, who is well known for his work with gravity wave detectors. The problems he's best at solving involve detecting remarkably minute effects in an envi​ronment cluttered with larger, more powerful forces. The class, half juniors and seniors, the rest graduate students, except for me, basically focused on how you could measure incredibly small gravitational effects by cleverly setting up your experiments. Much of our time was spent reviewing experiments in theoretical relativity, looking at both effects that had been postulated but not yet measured, and measurements that have actually been accom​plished.

One notable thing about the course was that it had no midterm, and the entire grade rested upon designing a labora​tory experiment to measure one of the as yet unmeasured effects predicted by general relativity. I came up with an idea for measuring a phenomenon called gravitational frame drag, using a tool called a laser interferometer in a novel way. We all turned in our papers, and Drever started off one of his last lec​tures by announcing, "I'm very disappointed in you. I only got one original idea out of all the papers, and that was from a freshman."

The other course that had a huge impact on me was a gradu​ate course taught by Richard Feynman; Carver Mead, the father


of VLSI, or Very Large Scale Integrated Circuit design; and John Hopfield on the physics of computation. Hopfiel4, who was one of the inventors of neural networks, a computational model that mimics biological systems, was one of my undergraduate advis​ers, but it was Feynman's interest in the underlying foundations of computation that particularly intrigued me. Feynman, one of the world's leading theoretical physicists, hadn't taught during my first quarter at Caltech because he was being treated for cancer, but at the end of that quarter I introduced myself, and timidly asked if I could take his upcoming course. He asked me a couple of questions about my background, and then said it would be fine for me to attend. I wound up taking the course both years I was at Caltech.

The seminar focused on the limitations of computing-quan​tum limitations, communications limitations, coding theory limitations, and thermodynamic limitations-and thus probed the ultimate frontiers. Although I had explored parallel comput​ing even in high school, through Feynman I began to see that while modern computers processed information serially-one instruction and one piece of data at a time-nature computes in parallel. I also began to understand that serial computing actu​ally corrupts the way you think as a scientist. Using serial com​puters to explore a parallel world often masks the real simplicity of nature.

I spent the summer after my freshman year back in Princeton, where I worked at the Institute for Advanced Study with Steven Wolfram, a physicist who later developed Mathematica, the pro​gram that is now widely used in high schools and colleges. It suf​ficed for summer work, but Wolfram was looking for a profes​sional coder to help him develop software products, which was not something that interested me. I write software, but I do it to solve my own problems.

When I returned to Caltech in the fall, I soon found that I was growing bored by academic drudge work. I began taking more upper division and graduate classes, dabbling in things, hoping to find something in which I could completely immerse myself In the process, however, I quickly burned out. I was simply losing interest in jumping through academic hoops for no apparent rea​son. I did increasingly poorly in my required classes, and felt


distracted. I was having more fun playing in the graduate classes I was taking, and began to think about doing something else even though I didn't have anything else in particular in mind.

During my first year in Feynman's physics of computation I had met Danny Hillis, the artificial intelligence researcher who had recently founded the Thinking Machines Corporation in Cambridge, Massachusetts. Feynman was a frequent visitor there, along with a range of other scientists and engineers who were intrigued by Danny's radical approach to building a massively parallel computer. At the end of the school year, Hillis invited me to Cambridge to work with Thinking Machines for the summer, so Feynman and I represented the Caltech contingent at what was essentially an MIT start-up company.

The Thinking Machines Connection Machine computer was a dramatic break with what had come before in high-performance computing, a field that had been dominated by Cray Research. Seymour Cray's machines were designed to use a small number of very, very fast, and very expensive, processors. At Thinking Machines, however, the notion was to divide problems so they could he solved by more than 64,000 inexpensive processors working simultaneously.

I was able to work on a number of intriguing projects at the company, hut the one that was probably most useful was a sim​ple hack for hooking together an array of small, cheap disks. One of the biggest problems in supercomputing is getting the vast amounts of data used in its calculations in and out of the machine quickly enough. Using a group of inexpensive disks and spreading the data among them, instead of relying on a single fast, but expensive disk, was the perfect complement to the army of inexpensive processors that were actually computing the data. My contribution was to design a "self healing" array of disks-that is, I figured out how data could be arranged across a number of disks, so that if one failed, the data that had been on the sick drive would automatically be regenerated on a spare.

Hillis was a wonderful person with whom to work because he was genuinely more interested in building machines that could think than he was in being a successful businessman. He had assembled a remarkable group of engineers and scientists, and things often didn't take place in a predictable fashion.

One Sunday afternoon, for example, Danny and I discovered that we wanted something out of the office Coke machine, but that we were out of quarters. Danny went around the building hunting for the key, which he found, but we both decided that get​ting the key each time we wanted a soft drink wasn't an optimal answer to the problem. It seemed to us that we could design a more permanent solution: we would simply build an interface to the Coke machine so that you could control it from a computer con​nected to the Internet. It took us only about half an hour to get a serial interface working that would allow you to control the machine and credit yourself change from your computer's desktop. Our system went one step further than the classic Carnegie Mellon Coke machine hack, which was connected to the Net only in order to provide status information on how many cans were left in the machine and whether they were cold.

I had a wonderful summer at Thinking Machines simply pur​suing whatever problem seemed interesting, and when I flew back to Caltech in the fall of 1984, the idea of being a student again was even less inviting than when I'd left in June.

I'd had an offer to work with Steve Chen, Seymour Cray's com​puter architect, who would later leave to found Supercomputer Systems, Inc. I visited Chen at Cray Research, and toyed with the idea of going there, but locking myself into one company seemed in its own way as confining as school.

At the same time, however, I'd gotten a call from a team of researchers who'd left Caltech for the Los Alamos National Laboratory in New Mexico to build a specialized parallel comput​er for physics research. Was I interested in coming to work there to join a newly created parallel computing project? It seemed strange that they would pursue an undergraduate when there were so many other people to choose from, but I realized that my breadth of experience in computing was valuable. I thought about my prospects for a while, and went looking for Feynman. I wanted his advice about whether I should stay on as a student.

I found him one afternoon as he was walking across campus. I explained that my grades had put me in trouble with the admin-istration, and I didn't know if I wanted to stay anyway. He told me that if there was anything he could do to help my situation at Caltech, he would be glad to do it. I described the offer I had at


Los Alamos, and asked his opinion. He wasn't going to make any decisions for me, he protested, but I got the feeling he thought I'd do better if I set out on my own. I decided it was time to leave college for good.

I arrived at Los Alamos in late 1984 on a post-doctoral research appointment, even though I had no high school or college degree. At nineteen, I was the youngest staff member to come to the Los Alamos theoretical division since Feynman had joined the Manhattan Project in the 1940s. As the nation's oldest nuclear weapons laboratory the lab was steeped in government bureaucracy, and rife with bureaucrats, some of them my super​visors. At the same time there was a "can do" spirit at the Labs that I found refreshing, and there were pockets of intellectual freedom in which it was possible to pursue interesting science.

Although I had come to Los Alamos in the midst of the Reagan Cold War buildup, within several years the nation's defense budget would peak, and then begin to wind down, forcing the weapons designers, many of them former physics prodigies themselves, to justify their existence for the first time in their careers. I, meantime, took a Young Turk's delight in knowing that I was siphoning fund​ing away from the weapons budget into the far more intellectually interesting area of basic physics research. Instead of puzzling over problems like how to blow up the enemy more efficiently, I worked with a group that spent its time exploring the very fundamentals of computation, which had only theoretical ties to weaponry, and thus put us out of the lab's mainstream.

Although my original mandate at Los Alamos was to help design a new kind of parallel supercomputer, I ended up becom​ing part of the Theoretical Division's scientific visualization and simulation team, led by a brilliant physicist named Brosl Hasslacher, who was twenty-four years older than me, and in every way my mentor. It was Brosl who recruited me away from Parallel Computer Design and back to physics, and we worked together in a rich collaboration.

Although Brosl had an international reputation as a physicist, many of his superiors at the lab didn't appreciate the significance of his work. One winter, our team was exiled to a virtual Siberia,


a trailer gulag outside the main lab building. It didn't bother us that the funky trailer wasn't designed to support clusters of com​puter workstations and that it needed to be jerry-rigged to ensure adequate electrical power. But because it was essential to stay con​nected to the outside world, we had to string a coaxial computer cable to another trailer that was already hard-wired to the main laboratory network and the Internet.

It can snow a lot in Los Alamos, so to protect the cable from accidental damage after it was buried in a storm, we placed Day​-Glo orange road markers along its length and alerted the mainte​nance department to its existence. A lot of good that did. The next day a Laboratory snowplow came through and neatly sev​ered it. We strung new cable and called maintenance again, but the next time it snowed, the plow put us out of business once more.

Tougher measures were clearly in order. I had the idea of wrap​ping the cable in Kevlar, the same rip-proof fabric used for bul​letproof vests and for mooring submarines. I took a length of Kevlar cord, anchored one end to a concrete pillar, wound it around the network cable and then fastened the cord's other end to the wall of the neighboring trailer. So there, I said to myself.

It worked, but a little too well. The next time a plow ran over our line, the Kevlar caught it, the way the arrester cable snags a fighter plane landing on an aircraft carrier, and the plow yanked the side off our neighbor's trailer. From then on, however, the plow drivers were more cautious.

In the summer of 1985 Brosl spent several weeks visiting the theoretical physicist Uriel Frisch in the French countryside near Nice. The two were collaborating on a fundamentally new approach to computing they called lattice gas automata. In the 1 930s the mathematician Alan Turing had proposed a simple sequential device for solving mathematical equations that became known as the Turing Machine. The power of the Turing Machine is that it can simulate every other computational scheme, and as a result it has become the standard tool for think​ing about computation.

However, both Brosl and Frisch were physicsts rather than mathematicians, and they came upon a new parallel computa​tional model drawn from a physicist's world view. They realized


it was possible to model the flow of fluids in an entirely different way than had been done before, and they began to think about the design of computers that would be needed to simulate such a model. The obvious payoff is that by computing in parallel it is possible to achieve orders-of-magnitude increases in speed. In their model, instead of computing a complex formula sequen​tially, the flow of a fluid is simulated by a system that is made up of man! simple components that interact locally. In other words, an algorithm, or recipe, for sequentially computing a problem is replaced by many independent agents that are called cellular automata.

Traditionally, for example, the flow of fluids has been described by a complex equation known as Navier-Stokes. Now Brosl and Frisch proposed the idea of a hexagonal array at each point of which particles could be represented colliding, and in motion. A set of simple collision rules for each point on the array are enough to model everything that required a complex equation, and it can simulate fluid flow in two or three dimensions.

Frisch and Brosl were good friends and they both realized they were or the edge of a dramatic advance, but Frisch was a Frenchman first, and a quite nationalistic one at that. After sev​eral days Brosl realized that every afternoon his friend was going off by himself, and speaking by telephone to a team of four or five programmers in Paris. He was trying to perform an end-run, and give the French a headstart on being the first to implement a working version of the lattice gas automata model!

Brosl decided that two people could play this game, and so one evening he phoned me back at Los Alamos and described his and Frisch's basic theoretical model in detail. I proposed some minor changes and told him that I thought I could imple​ment it 4uickly. The machine I had to work on was called a Celerity, a Unix scientific workstation with a 1280-by-1024-pixel high-resolution display. I worked at coding for a couple of days to Implement Brosl's theory in a program that would graphically display the flow of a fluid as it emerged from the tens of millions of small particle collisions. Because I was just modeling a small set of local rules about the behavior of the par​ticles, the software was dramatically simpler than existing versions. The 


essential elements of the simulation could be described in several dozen lines of code, and it was far less com​plex than the several hundreds of lines of code normally required to perform two- and three-dimensional hydrodynamic calculations.

When Brosl came back from France a week later I had some​thing to show him on the display, and it was almost there, but something was not quite right. He came up with a few changes, and then went home while I kept tinkering. About midnight I phoned him.

"Brosl, you better come up here and look," I said. "There's something weird happening on the screen.

On the computer monitor a thin line representing a plate inserted to disturb the flow of the fluid as it passed around it was surrounded by a halo of slowly changing colors. Brosl instantly recognized that we had done it; the image gradually transformed as millions of particle collisions were computed, and vortices were clearly emerging. We left the image frozen on the screen, and the next morning when we came back to the Lab the room was crowded with hydrodynamicists who were startled to see that we were computing something hundreds of times faster than traditional sequential algorithms.

Brosl's theory didn't gain instant acceptance, however. Entire academic empires had been constructed on the old sequential models, and the publication of his paper on lattice gas automata in August 1985 created a nasty spat in the scientific community. Some scientists initially attempted to challenge the accuracy of the technique, but we were soon able to confirm our results. It was remarkable proof that controversial parallel computing tech​niques could provide dramatic speedups over existing approach​es.

Despite his intellectual triumph, Brosl's work still remained outside the mainstream, and in mid-1988 we decided to get away from the politics and infighting of the weapons lab. We moved to San Diego to set up a remote site of the lab's Theoretical Division. With the end of the Cold War the weapons labs were already beginning their decline, and as funding dried up, the bureaucracy was becoming more and more imprisoning. Roger Dashen,


who was a physicist I knew well, was trying to turn the University of San Diego physics department into a lively and eclectic place, and he offered me a research position there. One evening that summer Brosl and I finished loading up an 18-wheeler semitrailer with our computer gear and headed west, through the cool desert night.

