Secure Data Exchange

Bob Riemersma

BVO Computing Services
Written: May 3, 2001

Revised: October 31, 2002
Disclaimer

This document constitutes “advice” only in the context of making practical suggestions for the workplace.  The author makes no specific guarantee regarding the degree of security you will obtain by following these suggestions.  Much of what follows is simply informed opinion.  Those with high security requirements should seek more robust solutions.
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I. Synopsis

This paper was written for data exchange practitioners who may not have sophisticated technology backgrounds.  It was especially written for those workers and their managers using desktop computers to prepare bulk information to be sent outside their own organizations to others.  Such information is primarily raw-text data.

The need to protect data exchanged between organizations is increasing.  New legal requirements are being imposed with increasing frequency.  The computers, software, and networks in use today increase the likelihood that somebody may come across sensitive data and attempt to abuse it – things are much more “open” than in the past.  Quite often today our data is sent using commodity media such as IBM-formatted floppy disks or the public Internet.  We need readily available and easy to use encryption tools.

There are many encryption tools available today but few of them are truly easy to use and most of them are difficult to deploy among our data-trading partners.  I hope to show how the encryption technology embedded in “Zip” compression tools may be used safely for all but very high security purposes.

II. Background

This is not a formal academic paper but more a set of suggestions.  References are not given in most cases and the intended audience for this paper will not be doing its own research.  The material I used in my own research can be found on the World Wide Web or in widely available books on the subject of encryption technologies.

I’ll start by presenting some background:

A. What is encryption?

A good deal of space in the computer security press is spent on protecting data through encryption and digital signing.

The term encryption as I use it here refers to a process of obscuring information by applying a computer algorithm that produces different results based upon a supplied key, password, or pass-phrase value.  In general a file containing information encrypted in this manner can be recovered by applying a companion decryption process using the same key or a key related in some way.

Digital signing via digital signatures is a related technology that can be used to verify the authenticity of an electronic document.  Digital signatures are beyond the scope of this document however and will not be discussed further.

B. In what context is encryption discussed here?

The problem addressed in this paper is a common one: the need to send protected information via channels with a high risk of exposure or interception.  In particular I will cover data that is processed on a desktop computer.  This applies to data that originates on desktops or client/server systems, or data downloaded to a PC from a mainframe or another system before being sent out to recipients.

I hope to describe a way of using “good enough” encryption so easy for both the sender and legitimate receiver to use that it can become part of office routine.  This level of encryption does not meet the highest security requirements – but it will help you protect sensitive data better than sending it in clear text possibly could.

C. Where are the risks?

Looking around at my own operation, I have come to several conclusions about the security of information we exchange with outside groups.  My own risk-assessment in this matter shows:

1. Commodity media such as floppy disks and CDs pose the greatest risk.

They are easily copied and read by equipment found nearly everywhere today.  There is little inherent security available aside from the valuable attribute that they can be locked up, or “physically secured.”   The weakness of course is that there is a high risk of interception of such data while in transit.

Sending such media through the mail or by public courier services leaves the information they contain vulnerable to interception and duplication at every step.  Used media may lie around an office for years, or find its way into the public waste stream without even mild attempts at erasure or destruction.

By contrast, media such as ½” mainframe tapes and server backup tapes are not nearly so vulnerable - simply because suitable drives are so much scarcer by comparison.  Using tapes for data interchange is becoming rare, but care should be given to its use nonetheless.  Good, commonly available, and easily used encryption is not available in most cases for data exchanged on tape.  Tape security is beyond the scope of this paper.

2. Internet mail attachments pose a risk – second only to commodity media.

This may soon become the biggest risk to sensitive material in the workplace.  Office workers have become very comfortable with the idea of sending data and document files as email attachments.  It has become vastly more convenient than creating and shipping media of any type.

The only “brake” on its use seems to be capacity: most mail server administrators limit message sizes to about the size of a floppy disk.  Limits of 500K to 2M bytes are common.

Internet mail messages flow over the public Internet, which in itself can be risky.  Even worse though, and contrary to users’ beliefs: email is anything but a point-to-point service.

Copies of every email message sent reside in both the sender’s and the recipient’s mail servers, along with zero to many intermediate mail relay servers as well!  Many people worry about network traffic monitors and “sniffers” that can record public data instantaneously as it flows through the branches and trunks of the Internet.  Email servers and relays hold copies of potentially sensitive material for hours, days, or weeks though!  You might want to ask, “Just who has access to these servers?”  Believe me, you don’t want to hear the answer.

3. Digital couriers and data relays expose risks.

These types of services act as information gateways or electronic analogs of package or letter courier services.  In typical use the sender logs on with a user account and transfers data to some holding area on the server, addressing the “data parcel” to its intended recipient.  The receiver may receive a notification such as an email announcement.  Then the recipient logs on with his or her own account and downloads the data.

Digital courier services are normally used to bypass network perimeter security that would prevent direct transfer of data.  Perimeter security would normally prohibit access by an outside organization to an interior server, while permitting client access from inside the perimeter to servers located on the public Internet.

There are several risks here.  Eavesdropping on the upload or download traffic is one.  Unauthorized access to “parcels” in this electronic post office by courier service staff or individuals breaking into the service may be possible.  Misrouting of parcels to unintended recipients could be made to occur, or might occur through errors.  And the insertion of false parcels into the post office could conceivably be arranged.

Some digital couriers support encrypted tunnel protocols for uploads and downloads.  Some of them even store the “parcels” on their servers in encrypted form until pick-up.  Both of these features should be on your shopping list if you are considering such a service.

Sadly, many corporate data exchange gateways cannot support encryption.  Often they can only handle plain text data messages, forwarding data directly to mainframe applications that cannot decrypt data before using it.  These systems are holdovers from the legacy Electronic Data Interchange (EDI) and Value Added Network (VAN) era, which predated the Internet’s widespread commercial adoption.

4. FTP transfers can be observed and recorded.

While I believe that network eavesdropping to capture whole data files that are being FTPed is rare, it is a risk you need to consider.  Even having a portion of a file of credit card information captured is a serious exposure.

Keep in mind that FTPing data to your recipient’s server doesn’t necessarily mean that the server itself is under the control of your intended recipient.  This is almost certainly not the case for most of us.   You need to be aware of the risk attendant in relying upon those who have access to servers and server room facilities.  The real advantage of FTP is that it is point-to-point, unlike email, and therefore you generally only have one server to worry about:

· How many contract support people have access to the server?

· How many temporary or student workers?

· Is this server housed among many others serving different purposes?  If so, just how many people have physical or remote administrative access to these servers?

· Just who has access to this server room?  Has anybody working with these servers been subjected to any kind of background check?  How would you know?

· Is anybody accountable?

Go to your server manager and ask a few of these questions.  But be prepared to be disappointed at best.  The age of “glass house” mainframe security is long over.

D. How can encryption help?

If you are like most of us you have little or no control of the transmission medium available, the integrity of the technologies used, the security of server rooms or mailrooms, or much else.

If your application requires physical media exchange, so be it.  If your files are small enough to travel as email attachments, perhaps that is what you’ll use.  Where your organization or the recipient offers an FTP server for you to send data to… well, you will do that then.  Your position is even better if you and your trading partners have a high-quality digital courier in common.

But by applying at least moderate-strength encryption to the data before you try to send it you will be performing due diligence.  The good news is the tools required can be quite simple to obtain and operate.  The key as with so many contrivances is safe operation.

By encrypting the source data you do not have to depend on others to look out for you.  And if they do, so much the better!

III. Research.

I started looking at both free and commercial tools for data encryption.  There really aren’t very many though.  Nearly all of these can be ruled out for daily office use based on a number of factors:

· Complexity.  If they’re too hard to use they won’t be used.
· Price.  Most of the proprietary solutions are quite expensive.  And usually you cannot just give them away to your correspondents, who will generally need the same tools.
· Platform Dependency.  If they only work for Microsoft Windows, UNIX, or “platform X” then data interchange can be problematic.  Windows is ubiquitous, but we shouldn’t be tied to specific platforms if possible.
· Stability.  If we have to deal with new and incompatible versions of the tools frequently, we face a software support problem.
· Security.  A most important topic.  If a technique cannot offer enough security for our purposes it is of no use to us.
· Novelty.  Usually your desktop software support staff can refuse to buy or support these tools – even when “support” means merely running the setup program for you.  How many times have your special needs gone unmet because “You have an office suite, that’s all we support” is the stock reply to any software request?  And you know what it takes to buck that bureaucracy.
Are these criteria subjective?  Yes!  Do they seem to eliminate all possibilities?  Yes, on first glance.

But I have found a single approach that exhibits simplicity and stability far beyond all others.  I have done extensive research on vulnerabilities in the encryption it uses.  Tools for this approach are also available in many free and commercial forms – and they are available for many platforms and will interoperate (a Windows version can share data with a Unix version or many other versions).

This technology is called Zip encryption. It offers benefits beyond encryption by decreasing the size of files, through its inherent compression capabilities.

A. What is “Zip?”

The term Zip is commonly used to refer to a type of file archive.  It has no connection with Iomega’s Zip Disks or Zip Drives that you may have heard of.  But it will work great with those as well as floppies, CDs, FTP, or email.

Heavy users of PCs and other desktop computers deal with archives of various sorts on a regular basis.  The original idea was simple: package up a number of related files to be stored or distributed as a unit – an archive, usually a single file.  Archives started out as ways to stack multiple files on a single tape to save tape library storage space.  Today they are usually disk files that contain multiple separate files bundled into one.

A basic archive makes for ease of handling, but very quickly it was recognized that applying data compression techniques to archived data improved things.  The resulting archive files were smaller, making them easier to store and cheaper to transmit over networks.

In about 1986 a man named Phil Katz created the Zip file format and an MS-DOS program called PKZip (Phil Katz Zip) “at his mother’s kitchen table” according to one interview with Mr. Katz – though this is disputed.  In most ways his creation was merely a refinement of similar archive software and file formats from that era, but it was very successful and is extremely common today.  The story behind Zip involves software piracy (or allegations of such), commercial warfare, a battle for mind-share, and not a little tragedy.

Along the way a sophisticated data encryption facility designed by Roger Schlafly was incorporated into the Zip format, and free and open-source forms of Zip tools for many computer operating systems became available.

Which is why we are here.

B. Zip compression.

On simple ASCII text files, Zipping can reduce file sizes by 70% or greater.  Highly redundant text files can compress to as small as 2% of original size.  A Project Gutenberg text rendition of Coleridge’s “The Rime of the Ancient Mariner” duplicated several times to give a 2MB text file compresses down to 36KB or less using WinZip.  Executable programs or word processing documents generally compress to around 50% of their original size.

Say we have an email attachment limit of 1.5MB.  We consider sending text compressed to 25% of its original size using Zip technology.  This lets us email a file that occupies 6MB in its original form!

C. Zip encryption.

Since the Zip 2.0 specification came out a great many advancements in encryption have been made available for public use.  Zip 2.0 compression is widely supported however, and has been subjected to a good deal of scrutiny.  In general, Zip encryption is highly interoperable between platforms, however this wasn’t always perfect in the past:

Comment By Info-Zip Regarding HP-UX Zip Tools

“There is an optimization bug in the native (non-GNU) HP C compiler for HP-UX 10.20 that breaks Zip's encryption code and UnZip's decryption code.

“Recompile crypt.c with optimization turned off (no -O or +O2 option) or turned down to the lowest level (+O1). Note that this bug affects both decryption of zipfiles created elsewhere and encryption of zipfiles created on HP-UX (i.e., the latter cannot be decoded on other systems).”

My research has shown that Zip encryption is far from invulnerable, but by observing a few precautions it isn’t nearly so easily overcome (or broken) as some authors might have you believe.

1. Dictionary attacks against Zip encryption.

There are many free programs available on the Internet designed to use this technique to break Zip file encryption.  There are even commercial programs that use dictionary attacks, advertised for the purpose of “password recovery.”

The idea behind a “dictionary attack” was originally that people tend to choose very short passwords, often made up of one or two words or word-like entities.  The programs that use dictionary attacks often employ modular or “pluggable” dictionary files into which not only English words but words from foreign languages, proper names, acronyms, or company names can be inserted.

The program then simply tries all available combinations of the words as passwords, typically using Zip file internal integrity checks for verification of “hits.”  Yes the process takes hours, though fewer when using newer, more powerful computers.

The best way to defeat dictionary attacks is to simply avoid using short passwords and by trying to avoid common words.  Another good rule is to avoid reusing passwords.

This technique is now obsolete, having been replaced by the “brute-force attack.”

2. Brute-force attacks against Zip encryption.

This is the slowest form of attack.  It involves cycling through all possible character combinations.  Eventually all possible passwords can be tried.  These programs can be found on the Internet too.

Most commercial Zip file crackers start with a dictionary attack.  When that fails a full brute-force attack is tried.

This style of attack is really only effective against Zip passwords made up of letters and digits and less than 8 characters long.  A few years ago a good brute-force trial rate was 10 million combinations a second.  This means using an 8-character password made up of non-words using upper and lowercase letters and the digits 0 to 9 would take 252 days to go through all possible combinations.  That is, 2.18 x 1014 combinations!

A password-cracking attempt might get lucky and hit your password sooner, but on average it will take 126 days of trials at 10 million per second if you use 8 characters.  We have even faster desktop computers now, by about a factor of five.  Even a more efficient program on a fast computer might average about 10 days of solid work trying to brute-force such an 8-character Zip password though.  True, this isn’t safe enough for a file of credit-card information, but it meets most commercial needs and you can easily do better.

So once again we find that avoiding short passwords as well as spelling words goes a long way toward defeating password crackers.

Keep in mind that many Zip programs can accept passwords as long 25 characters.  In some cases it is even possible to use symbols such as @ # ! % and even others such as ½ or À or æ.  Some programs will accept passwords made up of any of the 256 possible 8-bit values.

Comments By A Cracker Tool Maker

“[product] is able to recover lost or forgotten password to pkzip/WinZip archives. Brute-force attack and dictionary search are used to find out the password. Although [product] is very fast (over 1,000,000,000 passwords per minute), password recovery may take a lot of time. If a lost password is long, than the recovery time may be inappropriate (like years, centuries, and so on). This problem is of global nature - in general, protection in ZIP archives is very complex.”

Comments By A Digital Courier Service

“Since ZIP software is widely used, the vulnerability of a ZIP encrypted file is directly related to the characteristics of the password or other method used to encrypt the file. [Encryption consultant] says that third-party lab tests have demonstrated that if a ZIP file is encrypted with a password that is “well chosen” and that contains 10 characters or more, the file is virtually, though of course not absolutely, secure. A “well-chosen” password is defined as one that is not a word or phrase found in a dictionary and is comprised of allowable characters (there are 97 allowable characters on a keyboard including upper and lowercase letters, numbers and all special characters).”

3. Known-plaintext attacks against Zip encryption.

Kocher & Biham wrote a paper in 1994 in which they exposed another vulnerability of the Zip encryption approach.  Basically, it says there are weaknesses in the encryption algorithm that allow faster recovery than brute force.  As with other techniques, known-plaintext crackers can be found on the Internet.

A known-plaintext password cracker requires either a sample of the plaintext (unzipped, unencrypted) form of your data or a sample of the Zipped (but not encrypted) form of your data.  To Zip encrypt a file, programs first Zip the data into compressed form as a temporary or permanent file.  Then they do a second encryption pass over this intermediate (compressed) data.

A known-plaintext cracker must obtain either the first 30 to 200 bytes of your plaintext data or 13 to 40 bytes of your compressed but not yet encrypted data.  From this they can extract the password and the data from the encrypted Zip archive in a matter of minutes!

To help defeat this type of attack you should be careful to avoid keeping the intermediate compressed data around at all after use – generally not a problem.  Most modern Zip tools remove such temporary files when processing is complete.

You should also be careful not to include any kind of “standard header information” in your data files.  This can be more difficult than you may realize.

Things like word processor and desktop database file formats often include substantial fixed header information.  Much of this is well known by the Zip-cracking community, and they will try several of these with the known-plaintext attack before giving up.  Some commercial “password recovery” tools even contain a database of standard file format headers and will try these with a known-plaintext attack automatically, before even beginning any other form of attack!

Comment By A Commercial Cracker Tool Maker

“Brute-force attack is the worst case, sometimes other more effective recovery methods are available. For example any password-protected Word or Excel document could be recovered using our unique [cracking service] within a reasonable time frame.”

So what do you do?  Avoid sending word processor documents, spreadsheets, and other file formats with fixed headers.

I consider this the greatest weakness in Zip encryption.  The only safe (and portable) way to send a Word document is to save it as plain text (.txt).  To safely send Word, Excel, and other documents in their “native” form I resort to other techniques.

4. Key-recovery attacks against Zip encryption.

Zip-cracking lore says that this approach works for WinZip archive files only (not PKZip or WinZip self extracting archives).

There must be at least 5 files in the archive, and key-recovery decrypts the data without actually recovering the password.  It seems to be based upon a flaw in some versions of the WinZip utility that leaves traces of the internal encryption key behind in the Zip file in some discoverable form.

Key-recovery programs are available on the Internet, and with desktop computers available today the process takes only a few hours.  My research seems to show that this approach is rare in commercial “password recovery” programs, but WinZip is popular so that may not remain true for long.

To defeat key-recovery programs one should avoid putting many files into an archive intended as file encryption.  You should certainly include less than five files and generally include only one file per archive.

Avoid using WinZip for encryption, place less than five files in an archive, or generate a self-extracting executable file.  I elaborate more on this last point further on.

5. Other Zip encryption vulnerabilities.

Despite a great deal of research on my part, I haven’t run across any!

This doesn’t mean they do not exist.  Who knows what secrets lurk in the hearts of national security agencies?  But it may mean you are pretty safe from them if they do exist.  I have not found Zip cracking tools or services that brag of any exploits aside from those already mentioned.

The Zip 2.0 format is mature, stable, and tremendously widespread.  If ever there were a ripe target for investigation by the cracking community, Zip is it.

My conclusion: when passwords are properly chosen and managed, and plaintext versions of files are kept secure, Zip encryption can be very effective in protecting sensitive data.  True “ASCII text” is usually much easier to protect than office-suite document formats, which afford an easy cracking route due to well-known header layouts.

Mastermen Pty Ltd, Guide to recovering password protected WinZip and Zip archives, 2001

“From a cryptographic perspective, the security [of Zip encryption] is not high as known plaintext attacks are possible in some circumstances.  However in practice, it may be impossible to recover a password protected archive if a strong password is used and no plaintext attack is available.”

IV. Tools

There are many programs available for creating Zip archives and extracting files from them.  You can find them for many operating systems, but here I will list a few that were made for Microsoft’s MS-DOS and Windows environments.

· PKWare products.  These are programs that descend most directly from Phil Katz’s original efforts.  PKWare sells both MS-DOS versions of PKZip and a product called PKZip for Windows.
· WinZip.  A popular shareware Zip/Unzip utility.  One of the earliest to offer a graphical interface, and widely considered one of the most polished Windows programs available outside Microsoft’s own.  As noted above, some versions may exhibit a “key-recovery” vulnerability not present in other products.  This is an excellent product however, and not one to be passed over lightly.
· Info-Zip.  This is less of a product family than it is a computer user movement.  The Info-Zip effort began as a way of taking public Zip specifications and developing Zip-related software in freely distributable form for a wide range of computer operating systems.  For portability most Info-Zip programs tend to be command-line based.  One exception is the Windows graphical interface Zip utility Wiz.  Info-Zip may be winding down.  I have read that they feel they’ve done all they can, and that they believe that today’s large files are making Zip obsolete due to its file size limitations.
· FreeByte Zip.  Another free Zip/Unzip tool, probably based upon the work of Info-Zip (as are so many efforts in this category including WinZip).
V. Suggestions

A. Choosing your Zip software tool.

For day-to-day use on a Microsoft Windows PC, I currently recommend FreeByte Zip above all others.  I have looked at and worked with many file archive products over nearly a decade – substantially longer than that if you include non-Microsoft platforms!

Some of my reasons are subjective.  Others will be controversial.  These are simply suggestions, of course:

· Free.  You can obtain it easily by searching the web for FreeByte and downloading it.  It may also be available on any of several CD collections of free software.  You may give it away to anyone, including (especially?) your data trading partners.
· Easy to use.  Not nearly as polished as PKZip for Windows or WinZip, but perhaps easier to use than Wiz and certainly easier than most command-line products.
· Supports encryption.  Surprisingly, many free Zip utilities do not.  This hearkens back to the 1990s when the U.S. government restricted the importing and exporting of encryption technologies.  Tools such as PKZip may still be classified as munitions!
· Supports strong passwords.  FreeByte Zip will accept passwords of as many as 25 characters.  For even greater security it will accept special characters outside the regular keyboard alphabet, through use of the ALT-key extended character entry technique or the Windows “Character Map” utility.
· Does not leave unencrypted temporary files behind.  One less cleanup step required, improving security.
· Can create self-extracting Windows executables.  No, not everyone uses Microsoft’s Windows – but many offices do!  This feature makes your resulting archive file a little bigger, but it means your receiver doesn’t need any Zip software at all if they have a Windows PC at hand.  They simply run the “program,” enter the password you supply, and your data file is decrypted and expanded back into its original form.  One caution here:  many mail servers will block self-extracting EXE files because of the possible threat of computer viruses carried by EXE email attachments.
· Can be “XCopy installed.”  This means that you do not need special administrative rights to install FreeByte Zip on your PC.  Just run the self-extracting distribution package in a folder on your hard drive.
The last point of course is the most controversial.  Here we are, talking about “desktop security” and I am suggesting a way to install unapproved software on your PC?  What it really means is that you should make a request of your desktop computer support group for a comprehensive Zip software suite.  Can I have an “Amen?”

This might turn out to be WinZip, PKZip for Windows, or some other product.  Chances are they haven’t heard of FreeByte Zip, and it is just remotely possible they might adopt it and save on licensing costs for Zip software.

Recent editions of McAfee, Norton, AVG, and Kapersky virus checking software have scanned the copy of FreeByte Zip installer that I use, both before and after self-extraction.  I have used the product for numerous files – several hundreds at least – with no ill effects.  Again, I cannot guarantee anything, but it seems very safe.  Perhaps your organization has a software certification lab that it could be submitted to.  At this writing mine does not.

Whatever product you are offered, be sure to have it verified for features against my checklist above.
B. Secure use of Zip encryption.

This section is a recap of much that was already described in the Research section above.

1. Whenever possible, send passwords separately.

Yes this seems obvious, doesn’t it?

If you email encrypted Zip data to your recipient, at least use a separate email or even a fax to deliver the password to them.  When faxing passwords be sure to use a large clear font to avoid problems due to noisy fax transmissions.  You might even ask the recipient to call you, and only fax the information when you know they will pick it up quickly – few of us have private fax machines at our disposal in the modern workplace.

When mailing floppies or CDs you should ideally send the password out under separate cover, possibly in another day’s mail.  Even better, email or fax the password.  Strong passwords may be difficult to relay verbally via phone.

2. Don’t reuse passwords.

If you send data to the same recipient using the same password several times you increase your risk of exposure.  Using the same password for multiple recipients can be just as bad.  So on the chance that somebody does intercept or crack a password, make sure they cannot use it to unlock additional archives.

3. Use strong passwords.

Avoid using words, proper names, or anything easily guessable or likely to be contained in a cracker’s dictionary.  Any password over seven characters long is good – but the longer the better.  Many programs can use passwords as long as 25 characters – some even more!  If possible try to vary the length of the passwords you use…

4. Be unpredictable about your password selection.

Vary the length.  Use “funny” characters.  But above all don’t let it become common knowledge that there is any kind of pattern to the passwords you use.

Say you use 10 character passwords made up of lowercase letters and digits.  Letting a cracker know this will allow the cracking program to be tuned for it, making a brute-force attack much quicker!

5. Keep your plaintext files physically secure.

As we saw, the known-plaintext attack can be very powerful.  Remember that word processing documents are particularly vulnerable.

I am most concerned about raw text data files here.  If you must send things like sensitive word processing documents consider saving them as either plan ASCII text files, or in RTF or even HTML formats – though I am suspicious of the last two formats.  They may be as vulnerable as native Word documents.

Exporting tables as comma-delimited text files before Zipping them might be the safest way to send databases.

6. Use WinZip safely.

WinZip is said to have the key-recovery vulnerability.  Avoid creating encrypted archives containing more than four files.

Avoid putting your eggs in one basket.  Say you needed to ship a CD with the names and addresses of every registered voter in California for some legitimate purpose.  Do not use a single Zip archive.  First, the Zip 2.0 standard has some file size limitations to begin with.  By breaking the data up by county and using a separate Zip archive with a separate unique password for each county, you make the cracker’s job 58 times as hard!

7. Keep it sane.

Security is very important, but using 40 character passwords made mostly of hard to type symbols is seldom warranted.  Reserve this option for cases where a little extra security is needed.  In many cases the answer is stronger encryption technology instead.

For most general, non-technical users ease of use is very important.  If you make things to hard to use it may lead to errors and delays in getting your data across to its recipient.  If you develop workplace standards too rigorous people may go back to simply sending the data in plaintext form.

It may even make sense to exclude characters like zero and “O” (the letter), or the digit 1 and the letter “l” (lowercase “L”) from your passwords.  These are easily mistaken for each other because of their resemblance in many typefaces, and might delay the use of the data being passed because of the resulting confusion.

C. Consider a desktop password generator.

For many applications I use a simple desktop password generator.  This was built as a single DHTML web page, sitting on my hard drive as KeyMaker.htm – yes, a web page.

DHTML is “Dynamic HTML.”  It consists of standard HTML elements making up a visual presentation, and a small amount of script code that is run by pressing regular web form buttons.  It uses the system random number generator, the current date and time, and a scrambling technique to create passwords that meet my requirements “at the push of a button.”

This always creates a fresh password, and I can easily print it for faxing where appropriate.  It even has a “copy” button to copy the generated password to the Windows clipboard for easy and accurate pasting into a letter or email message as needed.  Your own web development staff should be able to create something similar to meet your purposes in minutes.

For extra security have your web developers hide the logic.  Microsoft browsers support a script encoder technology that will mask the algorithm from prying eyes that may want to peer into the HTML source code.

D. Use secure transmission methods.

Whenever possible, secure email systems, trusted secure-channel FTP servers, or bonded digital courier services should be used.  This is in addition to taking measures such as those I have described here.

Such services are rarely available in most workplaces however.  And when they are available to you they may not be available to your data trading partners.

VI. Closing Remarks

I haven’t found a great deal available on the topic of secure data exchange from a practical standpoint for the average office worker.  I hope you found it informative.

My own experience is both as a manager of people taking part in regular exchanges of data outside the organization and as a practitioner.  As a technologist in the computing field for a very long time, I am aware of much that the market offers for encryption.  In most cases these take the form of expensive, proprietary, and difficult to use software products your partners will not have access to.  There are also expensive services you may not be able to use for everyday interchange of sensitive data – if you can get access to them at all.

Your feedback would be appreciated.  I am eager to find out more, and I would be particularly interested in good alternatives or additional suggestions.  I may be contacted at:

Bob Riemersma
BVO Computing Services
rriemersma@yahoo.com

The research was done out of concern about my own data exchange needs.  This paper was written to share some of what I have learned.  I believe that adhering to the suggestions described here will result in practical, reasonably safe transmission of data over public channels.  Before applying any of these suggestions you should read your local information security policy and consult your computer security organization.

