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Internet Security: The Time is Now

Introduction

It’s all around us.  Metal detectors, bag searches and even bomb-sniffing dogs are common post September 11th.  This heightened awareness of our physical security has never before been so evident.  While capital spending remains tight in the current economy, protecting the physical being of our people can never be too expensive.  Companies continue to spend substantial amounts of money to protect our physical security in the current environment.  A very similar security-conscious environment was evident in the early days of e-business.  People were concerned that the intimate details of businesses and transactions would be exposed for all to view over the Internet but, as time passed, many of these fears were allayed by experience.  


This complacency may prove to be dangerous as cyber attacks continue to reach all-time highs.  The enormous size of the Internet will always make it vulnerable to potentially devastating attacks.  Companies frequently fall victim to virus, worm, Trojan and “denial of service” attacks where online portals are shut down by a bombardment of unwanted e-mails or an endless loop of commands.  The threat comes from external hackers who spread vicious viruses such as CodeRed, Badtrans, myParty.com or iloveyou and increasingly from employees using computers for unauthorized or illegal purposes. 
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Consider the hacker of Comcast Business Communications’ Web site in December of last year.  This particular hacker used a proxy hunter to access a database of potential customers and Web servers using common log-ins and passwords such as user and test.  According to a February 8th Computerworld.com news story by reporter Todd Weiss, the hacker knew Comcast had just bought AT&T Broadband and he figured that Comcast’s Web administrators would get sloppy in the wake of the buyout.  It turned out that he was right.  The hacker accessed servers with easy-to-guess passwords that provided him with real customer leads and other files that should not have been sitting on Web servers.  The situation could have been disastrous for the firm but, luckily for Comcast, this particular hacker called himself a security consultant and he notified Comcast of the problems.  At first, Comcast denied any system vulnerabilities so the “security consultant” posted some of his findings on an Internet security forum.  Comcast saw the information and abruptly pulled its site down for security improvements.      


Unfortunately, many companies doing business on the web are not taking sufficient measures to protect their networks.  “Most companies have a clear vision of how to manage physical security, but lack a security policy for IT infrastructure” (Davis 55).  “People are spending a lot of money on technology, but if they are not committing themselves organizationally to security, they’re throwing their money away,” says Richard Power, editorial director of San Francisco’s Computer Security Institute.  Firms need to be realistic and focus on the most strategic elements of system security, using firewalls, virus detection, and intrusion detection.  Firewalls represent the main external protection. “As growing numbers of businesses and individuals expose their networks continually to Internet traffic, firewalls are becoming a necessity”(Laudon 433).   The leader in firewall protection is Check Point Software Technologies, building and installing firewalls at “90% of America’s 500 largest firms”(Goldman, 102).  Other companies 
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offering firewalls include Computer Associates, Nokia, Watchguard, Symantec, IBM, Cisco and Netegrity.  

Anti-virus protection and intrusion detection are also vital.  The rapid evolution of viruses that occurred in 2001 (up 79% from the previous year) is expected to continue at an increased pace in 2002 (new viruses are launched almost hourly) as new computer viruses move quickly and quietly with increasing adaptability.  Virus checks must be performed and updated regularly.  Leading virus check suppliers include Symantec (Norton antivirus), Network Associates (McAfee), Sophos, Trend Micro and Computer Associates.  Intrusion detection is another important element of system security in an often “hostile” working environment.  Employees frequently use computers for inappropriate activities that further weaken external security.  Robin Dahlberg, managing director of Internet Security Systems (ISS), describes the threat to Internet security as “a constantly moving target.”  He states, “the bad guys are ahead of the game and the technology is changing continuously.”  New security-related technology products are being introduced frequently and the time to invest in Internet security is now.  Companies will continue to spend money on Internet security but must strive to “commit themselves organizationally to security” in order to achieve a true return on their investment.  Providing these companies accomplish this commitment, the money they spend now to secure their systems from potentially fatal threats will provide a more than ample return on security investment in the future.  

[image: image4.png]



Research and Analysis


Executives are becoming more aware of the extent to the threats facing their systems as well as the hefty costs of protection.  The FBI and Computer Security Institute conducted a 2001 survey finding that  “more than eight out of 10 companies detected security breaches in the past 12 months, and the average reported loss from 186 companies that could quantify their losses topped $2 million, twice the average from the year before.  The largest reported loss reached $50 million, double the highest single loss in the previous three years”(Hulme 39).  Furthermore, the CSI and FBI survey found that an astounding 71% of companies suffered unauthorized access to their systems by their own employees or employees of partners and suppliers.  The 2001 Information Week Global Information Security Survey, fielded by Pricewaterhouse Coopers, shows that 23% of the respondents cite authorized users and employees as the source of security breaches and 14% suspect their customers as the source of attacks.  In a more recent survey conducted by the Computer Security Institute and the FBI’s San Francisco computer crime squad, the results conclude that the number of computer attacks and the financial toll of those attacks have been steadily rising.  The survey found that most large corporations and government agencies attacked by computer hackers often fail to inform authorities of the breaches.  About 90 percent of respondents detected computer security breaches in the past year but only 34 percent reported those attacks to authorities.  Survey respondents said they lost at least $455 million as a result of computer crime, compared with a $377 million loss the previous year.  Thirty-eight percent of the respondents said their Web sites had been broken into over the past year, and 21 percent said they were not sure.  Most attacks on American companies still come from individual hackers and disgruntled employees.  Seventy-eight percent of the companies in the latest survey said their 
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employees abused Internet privileges.  Many of these security breaches are the result of inadequate software.


On February 21st, Microsoft Corp. alerted customers that it had released three fixes for gaping security holes in its Internet browser and other Web software.  The security gaps could allow hackers to crash Web servers or snatch files from a personal computer and sent them to an attacker’s machine.  Microsoft currently has 7,000 programmers working on the operating system and Web-server software aiming to “turn out bug-free programs, while combing products for any existing flaws” (Sager 61).  Bill Gates sent an e-mail urging all 50,000 Microsoft employees to make their software “as reliable and trustworthy as electric, water, and telephone service” (Sager 61).  Gates wrote, “Our software should be so fundamentally secure that customers never even worry about it.”  
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     The fact remains that while we are currently seeing an increased awareness for Internet security, Microsoft and other technology companies have neglected security issues for years and many continue to do so.  CERT, the government-funded computer security group, issued a public warning on February 12th of a security gap that they had been trying to get companies to fix for nine months.  The day after the warning, the majority of the 240 companies affected had not even contacted CERT.  “Software companies don’t spend enough time on design and testing the product before it’s made public,” says Marty Linder, a security expert at CERT.  Poorly written software remains at the root of many security breaches.  Recent problems with Microsoft’s new XP operating system and America Online’s instant messaging program involved a design flaw that has been giving programmers a difficult time for 20 years despite the fact that tools exist to test for this specific vulnerability.  “The quality and reliability of software can be improved by using a standard development methodology, software metrics, thorough testing procedures, quality tools, and by reallocating resources to put more emphasis on the analysis and design stages of systems development” (Laudon 445). 


The Center for Internet Security (CIS), a not-for-profit organization, has been pushing for the establishment of universally recognized benchmarks for network security.  The benchmarks detail how computer operating systems should be configured and utilized to provide the most effective security.  CIS recently released its first attempt at a benchmark for the Windows 2000 operating system.  The Windows 2000 Benchmark is part of a download package that includes a software tool allowing users to compare their  computer’s security settings against the CIS benchmarks.  The package is intended for individual users, small businesses, large corporations, governments, or any organization that relies on the security of a network of Windows 2000 machines.  The main goal of the CIS benchmarks and the scoring tool is to improve the “out of the box” security of common operating system software.  We are seeing a number of profit-driven security solution providers build successful security practices in their pursuit of this “out of the box” protection for operating systems.  These companies may represent investors with promising opportunities in the security market.    


Last year’s Nimda and Code Red worms, the September 11th attacks and new federal regulations requiring health-care and financial organizations to ensure the privacy of customer data have taken Internet security to a new level.  Dataway, originally a network integration firm, has transformed into a full-service provider of security solutions.  Dataway, created by two innovators who saw the need for Internet security early on, Simon Lewis and Eoghan O’Neill, built a business dedicated to meeting that growing need.  The company is based in San Francisco and provides integration, consulting, training and managed security services to customers around the world, collecting most of its revenue from services.  Dataway provides customers with a full-service security shop from managed firewalls to VPN installations to assessments.  Simon Lewis stresses the importance of maintaining and constantly monitoring the security of systems.  Lewis explains, “You can’t just install a firewall and walk away from it.”  Managing customers’ security all the way down to the desktop is something the company is being asked to do more frequently according to Lewis.  Managed security is becoming a growing specialty and we are seeing more and more companies offer around-the-clock network security monitoring.  RedSiren of Pittsburgh is one of these firms.  The firm’s subscription based services include managed intrusion detection, firewall management and monitored VPNs.  A key to RedSiren’s success has been the automation of its services, allowing the company to add customers and services without incurring the cost of hiring additional employees.    

Another company “ahead of the game” is Patriot Technologies.  The company spotted opportunity in the security market several years ago, with the commercial adoption of the Internet.  They started with turnkey appliances and began to develop a range of security services as customers became more security conscious, specifically in the government sector.  Federal clients make up 70 percent of the Maryland-based company’s business.  ThruPoint is another promising young enterprising network integration firm based in New York.  The company tailors networking solutions for vertical markets such as financial services, pharmaceuticals and utilities.  ThruPoint saw its security-based revenue jump to $12.8 million last year from $8.2 million in its first year of operations.  Stephen Buerle, the firm’s director of security, says the company’s success is a product of staff development and recruiting the right security consultants for the practice.  

Growth in the Internet security business has been substantial and should continue due to the more security-conscious environment.  “At least seven bills related to computer security are bouncing around Congress including one, the Cyber Security Research & Development Act, that would authorize $900 million of new spending on cybersecurity research” (Williams 64).  Such proposals have sparked excitement among investors about the prospects for cybersecurity firms.  Network Associates’ stock has almost doubled since the September 11th attacks to $26 while shares of rival Symantec have climbed more than 80 percent to $36 as of April 12.  While the rest of the technology industry has been in the red following September 11th, the computer-security sector as a whole is up 23 percent.  The forecasted compound annual growth rate for spending on Internet security software is currently $2.5 billion and the amount the federal government will spend on computer-security projects in 2002 is $11.8 billion.  
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The growth in the Internet security business has been evident at Pricewaterhouse Coopers.  Identity management is one of the most important elements of its security business in the current environment.  “While hackers may be grabbing most of the headlines, enterprise clients that are moving applications onto the Web are more frequently struggling with managing passwords, establishing access privileges and dealing with a constant turnover of employees” (Lingblom 42).  Pricewaterhouse stresses that Internet security is not just about keeping “the bad guys” out, the company believes it is just as important to know who “the good guys” are and the company helps establish their access privileges.  Access management is becoming more of a focus in the market as companies look for cost-effective ways to bring together disparate technologies and seek to centralize systems whose users can have multiple passwords.  

This substantial growth has also been evident in wireless security.  Software and hardware businesses both big and small are competing to cash in on the need to protect proliferating untethered networks.  Growth in the wireless sector can be attributed to the rise of wireless LANs and the arrival of faster data connections over cell-phone networks.  Check Point Software Technologies (CHKP) unveiled firewalls and communication-encryption systems or virtual private networks (VPNs) for Pocket PC devices on March 14th.    Internet Security Systems (ISSX) recently launched its own wireless-security practice built around an in-house auditing device designed to detect vulnerabilities in a company’s wireless network.  Many of the large chipmakers, including Motorola and Intel, are currently seeking ways to incorporate security measures into wireless devices at the hardware level.  Many smaller companies such as Ecutel, ReefEdge, Ntru, and Certicom (CERT) are offering a variety of wireless security products.  It is estimated that by the year 2005, 50% of the largest 1000 companies in the United States will use wireless local-area-network (LAN) technology.  At the same time, shipments of wireless-networking hardware for U.S. consumers have soared as home users increasingly become more comfortable with wireless products.  Check Point is seeing increased revenues from sales of their software designed to protect servers such as their digital-certificate-management for wireless networks (hard-wired chipsets designed to stop wireless intruders).  Wireless networks are being rapidly adopted throughout America and the potential growth for wireless security firms is robust.  
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The emphasis on security has also been evident in the spate of security-related product introductions, ranging from identity authentication devices, to firewalls, to backup and disaster recovery solutions.  Griffin Technologies LLC has introduced the “SecuriKey,” a “Universal Serial Bus” (USB)-based user authentication system for personal computers.  "The system provides an effective, low-cost alternative to PKI (public key infrastructure) technology,” the company said, “protecting companies and organizations against unauthorized computer use.”  PKI systems depend on digital certificates and companies that act as registration authorities to authenticate the validity of each party involved in an Internet transaction.  SecuriKey is priced much cheaper than “a comparable PKI solution” and if customers become satisfied with it’s performance, we could see a shift towards it’s use.    

Power Wallz Network Security Inc. and McAfee,com have announced new firewall products.  Power Wallz’s “ProShield X100DMZ” is targeted to small- and mid-sized businesses.  McAfee’s latest “Personal Firewall” (MPF) has incorporated “advanced intrusion detection” and will be compatible with Microsoft’s Windows XP operating system.  Multi-Tech Systems has developed “RouteFinder RF650VPN,” a security appliance for virtual private network security and Security Software Systems has introduced “Policy Central,” an internal security product that takes snapshots of an individual employee’s “inappropriate” computer usage.  PowerFile Inc. announced the release of “PowerFile R200” which provides “nearly instantaneous data recovery” and Toronto-based Digital V6 introduced a new remote server management server called “Kaveman.”  We are seeing an increased amount of security vendors selling a wide range of products in a very competitive, high-growth market.  
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Conclusion


The question remains, “Are American companies truly prepared for the variety of cyberattacks threatening corporate infrastructure?”  The rapid proliferation and integration of telecommunications systems and computer systems have connected infrastructures to one another in a complex network of interdependence.  “This interlinkage, combined with an emerging constellation of threats, poses unprecedented national risk” (Brown 130).  Connectivity, the very thing that makes the global network so powerful, is also at the root of what makes it so vulnerable.  The Internet remains highly susceptible to targeted attacks and companies must prepare now to prevent potentially fatal cyberattacks in the future.  The threats are significant, hackers and disgruntled employees are widespread and a variety of attacks can be used to produce devastating results.  Whatever the motive, whether it is to deliver a political message, steal funds, or launch a cyberattack against the critical infrastructure of the U.S., companies must be prepared for any and all types of attack.  


The value of building security into the firm early on in the process is the most effective way to safeguard against cyberattacks.  An ugly truth about software design is that it is not very good when it comes to security.  Software companies need to more thoroughly assess how securely their software is being built and continuously work to make it better.  The idea of building security early on can be related to software engineering, the earlier security is built into the process, the more valuable the protection and the higher the return on investment for the firm.  Commercial vendors continue to want to rush to market with the latest features and all too often disregard quality assurance.  “The idea of security software as quality assurance is extremely new,” according to Stanford economics PhD Kevin Soo Hoo.  “Security has been an add-on at the last minute, and detecting security problems has been left to end users (and hackers).”  It is essential to “get ahead of 
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the problem” rather than play catch-up by relying on patches and alerts about new vulnerabilities.  The fact is that software security holes are at the root of most security breaches and the cost of fixing such defects after deployment significantly outweigh the costs of fixing them during the testing phase.      


The growth in the Internet security market will continue to be substantial as more products are introduced and companies become more established in the sector.  Smaller companies like Dataway and RedSiren can provide security solutions and services to maintain that security.  Larger firms like Pricewaterhouse Coopers can provide identity management services and companies like Network Associates, Symantec, Checkpoint and Internet Security Systems can provide the security devices necessary to protect against cyberattacks.  The services and products available are substantial and firms should take advantage of these offerings to ensure protection against the potentially fatal cyber threats facing our nation.  Any complacency can prove to be disastrous and it will take strong leadership and hard work throughout Corporate America to develop an organizational commitment to security.  Once this commitment is achieved, companies will be sure to receive more than ample returns on their Internet security investments.
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“Incidents of cyber attacks are running at an all-time high.”       -Brian Davis





“Solution providers are finding that security is one market that has plenty of life in it.” 


			-Marcia


			  Savage





“Hacker attacks and viruses are causing more damage to computer networks every year.”     		


			-Carrie Kirby





“Our software should be so fundamentally secure that customers never even worry about it.”   


		-Bill Gates





“Connectivity, the very thing that makes the global network so powerful, is also its Achilles’ heel.” 


		-David Post





“Several research groups have developed surprisingly robust and supportable return on security investment (ROSI) numbers.”


			-Scott Berinato





“If customers quickly become satisfied with the SecuriKey’s performance, we could see a major shift from the use of PKI solutions to the SecuriKey.” 


		-Nick


		Pontilena              








