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ABSTRACT

Common cluster computing applications (like distributed
databases and PVM applications) use the standard TCP/IP
as their communication protocol. For arelatively error-free
cluster environment, such general purpose protocols lead
to an underutilization of the network bandwidth and con-
sequently, a degradation in performance.The primary ob-
jective of the QMP (Quick Message Protocol) is to pro-
vide network support tailor-made for the cluster environ-
ment. There are many protocols[1, 2] for cluster applica
tions and there are efficient memory management schemes
[3] but there has been little work towards integration of
these. In QMP, we have integrated existing protocols and
schemes and built a system which outperforms TCP/IPin a
LAN. We haveimplemented strip-down version of XTP[4]
for LAN environment with zero-copy send [3]. We have
also provided BSD Socket interface for easy user porta
bility.We evaluated QMP's performance by running dis-
tributed benchmarks using TCP and then using the QMP
protocol suite.The results were obtained on 233 MHz Intel
Pentium I1s running Red Hat Linux 6.2 with Compex 100
M bps compatible network adapters.
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1. INTRODUCTION

The increased availability of high-speed local area net-
works has shifted the bottleneck in local-area communi-
cation from the limited bandwidth of network fabrics to
the software path traversed by messages at the sending and
receiving ends. In particular, in a traditional UNIX net-
working architecture, the path taken by messages through
the kernel involves several copies and crosses multiple lev-
els of abstraction between the device driver and the user
application[5]. The resulting processing overheads limit
the peak communication bandwidth and cause high end-
to-end message latencies. The effect is that users who
upgrade from ethernet to a faster network fail to observe
an application speed-up commensurate with the improve-
ment in raw network performance. A solution to this sit-
uation seems to elude such systems to a large degree be-
cause many of them fail to recognize the importance of per-
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message overhead and concentrate on peak bandwidths of
long data streams instead. The increased use of techniques
such as distributed shared memory, remote procedure calls,
remote object-oriented method invocations, and distributed
cooperativefile cacheswill further increase the importance
of low round-trip latencies and of high bandwidth and low
latency. For amore detailed introduction to these and other
issuesin cluster computing see[1].

2. PRELIMINARIES

Computing and storage over distributed environments such
as clusters of workstations [6] and personal computers that
are connected by local and wide area networks has very
high potential, since it leverages existing hardware and
software and enables affordable parallel and distributed ap-
plications.Fast communicationis one of the key areas of re-
search in thisfast growing environment of distributed com-
puting. It is also the focus of our project with the ultimate
goal of creating reliable cluster environmentsthat are based
on fast communication.

The basic assumptionsin acluster environment are

e \ery low error rate : The proximity of nodes in the
cluster environment immensely reduces the probabil-
ity of data corruption. Moreover, sophisticated digital
transfer media keep the error rate as low as possible.

e Packet receive sequence : It is also assumed that in
acluster environment data packets are received in the
same order as they are sent. Due to the lack of al-
ternate paths of traversal in such a close-knit network
(or cluster), out-of-order packets are not generally re-
ceived.

e Packet Loss : The only way a data packet can be
lost (and therefore, an out-of-order packet received)
iswhen the receive side buffer is full and the received
packet is dropped.

e Checksumming requirement : Since the probability of
data corruption is extremely low, the hardware (CRC)
checksum is assumed to be a sufficient checksum. No
software checksum (like tcp checksum) is required.
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3. QMP-QUICK MESSAGE PROTOCOL

QMP defines the mechanisms necessary for delivering
user data from one end-system to one or more other end-
systems. Well-defined packet structures, containing user
data or control information, are exchanged in order to ef-
fect the user data transfer. The control information is used
to providethe requested level of correctnessandto assist in
making the transfer efficient. Assurance of correctnessis
done via error control algorithms and maintenance of of a
connection state machine.lt is a strip-down version of XTP
[4].The objectives of the QMP are as follows:

o to co-exist with the TCP/IP protocol suite.
¢ toreduce protocol processing overheads.

e to provide BSD socket interfacein order to allow easy
porting of user programs

3.1 Design of QMP

The collection of information comprising the QM P state at
an end-system is called a context. This information rep-
resents one instance of an active communication between
two or more QM P endpoints. A context must be created,
or instantiated, before sending or receiving QMP packets.
There may be many active contexts at an end-system, one
for each active conversation. Each end point (consisting of
sock and context) manages both outgoing data stream and
incoming data stream. A data stream is an arbitrary length
string of sequenced bytes, where each byte is represented
by a sequence number.The aggregate of active contextsand
the data streams between them is called and association.

A context at an end-system is initially in a quiescent
state. A user awaiting the start of an association requests
that the context be placed into the listening state. The
context now listens for an appropriate FIRST packet. The
FIRST packet istheinitial packet of an association. It con-
tains explicit addressing information. The user must pro-
vide all of the necessary information for QM P to match an
incoming FIRST packet with the listening context.

At another end-system a user requests the establish-
ment of an association. The context handling this user
moves from a quiescent state to an active state, where it
constructsa FIRST packet with explicit addressing and ser-
viceinformation obtained from the user. The FIRST packet
is sent viathe underlying data delivery service.

When the FIRST packet is received by the destina-
tion end-system, the address and service information in the
FIRST packet is compared against all listening contexts.
If amatch is found, the listening context moves to the ac-
tive state. From this point forward an association is estab-
lished, and communication can be completely symmetric
since there are two data streams, one in each direction,in
an association.Also, no other packet during the lifetime of
the association will carry explicit addressing information.

Rather, a unique “key” is carried in each packet, which al-
lows the packet to be mapped to the appropriate context.

Once al the data from one user have been sent, that
data stream from that user’s context can be closed. Sen-
tinelsin the form of options bitsin a packet are exchanged
to gracefully close the connection. When both users are
done, and both data streams closed, the contexts move into
the inactive state. One of the contexts will send a sentinel
that causes the association to dissolve. At this point, both
contextsreturn to the quiescent state. Fig. 1 showsthe state
of context during the lifetime of a connection.
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Figure 1. Context State Diagram

3.1.1 Connection Establishment

An association is established when a listening context re-
ceivesaFIRST packet, and both this and the initiating con-
text have moved into the active state. A received FIRST
packet is matched against all listening contextsto find one
that will accept the incoming data stream. Thefull context
lookup procedure maps an incoming packet to the appro-
priate active context if the key value in theincoming packet
isnot areturn key (thatis, the RTN hit is not set inthe key
field of the packet). The abbreviated context lookup pro-
cedure is an optimized method for mapping an incoming
packet to the appropriate context without using the transla-
tion map. By definition, a key value is generated by a host
to be unique within that host. Then the key valueis placed
into the key field of the FIRST packet. When the FIRST
packet is received and given to the matching listening con-
text, that context notes the FIRST packet’s key value, sets
its RTN bit, and uses this value as the return key. The re-
turn key value is placed in any packets sent in the return
direction to the host that sent the FIRST packet.



3.1.2 Flow Control

QMP employs an optimistic flow control mechanism.
QMP’s flow control is based on a diding window of se-
guence numbers. A sequence number is assigned to each
output byte of the data stream, starting with the initialized
sequence value.

Two fieldsin control packets are used in the flow con-
trol procedures. The value in the alloc field in a control
packet sent to the transmitter indicates the sequence num-
ber not to be exceeded by the transmitter. This value repre-
sents the upper edge of the flow control window. The value
intherseq field in acontrol packet sent to the transmitter is
one greater than the last byte contiguously received. This
value serves as the lower edge of the flow control window.

QM P providesuser to set the frequency at which con-
trol packets would be sent to identify the status of receiver.
For ex, if user sets this frequency to 1, then with every
packet we set the SREQ.

3.1.3 Error Control

Error control in QMP is based on the exchange of informa-
tion regarding lost or damaged data and the retransmission
of these data. Each packet is examined for damage by per-
forming achecksum, whichis performed at hardware level,
i.e.,, CRC. Lost dataare detected and recovered using an ac-
knowledgement and retransmission procedure. The loss of
astatus request is detected by atimer; recovery in this case
starts an exchange of packets designed to synchronize the
endpoints of the association.

4. QBUF: A ZERO-COPY I/O
FRAMEWORK

Traditional UNIX 1/O interfaces are based on copy seman-
tics, where read and write calls transfer data between the
kernel and user-defined buffers. Although simple, copy se-
mantics limit the abilities of the operating system to effi-
ciently implement data transfer operations. Copy seman-
tics suffer mainly from two deficiencies :-

e Overheads:- Excessive copying of dataleadsto lower
bandwidth and higher CPU utilization. Data copying
is aper-byte operation, which resultsin an increasein
copying costs as the size of transfer increases. Some
fast protocols [7],[8] employ checksum-offloading to
prevent such operations.

e Cache pollution :- Copying being a data touching op-
eration leadsto the pollution of cache. Thisessentially
means that useful entries are flushed from the cache
due to data copying.

We have adopted an entirely different approach in or-
der to do zero copy 1/0 [8]. Instead of copying buffer con-
tents we transfer buffer ownership between the user pro-
cess and the kernel. In this project we designed and imple-
mented a Zer o-Copy 10 framework for the Linux kernel.

4.1 Design of QBUF Memory Management
Scheme

In QBUF we have changed the semantics which define the
transfer of data between user and kernel buffers. Instead
of copying buffer contents, buffer ownership is transferred
[3, 11, 10]. A "gbuf” can be owned either by the user or
the kernel or it can be in the free pool. A "qgbuf” allo-
cated by a user process is transferred to the kernel when
the process executes the "write” system call. After 1/O is
completed on that buffer the kernel returnsthe buffer to the
free pool. Similarly for the "read” system call a” gbuf” is
allocated by the kernel and transferred to the user process.
Once the user process freesthe " qbuf” it is returned to the
free pool.Clearly with this scheme a buffer that has been
transferred to the kernel cannot be reused after the system
call. That buffer will be returned to the free pool after 1/0
is completed.

4.2 The QBUF Memory Model

Every process that intends to use the QBUF system must
acquire an instance of the QBUF free pool. The QBUF free
pool consists of ”zones’. A zoneis a contiguous region of
the virtual memory ( VM ) of the process. Each ”zone’
consists of 32 blocks. Currently the size of ablock is fixed
andisequal to the size of apage ( PAGE_SIZE). Each zone
maintains a free list of blocksin that zone. Thereisalso a
lock associated with each zone.

Allocationstake place asamultiple of blocks. Onere-
gtriction of our schemeisthat all ocations cannot span mul-
tiple zones. Hence, currently, the maximum allocation size
is32* 4K = 128K. Therequested all ocation sizeisrounded
up to the next higher multiple of block size. The free-list
for azoneis kept as a bitmap. This has been shown in Fig
2. For examplebit 0 of thebitmapis 1if block O isfree oth-
erwiseitis0. Allocation isfirst fit. If there are not enough
blocks to satisfy the requested size in a zone then the next
zoneistried. Hence while allocating the bitmap is searched
for a series of requested number of 1's. Once that isfound
al 1'sare converted to 0's to mark those blocks as " used”.

Since allocation and deallocation of buffers from the
QBUF pooal can be done concurrently by the kernel and the
user process there must be some mechanism for protecting
the data structures. For example suppose the user process
tries to allocate two blocks. It finds two consecutive 1'sin
the bitmap, but before it can change them to 0's, the pro-
cess is preempted by an interrupt. In the interrupt handler
the kernel triesto allocate from the same bitmap and resets
the same 2 bits. Hence this leads to a race condition. To
prevent this we have kept a atomic lock variable per zone.
Before allocating or deall ocating from azone the lock must
be acquired. Whileallocating it isfirst checked whether the
zoneis locked. If it is, then move on to the next zone. In
deallocation there is a minor difference. While allocation
can be done from any zone, de-allocation must be done on
the zone from which the buffer was first alocated. What
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Figure 2. Qbuf Zone Model

should be done when that zone if locked ? In our scheme
we maintain a deferred deallocation work queue to han-
dle such cases. If, while de-allocating, the zone is found
to be locked then the deall ocation is queued up in the work
gueue. Thework queueisdrained whenever the kernel tries
to allocate/deallocate from the QBUF pool for the process.

4.2.1 Transferring Buffer Ownership

When the user allocated a "gbuf” it is owned by the user
process. There are two new system calls to support trans-
fer of gbufs between the user process and the kernel. The
"gb_write’” system call transfers ownership from the user
processto the kernel. The” gb_read” system call transfers
ownership from the kernel to the user process.

When a user process executes the "gb_write” system
call the ownership of a gbuf is transferred to the kernel.
The underlying physical pages of the ”gbuf” are wired in
order to prevent them from being paged out while 1/0O is
taking place. After I/O is complete the pages are unwired
and "gbuf” is returned to the QBUF free pooal.

In the "gb_read” system call the kernel alocates a
"gbuf” and wires the underlying physical pages. Then I/O
is done on those pages. After 1/O is over the pages are
unwired and the "gbuf” is transferred to the user process.
There is a minor difference between "gb_read” and tradi-
tional "read” calls. In"gb_read” the user process obtains a
gbuf fromthekernel. Intraditional "read” the user allocates
a buffer and passes its address to the kernel. On the other
hand in " gb_read” the kernel passes the address of the gbuf
to the user process. Hence the user process passes the ad-
dress of apointer to ”gb_read” to obtain the address where
the gbuf is mapped. Hence the interface is gb_read(fd, &p,
&len).
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Figure 3. QBUF Architecture
4.2.2 Implementation

The QBUF system has been implemented as a character
device "/dev/gbuf”. This was done so that we do not have
to make a lot of changes to the core kernel. Any process
which wants to use the QBUF scheme opens " /dev/gbuf”.
Each QBUF zone is obtained using anonymous " mmap” .
Thereisacontrol structure” struct gb_ctl” which contains
metadata. This structureislocked and is shared by the user
process and the kernel. It contains information like the
number of zones, block size, bitmaps and locks for each
zone. Information about each zone is encapsulated in a
"zone descriptor” structure which is a part of the control
structure.

Since the user process and the kernel needs to access
the contral structure, itislockedi.e., it cannot be paged out.
Memory for the control structure is obtained by mmap’ing
apage-sized buffer and then calling mlock to wire the page.
A specid ioctl servesto informthe kernel wherethe control
structure resides.

423 Kernel Data-Structures

Each processwhich registersitself to the QBUF system ob-
tains a gbuf handle ( gbuf_handle_t ). The handle serves
to identify that instance. Every alocation/deallocation is
done using the handle. The I/O subsystem must also reg-
ister with the QBUF system using the gbuf_register() call
which returns a gbuf handle.

Internally a gbuf is represented by a "struct gbuf”.
The gbuf architectureisshowninFig 3. It contains various



information like which zone it belongs to, the user virtual
address of the buffer and number of blocks in the gbuf. In
addition it contains the physical addresses of each block of
the gbuf. Thisis maintained in the gbuf — kva[] vector. In
order to encapsulate auser virtual addressin a” struct gbuf”
gbuf_wrap() must be called which wires all the underlying
physical pages and returns a ”struct gbuf *”. Then /O is
started on the gbuf. In our case we alocate skbuffs ( linux
network buffers) which point to gbuf memory and transmit
them. When the acknowl edgement for the last skbuff which
usesthis gbuf comes we return the gbuf to the free pool. To
do this gbuf vfree() iscalled. Thisfunction unwiresthe un-
derlying physical pages and frees the corresponding bitsin
the free-list bitmap.

5. PERFORMANCE

We evaluate the performance of our protocol and mem-
ory scheme by measuring its bandwidth [9] and latency.For
measuring the bandwidth and latency provided by TCP/IP
on our test-bed, we used netperf tool.

5.1 Bandwidth

For measuring bandwidth provided by our QM P protocal,
we transferred different sized buffers from one node to an-
other. TheFig 4 comparesthe bandwidth provided by QM P
with and without QBUF memory scheme and TCP/IP. The
y-scale shows the bandwidth provided on 100Mbps line.
When using our protocol, we get around 92.2 Mbps while
we get around 70.0 Mbps when using TCP/IP. Also, when
we use QBUF, for large size messages the bandwidth is
higher than when we dont use the QBUF. This is because
for small messages , we would be locking pages and that
is costly when message size is small. But for large size
messages, since copying would take time, our transfer of
ownership outperformstraditional copy operations.

The Fig 5 shows that our protocol QM P is not meant
for small sized messages. Here we have varied the message
size from 100 Bytes to 1000 Bytes and we find that per-
formance of QMP is considerably bad for low sized mes-
sages when comparing with TCP/IP. But as message size
is increased the performance of QMP outperforms that of
TCP/IP.

Next Fig 6 shows the performance of QM P over mes-
sage size range of 100 Bytes to 100,000 Bytes. The graph
shows the performancein logarithmic scale. Aswe can see
the performance of QM P initially for small sized messages
is low, but it improves as the message size increases and
finally settles down at around 91.1 Mbps. Thisis consider-
able improvement over TCP/IP.

5.2 Latency

We measured the latency provided by our protocol QMP
as well as TCP/IP. For measuring latency of QMP , we

Bandwidth (Mbps)

100
" “hw_with_gbuf_10000_100000" ——
“bi,wo_qbuf_10000_100000"

80 k

60 [ R

0 | | | | | | | |
10000 20000 30000 40000 50000 60000 70000 80000 90000
Message Size ( Bytes)

Figure 4. Comparing Bandwidth provided by QMP with
and without Qbuf and TCP/IP

send very small sized packets to another node and then
receive same sized messages. We repeat this many times
and then take the average. We found the average latency to
be around 160 usecs.For TCP/IP, we used netperf tool for
finding its latency. It showed the latency to be around 150
usecs. So, the latency provided by our protocol is compa-
rable with TCP/IP. Again the reason for low performance
than TCP/IP is that here we are sending very small sized
messages and our protocol is not meant for small sized

messages.

6. CONCLUSION

In conclusion, the QMP protocol proves to be an efficient
protocol for low level communication. It coexists with the
TCP/IP stack of communication giving the user an alterna-
tiveto choose from. In applications where error constraints
are not so high and where the cluster environment assump-
tions hold firm?, the QMP proves a much better aternative
to TCP. Though this paper focusses on the communication,
we intend to continue to work towards building a system
(like [12]) that integrates it into a cluster computing envi-
ronemnt.
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