Information Technology – Backup Systems & Methods


PC Support and Management

· Design and implement backup procedures for a range of users.

· Determine frequency of use of software, production of data and recovery requirement.  

· Describe at least two backup procedures.  

· Describe the key attributes of backup software.  

· Describe at least two different backup media.  

· Document backup procedures for a given situation, include strategy, software and media to be used.  

· Conduct a backup and restore for a given situation. Develop backup procedures for a range of users

Always back up your files.  Network Administrators always harp on this theme, those most end users do not listen.  At a bare minimum, key document files should be backed up.  The key question to ask is “If the hard drive were to crash tomorrow what key files would you save today?”

Here's a mental exercise that you can do to help you understand how important backups are. Take a look at your PC and think about what is on it. Think about your data and your programs. Consider how much time it took to create the data, and to set up and tweak your PC so that it works the way you like. Now imagine that one morning you go to your desk and the PC has vanished without a trace. What will you do?

Let's suppose you had insurance on the hardware, and a week later a new PC shows up at your door with a fresh new, clean hard disk. Now what? Most people who ask themselves this question seriously, begin to take backups much more seriously. (Fortunately, for most people the exercise is only a mental exercise, but don't think it can't happen to you in the real world.)

Recovering from a disaster such as a total disk crash or theft of a PC box can be a very traumatic event, much more than most PC users realize. This is true even if backups exist; when they don't exist the situation is much, much worse. The pain of recovering from a disaster is almost always very high, and the cost is primarily in the time required to recreate the lost data. For even a small business, this can run into the thousands of dollars very quickly.

If you still aren't convinced, consider this report from the University of Texas Center for Research on Information Systems. Of the companies that lose their data in a disaster: 

· 90% are out of business within two years... 

· Nearly 50% never reopen their doors at all after the disaster! 

(Source: Datamation, June 14, 1994.) While some of this is probably due to reasons other than the data loss (if the building burns to the ground there may be many reasons the company it housed never reopens), in many cases the data loss is what does the company in.

When making a backup copy of important data, a number of media types can be used to store the copy.  The windows 95 Backup program supports backup to three storage media types:

· Backup to a tape drive

· Backup to floppies

· Backup to a network location

The hard disk drive capacity in a typical PC has grown far beyond the point at which floppy disks are a viable backup solution.  Backup solutions that employ floppy disk drives, are insufficient and too costly for hard disk backups in today’s systems.  It would take 2,867 1.44 Mb floppy disks, to back up a 4G hard drive.

The traditional alternative to floppies is magnetic tape.  A DAT (Digital Audio Tape) system can store 4G to 8G or more on a single tape costing less than the cost of 2,000 or so tapes.  The increasing popularity of removable cartridge (such as Iomega Zip and Jaz drives) and writable CD-ROM drives presents even more alternatives.

A tape drive could cost up to $500 or more, the media costs are really far more significant than the cost of the drive.  If you are doing responsible backups, you should have at least three sets of media for each system you are backing up.  You should use each media set on a rotating basis, and store one of them offsite at all times, in case of fire or theft.  You should also introduce new media to the rotation after approximately a year to prevent excessive wear.  If you are backing up multiple systems, these media costs can add up quickly.

You should also factor in the cost of your time.  If a backup requires manual intervention to change the media during the job, then it wouldn’t be recommended.  A backup system should be able to fit a complete backup on a single tape so you can schedule the job to run unattended.  If someone hangs around to switch tapes every so often, backups become a real chore and are more likely to be overlooked.  Also, every time a media change occurs, there is a substantial increase in the likelihood of errors and problems that you may not see until you attempt to perform a restore operation.  

Media Size Matching

One very, very important factor to consider when looking at backup alternatives, is matching the size of the backup medium to the amount of data you need to backup. As hard disks continue to increase greatly in size, it becomes more difficult to find backup solutions that can handle the entire contents of a PC using a reasonable amount of media. It is essential that the size of the backup medium be matched to the size of the data being backed up.

It is tempting to ignore this issue as unimportant, but my experience (and that of others) is very clear: the more disks or tapes it takes to perform a backup, the less likely it is that they will be done on a regular basis. The reason is simple: when it takes a lot of media to back up the disk, backup becomes a chore, and when it becomes a chore, people avoid doing it.

In fact, the best situation of all, and one that I recommend, is a backup solution where the entire contents of the hard disk can be stored on a single backup tape or disk. What this buys you is the ability to do unattended backup. You start the backup, and then leave to do something else. When you return, the backup is done. If the contents won't fit on a single cartridge, you have to intervene at some point to change media. This changes backup from something simple to something complicated. Don't underestimate capacity when comparing backup solutions.

Since you don't always need to back up the whole hard disk at once, a backup unit that can't hold the entire hard disk, but can hold most of it, will normally suffice. If you can store half the hard disk on a single cartridge, you can do unattended backups of half the drive at a time. Less ideal than doing the whole system at once, but still quite tolerable, and you maintain the ability to do unattended backup.

With the increasing popularity of removable bulk storage media like cartridge drives, such as Zip and Jaz drives, and rewritable CD-ROMs (CD-RWs), many people are using these devices to perform system backups.  In most cases, however, although these drives are excellent for storing backup copies of selected data, they are impractical solutions for regular system backups.  This can be due both to the capacity of the media in relation to today’s hard disk drives, and the cost of the media.

The most common backup for larger systems is high-speed, streaming-tape cartridges, which can automatically backup the entire contents of the disk drive on magnetic tape. In the event of data loss on the disk, a full re-install from the tape is possible in a matter of a few minutes.  Removable Hard Drives have also become an attractive method for backing up the contents of large hard drives.

Tip

No matter what backup solution you use, the entire exercise is pointless if you cannot restore your data from the storage medium.  You should test your backup system by performing random file restores at regular intervals, to ensure the viability of your data.

Removable Hard Disks

An interesting backup method that most people don't know about is the use of removable hard disk drives. Here's how it works. You purchase a special kit that includes a mounting kit that you install into an external drive bay in your case. You also get special adapters (sometimes called carriers) that attach to regular, internal IDE hard disks. This allows you to insert and remove these internal disks through an external drive bay, turning your regular IDE hard disk into a sort-of removable drive. It works in a way similar to how a removable car stereo works.

To allow for backup flexibility, you will want to have more than one drive. One way to handle this is to buy several identical hard disks and put them all in carriers, so you can swap them easily. Or, if your BIOS supports hard disk autodetection, you can use different types of disks and the system will reconfigure to use whatever is currently placed in the drive bay each time you reboot.

This type of system, even though it sounds strange, can actually be a quite viable backup solution. While it seems that it would be overly expensive to buy hard disks just for backup, the price per gigabyte of hard disks is actually very comparable to drives such as the Iomega Jaz--in many cases, much less. This is especially true if you buy slightly older, smaller disks. A removable hard disk also has the following other advantages: very high performance, random-access capability, standard interfaces and exchangeability, and excellent reliability.

This type of scheme has some disadvantages as well of course. Compared to something like tape, you lose the ability to buy additional backup media cheaply; to add 2 GB of more backup storage on a 2 GB tape drive costs about $25; with this scheme it would be several times more. Hard disks are also fragile; if you drop them they can be damaged. (Note that both of these disadvantages also apply to several of the larger removable-storage drives.) The final and perhaps biggest drawback of this type of scheme is that the disks can only be removed when the power is off; you can switch media in a standard removable drive on the fly with the power on, but not here.

In-Place Hard Disk Duplication

One backup solution that some people who have more than one hard disk use is to set up their system so that they use one hard disk for their programs and data, and the other one as a backup. They then copy the contents of the one hard disk to the other on a regular basis, using a file- or disk-copy tool.

This scheme is interesting and can be useful in some ways, although it has some severe limitations as well. Its advantages are that it is simple, and that it is automatable; you can set it up to do this on a nightly basis and know that everything on your hard disk will be duplicated automatically without you having to remember to do anything. This increases the chances that the backup will be done. The performance of the disk-to-disk copy will be very high, and the cost is pretty much reasonable.

The drawbacks of this sort of a scheme however are significant. First, it doesn't protect against very many of the risks to your data--it is not going to help much against theft, fire, sabotage, many types of viruses, and even some types of hardware failure. Second, you can only have a single backup, which makes the whole system very vulnerable--if you make a copy of the whole disk every night, what happens if you only notice a problem three days after it wipes out some of your data? Finally, the temptation is large to use the second drive for more data and discontinue the backup procedure when the first disk gets filled up.

Overall, this method is not recommended, in-place hard drive duplication as a standalone backup procedure. It can be useful when supplemented by a removable backup system.

Types of Backups

Full Backup 

Includes all files on your drive(s). Archive bit is reset.

Advantages

· Files are easily found when needed. 

· Since full backups include all data on your hard drive, you do not have to search through several tapes to find the file(s) you need to restore. 

· If you should need to restore the entire system, all of the most current information can be found on the last backup tape.

Disadvantages

· Redundant backups. 

· Since most of the files on your system rarely change, each backup following the first is mostly a copy of what has already been backed up. 

· Full backups take longer to perform and can be very time consuming.

Incremental Backup *

Includes files that were created or changed since the last backup. Archive bit is reset.

Advantages

· Better use of media.

· Only files that were created or changed since the last backup are included, so there is much less data storage space required. 

· Less time required, since it only backs up the files that have been modified since the last backup.

Disadvantages

· Multiple tapes needed for restore. 

· The files can be spread over all the tapes in use since the last full backup. 

· You may have to search several tapes to find the file you wish to restore.

Differential Backup

· Includes all files that were created or modified since last Full backup. 

· Archive bit is not reset.

Advantages

· Less Time. 

· This method requires much less time than a Full backup. 

· More Efficient Restores. 

· You will have a maximum of two tape sets to perform a full restore, the last Full backup and the last differential backup tape.

Disadvantages 

· Longer and longer time needed. 

· The amount of data backed up each day following the Full backup gets larger and larger each day. Example, if the Full backup was done on Friday then Wednesday’s Differential backup would have the data that was backed up on the Monday tape and on Tuesday’s tape plus whatever was changed or created on Wednesday.

· Redundant backups. Each days backup would store much of the same information plus the latest information added or created since the last Full Backup.

Please be aware that any process which changes the Archive bit, can impact on Incremental or Differential Backups. These can include: backup by other devices, backup with Microsoft Backup to floppy, Xcopy, MSDOS Backup, etc.

Full Copy Backup Instead of Full Backup

Includes all files on your drive(s). Archive bit is not reset. Full Copy is useful in peer-to-peer networking environments. In some cases, when attempting a Full Backup in a peer-to-peer environment you may experience random lockups. This is due to the reset of the archive bit in a shared environment. By doing a Full Copy Backup, the archive bit is not touched and no lockups are encountered.

Note: If a Full Copy is performed, Incremental and Differential backups are not possible since Full Copy does not reset the archive bit. To perform incremental backups on a regular cycle 

Backup Scheduling and Media Rotation Systems

In order to provide maximum safety for your data, it is important to plan out a backup schedule that will allow you the most flexibility and reliability in recovering from potential disasters. This means, in almost every case, the use of multiple backup media and a backup schedule that dictates when each set of media should be used. The amount of media needed depends on how safe you want to be, and what sort of retention period you are looking to maintain for your data. This section takes a look at scheduling backups and setting up a media rotation system, including providing several sample media rotation systems that provide different levels of protection (at appropriate levels of cost).

Note: I use the term "media set" in this section, to refer to the media required to perform a backup. This might be a single tape, a group of Zip disks, or whatever.

Retention Period

The retention period refers to the amount of history you want to keep on your data. The longer you keep media before reusing it, the longer the retention period. Longer periods protect you better against problems that are gradual and take a while to notice. They give you more flexibility to go back and see how things looked in the past. If you have a single backup tape and use it for every backup, your retention period is extremely short. If you've been putting a snapshot of your entire hard disk on a CD-Recordable disk every month for the last three years, you can go back and see what any file looked like at those time intervals, any time you wish.

For most people, very long retention periods are not that important; they need only enough to enable them to deal with problems that may take some time to notice. For example, if you are lax about virus scanning, and your retention period is only about a week, you run the real risk of having virus-contaminated programs not only on your hard disk, but on your backups as well. If you are working on a large document and only have history on it going back a month, you have no chance to undo any large deletions that you decide you regret two months later.

Media Rotation Tradeoffs

The reason that there are different rotation schemes is that there are different systems, and different people who use them, and therefore different needs. The backup requirements of a home PC are very different than the server for a business. There is also a matter of media cost, which in turn depends on the type of backup being done. In general, these are the tradeoffs: 

Retention Period: 

Using more media sets gives you a higher retention period, protecting you against various kinds of problems better. 

Media Failure Protection: 

The more media you use, the less likely you will have a failure with your backup device that cripples you. You also lengthen the life of each individual backup disk or tape, if you are using that type of backup device. 

Cost:  
In general, using more media sets costs more money. This can be an important factor in deciding on a backup unit. A Jaz drive is fast and has random access, but ten backup media for it costs about a thousand dollars. One reason that professionals use 8mm tape drives or similar for backup is that the media cost for 8mm tapes is about 1% of that for removable drives like the Jaz. 

Restore Time: 

Systems that rely on incremental backups take much more time to restore in the event of a disaster. 

Warning: 

Under no circumstances should you use only one media set when performing backups. The risks to this data set are large and the protection you are getting from your backups is going to be severely compromised by this decision. One of the most common problems with doing this is the possibility of a hard disk crash or power spike during a backup itself; if this happens you could easily lose both your system and backup at the same time. While any backup is better than none, this warning falls into the category of "if you're going to do it, you might as well do it properly".

Minimum Security Rotation System

The absolute minimum backup schedule is the use of two media sets, and rotating them on alternate backups. This gives you at least protection against relying on a single backup media set, and eliminates the chance of a hard disk crash during backup leaving you with nothing at all. It is still not great protection, since the retention period is very low, and there is no provision for off-site media storage.

If you use this type of scheme, you need to decide how often to do the backup. The longer you go between backups, the longer you put at risk the changes since the last backup. For many people who use their systems little enough that this minimum scheme makes sense, doing backups weekly is more than sufficient. For others, daily backups make more sense. If you do need daily backups however, I suggest a more comprehensive rotation scheme than this one, which is very limited in many different respects.

Light Security Rotation System

This scheme is suitable for a PC that gets light to moderate use. It provides better protection and a longer retention period than the minimum security system, while keeping the number of media sets small and the number of backups performed low.

This system uses four media sets, labeled "Mon", "Wed", "Fri 1" and "Fri 2". Starting on the first Friday, a full backup is done to "Fri 1", and then it is stored off-site. On the following Monday, an incremental backup is done to the "Mon" set, and on the following Wednesday, an incremental to the "Wed" set. When the next Friday comes around, use "Fri 2", store it off-site and bring "Fri 1" back on-site for use the next week.

This rotation scheme keeps the media cost for backups to a minimum, provides off-site protection and some redundancy. It does however expose the data changed during the week to some risk, so it is recommended only for lightly-used systems.

Medium Security Rotation System

This is an average media rotation system, that provides good protection while requiring only a moderate number of media sets. It is suitable for a PC that gets a reasonable amount of use, and for which daily backups are a necessity. This would include a heavily used personal machine, or perhaps a smaller business PC or departmental server.

Here are the particulars of this system: 

Backup Method and Type: 

Backups are performed on a tape backup unit or other removable drive with sufficient capacity to hold a full backup on one unit. 

Media Set Groupings: 

The system uses two different groups of media sets. The first group is for daily backups, the second for week-end backups. If you are using the system only on weekdays, you need 4 daily media sets, labeled "Mon", "Tue", "Wed", and "Thu". If you are using it on weekends as well you add 2 more daily media sets labeled "Sat"and "Sun". Then you also use a number of weekly media sets; I recommend three or four, labeled "Fri 1", "Fri 2", etc. 

Weekly Full Backups: 

· On Friday, you perform a full backup to the set labeled "Fri 1" and then store it off-site. 

· On subsequent Fridays you go to the next set, "Fri 2", etc. and then return to "Fri 1" when you run out of weekly "Friday" media sets. 

· The more weekly media sets you use, the longer the retention period. 

Rotational Daily Backups: 

· On days other than Friday, you perform a daily backup to the media set labeled with the correct day of the week. 

· This can be either a full backup or an incremental backup. 

· Bear in mind that if you use incremental backups you save time, but if you have a failure on a Thursday you will have to restore from the previous full Friday backup and then each incremental, one after the other, since that Friday. 

Drive Cleaning: 

The tape drive head is cleaned weekly using a cleaning tape specifically designed for it (assuming use of a tape drive). 

Media Storage: 

· All backup media sets are stored in a fire-proof, locked safe, on the premises. 

· One of the weekly Friday sets is stored off-site. 

This system provides a good balance of safety, convenience and cost.

Maximum Security Rotation System

This system is the "Fort Knox" of media rotation systems. It is most suitable for computers where large quantities of data are changing all over the hard disk every day, where the data is absolutely critical and saving a few dollars on media is inconsequential compared to maximizing the chances of easy recovery in case of disaster. In other words, a corporate server or large PC database being used by a number of people, or anything that is critically important. The system also provides for a very lengthy retention period. It requires a lot of backup media, making it only suitable for a backup system that uses inexpensive media (generally, tape).

This system is based on a scheme developed for the minicomputer in an office. This is not really recommend for the average home user, since it is probably overkill based on what most people use their PCs for, and is expensive. However, if you want the ultimate in backup protection, this is it.

Here's how the system works: 

Backup Method and Type: 

· Backups are performed on an 8mm tape backup unit. 

· All backups are full backups, no incrementals are needed since the full backup will fit on one tape and only takes about two hours to do the whole system. 

Media Set Groupings: 

· The system uses two different groups of media sets. 

· The first group is for rotational daily backups, the second for permanent monthly and yearly backups. The number of tapes used depends on the retention period wanted. 

· I use 10 daily backup tapes, 22 monthly tapes and 5 yearly tapes. 

· This allows me to see a daily snapshot going back about 2 weeks (we back up 5 days a week since the office is normally closed on the weekend), a monthly snapshot going back 2 years, and an annual snapshot going back 5 years. 

· The total media requirement is 37 tapes. If your system is used 7 days per week, then the number of daily tapes may need to be increased. 

Rotational Daily Backups: 

· On days other than month-end, daily backups are done using one of the daily rotation tapes; first tape #1, then tape #2 etc., until tape #10 is reached, then returning to tape #1. 

· Tape #10 is normally stored off-site so that about every two weeks the off-site backup is refreshed. 

Monthly Backups: 

· On the month-end date the daily rotation is skipped for one day and a permanent backup tape is used. 

· If the month-end date is also year-end, then a year-end tape is used, otherwise, a monthly tape is selected. In both cases, the oldest permanent backup is "recycled". 

· So for year-end 1998, the tape that had year-end 1993 is recycled. Similarly, the oldest monthly backup is recycled and used for the current monthly backup. 

Tip: 

Some companies might not want to recycle year-end tapes at all. It's a small price to pay (a few dollars a year) to keep a permanent record of all year-end backups, just in case. Do bear in mind that the shelf life of magnetic media is limited, however, so don't expect the tapes to still work after say, 20 years.

Backup Logging: 

· A log is kept near the tape drive, and on it is recorded the date of each backup and which tape was used. Each tape has the date recorded on it when it is used. 

Drive Cleaning: 

· The tape drive head is cleaned weekly using a cleaning tape specifically designed for it. 

Media Storage: 

· All backup tapes are stored in a fire-proof, locked safe, on the premises

· One of the daily backup tapes is stored off-site at all times. 

Media Replacement: 

· All of the daily rotation tapes are replaced once every two years, to greatly reduce the chance of media wearout. 

· These are the tapes that are used most often, and after two years each tape will have been used about 50 times. 

This system provides the following advantages: 

Resistance to Media Failure: 

· There is virtually no chance of a great deal of data being lost, due to the number of tapes used in the system.

· Since incrementals backups are not being used, there is a great deal of data redundancy on the backup tapes. 

· The tapes that are heavily used are replaced regularly to avoid the chance of wearout. 

Excellent Retention Period: 

You can go back and see the state of the data files as they existed at month-end for the past two years, and at year-end for the last five years (or longer). 

Rapid Restoration: 

Since incremental backups are not used, a restore in the event of a problem will be much more rapid since it can be done from one tape. 

Disaster Protection: 

A safe is used for storing media. Since tapes are rotated off-site, there is increased protection against total loss of the building. 

A proper tape rotation scheme makes recovery more sensible!
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Incremental Rotation Scheme





In the diagram above, each box indicates a single backup process illustrating an "incremental" tape rotation plan. Each backup process could consist of one or more physical tapes. This plan requires a weekly full system backup with intermediate, daily backups that cover data that was changed since the last backup. 

This formula, while requiring less tape and time for the daily backups, will require more work on the part of the backup administrator to provide sane recovery after a filesystem crash. In the event of a Thursday crash, the administrator would have to restore the last FULL backup followed by the Monday, Tuesday and Wednesday backups. 
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In this diagram, each box, again, represents a single backup process. This illustrates a "differential" rotation scheme. Also, as before, each backup process could consist of one or more physical tapes. This plan uses the same weekly full system backup with the backup of files that have changed since the last full backup on a daily basis. 

While this scheme takes up progressively more tape as each new day of the week passes, a recovery would only involve two tapes - the last FULL backup followed by the previous day's differential backup. Most backup administrators prefer this method as it simplifies recovery and most backups are done overnight. 

Scheduling Considerations for Multiple PCs

Ideally, each PC should have its own backup unit, media sets and schedule. However, this isn't always practical. If you have a lot of PCs that are on a network, you can certainly consider the use of network backup to make the backup of the various machines much easier. Some companies have many machines, however, that aren't on a network, and they need to be backed up periodically, but not very often.

One way to approach this system is to use a portable tape backup unit. If you have 40 PCs, you can use a portable unit that attaches to the parallel port and simply rotate through them, backing them up one PC a night. This isn't nearly as good as having a separate unit on each PC, because a long time will pass between backups. But it is much better than nothing and it saves thousands of dollars.

Another problem is the media. Many QIC/Travan drives use tapes that cost about $30 each. Since it is unsafe to use the same backup tape all the time on a machine, in case the system fails during the backup or a virus gets onto the backup, you really need 2 tapes per machine as a minimum. This means about $2,400 in media for 40 PCs. However, there are two ways to cut this cost substantially: 

Tape Sharing: 

· If you buy a large-capacity drive, you may find that many PCs don't need a tape to themselves. 

· You can simply use the same tape on more than one PC, and append the second or third's backups to the end of the tape. 

Offset Rotation: 

· Let's suppose you have 40 PCs to back up, each one getting their own tape. 

· Buy 41 tapes, then backup PC #1 to tape #1, PC #2 to tape #2, etc., all the way up to #40. 

· Then, when it is time to rotate back to backing up PC #1, use tape #41. PC #2 then next is backed up to tape #1, PC #3 to tape #2, etc. 

· This system ensures that you are never wiping out your current backup while making a new backup, so you eliminate the risk of a hard drive crash in the middle of a backup. 

· While you are recording the backup to tape #41, tape #1 is still around in case something bad happens. 

Exercise

Draw up a simple “backup plan”.  Assume that you start a full backup, using a single tape, at the end of every day before you go home.  What is the minimum number of tapes you’ll need so that at least one is ALWAYS kept off-site?  Write down the days of the working week, give each tape a number and under each day describe the location of each tape and what it contains.  Keep going until you have completed a tape rotation.

The Windows 95 Registry

Windows 95 uses a special database of settings called the Registry. This data is stored in a pair of files called SYSTEM.DAT and USER.DAT. While they are basically regular files, the backup of the registry can be complicated if you are using Windows-95-based backup, because the Registry is always in use. 

The abysmal state of backup software for Windows 95 dogged the release for, surprisingly, a good year after its release. Most of the software around when Windows 95 first came out was either low-quality, expensive, did a poor job of allowing a full restore, or had problems with either long filenames or the Registry. Fortunately, this situation has been mostly corrected now. Most better backup software supports backup of the Registry, although you may need to check to ensure that it is specifically selected.

Long Filenames

Long filenames use special tricks in the directory structure to store names of up to about 250 characters while maintaining compatibility with older DOS and Windows 3.x applications that use standard short filenames..

In terms of backup, LFNs present no concern as long as you use a backup utility that knows how to deal with them. You do have to exercise some caution when moving files between PCs due to the tendency for the short filename aliases to move around when changing files between systems. For standard backup of a PC, long filenames should not pose a problem if you are using the right software.

File System Parameters

Doing a full backup of a disk volume will result in all of the files on the volume being backed up to the backup device that you choose. However, this only stores the files and whatever directory structures you use to store the files. It does not store the key file system information that controls the operation of your disks. Specifically I am referring to the master boot record, volume boot sector(s) and  file allocation tables.

It is very useful to be able to preserve this information, however it is not accessible directly to conventional backup software. To backup this data, you need to use a utility that will capture this information and store it in a regular file. One utility that will allow you to capture this information is Image, which is part of Symantec's Norton Utilities suite. There are other programs that will work similarly.

Once created, the image file can sometimes be used later on if necessary to rebuild any damage to the disk. For example, sometimes boot sector viruses will remove partition tables or hide boot sectors, or wreak similar havoc with the file system structures on your disk. It is best to store the file both on the hard disk and also on an emergency boot disk. Having the information only on the hard disk sort of defeats the purpose since if the hard disk goes, the image data will not be accessible.

BIOS Settings (CMOS Memory) Backup

There is an essential set of information that is critical to the operation of your PC, but is not stored on your hard disk at all. It is your BIOS settings, the group of parameters that controls critical aspects of how your PC works These settings are very important because minor changes to them can have a major impact on how your system functions. It can take a long time to "tweak" your BIOS settings to reach the set that allows your system to function at peak performance.

The BIOS settings for your PC are not stored in the system memory or hard disk. Instead, they are stored in a special reserved memory area that is commonly called the "CMOS Memory". A battery provides backup so that the settings are not lost when the PC is turned off or unplugged. Unfortunately, certain situations can cause the CMOS memory to be erased or settings lost; usually this can happen when the battery fails due to some sort of malfunction, or merely because the motherboard is getting old.

It makes sense therefore to back up the information in the CMOS memory on occasion. Under normal circumstances, the battery will last for quite a while, and most regular PCs keep their BIOS settings intact for years at a time. This means that the CMOS does not need to be backed up at nearly the frequency that regular data does. In fact, once you have created your initial backup (which you should do when you set up your PC), all you need to do is change the backup whenever you change the settings themselves, to make sure the backup is current.

Since the data is not on the hard disk, you can't just back this information up the way you would a regular file. There are in fact two different ways that the CMOS memory is normally backed up:  

Manual Backup: 

Take a piece of paper and your favorite writing implement. Go through the BIOS setup screens and record the settings and what their values are. It sounds tedious, but it is simple, foolproof (basically :^) ) and while it takes a while to do the first time, this is something you only do once when you set up a new PC, or change the motherboard. When you change your BIOS settings, you just change what is written on the piece of paper as well. 

Tip: 

It is possible with some BIOSes to get the BIOS setup screens to print out on the printer. Turn on the PC, and boot up DOS. Then hit {Ctrl}+{Alt}+{Delete} to reset the PC, and go into BIOS setup. On some systems, the routine that handles the {Print Screen} key will still function, and you can use it on each of the BIOS screens as a nifty shortcut! It won't work on all systems, and it won't work when you first cold start the PC, since the Print Screen handler hasn't been installed yet at all.

CMOS Backup Utilities: 

There are small utilities that will go through the CMOS settings and record them to a regular file, which can then be backed up through normal means, or just copied to a couple of floppy disks. Some of these programs also offer the option of restoring the CMOS settings from one of these files if the CMOS ever gets wiped out.

Warning:
when it comes to any program that sets large numbers of CMOS settings: be careful..........

Backup Software

An important part of the backup puzzle is using the right software. The difference between good and mediocre backup software can be the difference between backups that are reliable and easy to use and ones that are not. The difference between mediocre software and bad software can be the difference between backups that restore properly when you need them to, and those that leave you high and dry!

You have to carefully compare the different packages out there and get one that meets your needs, much as with any other piece of software. The various features of backup software can be confusing however, so I will list below the types of capabilities you will want to look for in backup software, to help you make a good choice when you look for a package.

Beware that here, as in many other places, you sometimes only get what you pay for. Many backup devices ship with basic backup software, provided as a courtesy by the hardware manufacturer. In many cases these are functional but stripped-down versions of commercial packages. They will usually work, but may not be nearly as full-featured as a package you would buy at the store. The best thing to do is to try any software that comes with your device; if it meets your needs then you don't need to buy anything else.

The following are abilities or features that you may want to consider carefully when looking at PC backup software (not listed in any particular order): 

Wide Device Support: 

Backup software varies significantly in its ability to support backup devices. Generally speaking, it is more difficult to find software support for newer devices than well-established ones. Some software companies will make software updates available for their users to provide expanded support as new drives hit the market; others will not. Do remember that while support for more devices gives you more flexibility, ultimately the only device you really need support for is the one that you are actually using. 

Operating System Support: 

The software should support all of the features and requirements of the operating system under which it runs. This means, for example, that Windows 95 software should have full support for long filenames, backup of the Windows 95 Registry, and backup of FAT32 partitions. 

Backup Type Selection: 

All good backup software will let you choose between doing full, selective and incremental backups. Better ones will let you select files and directories based on search strings or patterns. 

Media Spanning: 

The software should provide proper support for backing up to multiple pieces of media in a media set. So if you did a backup to Zip disks and the data took up 250 MB, the system should prompt you when it is time to switch disks, etc. Strangely, some poor backup software has problems with this. 

Disaster Recovery: 

A very important feature, and one that is often found only on more expensive products (as opposed to the freebies that come with many tape drives) is support for automatic disaster recovery. With this type of software, sometimes called one-step recovery or single-step restore or similar, a floppy disk is created with a special recovery program that will let you restore your system simply. Without this feature, you often have to reinstall the entire operating system before you do a restore, which can cost a lot of time and cause a lot of problems. 

 Scheduling and Automatic Operation:

Depending on how and when you do your backups, it can be very helpful to have the software run automatically at a preset time. Most of today's software will support this. 

Backup Verification: 

Every decent backup package will allow you to enable a verification mode. When active, the software will read back from the tape every file that it backs up and compare it to the file on the hard disk, to ensure that the backup is correct. This is important to ensure that your backups are viable. 

Compression: 

Good backup software will give you the option of enabling software compression, possibly at various levels, to enable you to save space on your backup media. 

Media Append and Overwrite: 

You should be able to set the software so that you can control easily what happens when the software starts a backup of a tape that already contains a backup set. You should be able to tell the software to always append to the tape, always overwrite it, or prompt you each time to let you select. 

Tape Tools: 

If you are using a tape backup unit, the backup software will allow you to do things like formatting, rewinding, retensioning or viewing the catalog on your tape. The tape drive may come with software that does this for your particular model; it's much easier if the backup software supports these tools also, however. 

Security: 

Better software packages will let you password-protect a backup set so that the password is required to view or restore from the backup image. (Be very careful before using something like this, you don't want to lose that password!) 

Backup Configuration Profiles: 

You may want to do different types of backups at different times. For example, you might have a bunch of compressed ZIP files on one drive and want them to be backed up with tape compression off (since it won't do anything anyway) while your regular files on another drive are backed up with compression. Good software will let you store different profiles for different types of backups to save you from having to change things every time. 

General Quality Issues: 

You should find out about the general nature of the software. Does it work well? Is it buggy? Are people having problems with it? What is the warranty? What is the upgrade policy of the manufacturer? USEnet can often be of assistance here. 

Windows Backup Software

Take some time now to have a look at the backup software provided by Windows 95.  Become familiar with how it works and then complete the exercise below.

Exercise

Write a step by step guide explaining how to use the backup software that comes with Windows 95. Include how to backup selected files and how to restore deleted files when needed. Include a section of restoring one file from floppy disk.  Include screen shots of the process. 

Disaster Recovery

Disaster recovery refers to the process of restoring a system after a "disaster". There are many different definitions of what a "disaster" is, but for our purposes this simply refers to any situation where you need to recreate a system after a hard disk failure. 

Note: Reference is made to recovery here from the loss of an entire system; if you need to restore just a file or group of files, simply run your backup software's restore facility, select the file(s) to be restored, and follow the directions.

Depending on how you did your backups and what software you used, recovery can be very simple or a great deal of work. This section takes a look at recovery procedures in some detail. (You may also change your mind about what type of backup methodology you want to use, based on what you read here.)

System Recovery from Incremental Backups

Incremental backups contain only the files that have been changed since the time that the last full backup was performed. This means that they cannot be used by themselves to perform a full recovery of a system in the event of disaster.

To perform a proper recovery when you use incremental backups, you must go back to the last full backup you performed and restore all the files on it first. Then you must restore the first incremental made since that full backup, and then the next one, and so on, until you restore the most recently-made incremental backup. If you are doing a full backup once per week and then incrementals every other day, in the worst case you will have to do restores from seven different media sets. This isn't something you're going to do very often (you hope!) but it is still tedious and one reason why some people do not use incremental backups.

Single-Step Recovery

If you used backup software that includes disaster recovery capability ("single-step restore" or "one-step recovery"), and you used it to create a boot disk containing the restore software that came with the package, it is here that you will be very glad about your decision. Single-step recovery is the simplest way to get your PC back on its feet after a hard disk crash or other calamity.

You need to follow the directions that come with the software itself, since the exact steps to follow can vary with the exact kind of software you used. In general, however, these recovery routines will lead you through the process of restoring the system themselves. The great advantage if you are running in a Windows 95 environment is that you will not have to re-install Windows 95 and deal with the headaches that are involved with restoring within the Windows 95 environment. You will also not have to restore your tape backup software, since the restore facility is on the disk, and (hopefully) the tape backup and restore software itself is on one of your backup media.

Manual DOS or Windows 3.x Recovery

If you are running your PC in a DOS environment, and you don't have single-step recovery capability, you can do a manual restore of your system without too much hassle. Unlike under Windows 95, you will generally have no problems with interference when doing the recovery, since you will be performing the restore in a single-tasking DOS environment. There can be a few exceptions however.

The first thing you will generally need to do to perform a restore manually is to set up again your DOS environment. You will have to boot the system with your boot disk, reformat your hard disk and set up your basic operating system files.

Once the hard disk is bootable, you should then reinstall your backup software (which includes the recovery utility) and run it to restore your system. In general, follow the recovery directions that come with your backup software to make sure you do everything right. The only possible conflict areas may be if the backup software itself is on the backup media and you restore it over top of the copy you installed to do the restore. Usually this isn't a problem though.

Note: When restoring Windows 3.x, if you restore the permanent swap file then you may get an error message when you run Windows for the first time, telling you that the swap file is corrupt. This is nothing to be worried about as Windows will recreate the swap file and nothing will be lost as a result of this. (Really, you shouldn't bother backing up the swap file anyway.)

Manual Windows 95 Recovery

Recovering from disaster under Windows 95 can be a very troublesome affair. In fact, it is the problems that users have with recovery in this multitasking environment that has prompted many companies to create single-step recovery features in their backup software. If your software doesn't have this feature though, you can still avoid many of the nasty restore problems by using the technique in this section.

There are two basic problems with manual recovery under Windows 95. The first and less difficult is that you have to reinstall Windows 95 so that you can reinstall your backup software and do the restore. Reinstalling DOS takes a few minutes, while reinstalling Windows 95 can take an hour. This is annoying, but pretty much unavoidable without using single-step recovery backup software.

The second and more trying problem is that when you do a hard disk restore under Windows 95, you are running in a multitasking environment and you will run into software conflicts, even worse than the ones you sometimes will see when doing backups. In particular, when you try to restore the key C:\WINDOWS directory (or whatever it is called on your PC), which includes the Windows 95 Registry and many other files that are in active use while Windows 95 is running, you will run into locked files representing what you are running now, that cannot be overwritten by what you are restoring. In a way, it's a bit like the proverbial "chicken and the egg". The result is often a corrupt Registry and an improper or aborted system recovery.

There is, fortunately, a way to get around this that you can try, if your system has at least two disk partitions.  This procedure provides a potential work-around for this problem, by making use of two hard disk partitions to avoid the conflict that can occur during recovery.

Procedure Overview: 

Difficulty Level:  3-4 (Moderate to High). 

This procedure is a bit tricky and you may have to be careful and "ad lib" a bit. The procedure may not always work. It is also not described in as much detail as some of the other procedures, and requires you to know how to reinstall Windows 95 and other software. 

Risk Factor: 2 (Low). 

If you are starting with a wiped-out disk there's not much to lose, right? :^) 

Hardware Required: None. 

Software Required: 

Windows 95 CD-ROM. 

Backup / restore software. 

Time to Perform: 

Depends entirely on the size of the hard disk being restored and the backup method. Can be a few minutes to a few hours. 

Preparation / Warnings: 

You must partition and format your hard disk drive before commencing, and install your CD-ROM driver to allow you to reinstall Windows 95 from CD-ROM.  Your system must have at least two disk volumes for this procedure to work. If you only have C: on your PC, you cannot use this procedure. 

This procedure assumes that you normally have your WIndows directory on your C: disk volume, as most people do. 

Procedure Steps: 

1.
Perform a Minimum Windows 95 Reinstall, to an Alternative Disk Volume: Reinstall Windows 95, but when you do, install it not to the C: drive where you would normally put it, but rather some other drive, say D:. Just do enough of an install to get the backup software running, don't worry about fine-tuning or setting up all your peripherals and drivers; the installation is not going to be around for long. This install should proceed without any problems. 

2.
Reinstall Your Backup Software: 
Reinstall your backup and recovery software onto D: as well. 

3.
Restore C: Disk Volume: 
Run your restore software to restore the contents of only your C: drive. Since Windows 95 is running from the D: drive there should be no conflicts. Now your original system files and original Windows 95 copy should be restored. 

4. Reboot the PC: 
After rebooting the PC, your system should be using the restored proper copy of Windows 95 on the  C: drive, and all your settings should be back to normal. 

5. Delete the Temporary Windows 95 Installation: 
You don't need this any more once the restored version is running. 

6. Delete the Temporary Backup Software: 
Most people keep utility software on their C: drive, so this would now be restored as well. If so, then delete the temporary copy that was installed to the D: (or other) volume. Otherwise, leave it intact. 

7. Restore Your Other Disk Volumes: 
Restore the disk volumes other than C:, running from the Windows 95 installation that is on C:. 

8. Test Everything: 
Test out Windows 95 and your applications to ensure that they are functioning properly.

Exercise

Do some research on the Internet on backup.  Write up a report on at least 3 different solutions that you think look good.

Common Backup Mistakes And How to Avoid Them

Mistake #1. Failing to do backups on a regular schedule.

Everyone knows they should back up their data. They just don't realize how important it is -- until after their data is gone. 

Doing regular data backups is like brushing your teeth. It's not fun or exciting, but you must do it if you want to keep your data (or your teeth) safe.  The best way to make sure that backups are done regularly is to let the system do it automatically.  Just set up your backup command to run at a regular time every day. In most cases, it's best to schedule backups for the middle of the night, when the system is not busy. 

Many system administrators establish a schedule of incremental backups each day, partial backups each week, and full system backups once a month. You can establish your own schedule. If your system is small, it may be easiest to just back up the full system each day. 

Mistake #2. Failing to back up special files.

Special files do not contain data (like regular files) and cannot be copied with backup utilities.  The special files are important because they are used for reading and writing to various hardware devices. If a special file associated with a certain device (like a disk drive) is destroyed, it will be impossible to use the device until its special file is restored. 

Mistake #3. Not maintaining physical security for your backup tapes.

Your backup tapes contain valuable data about your company. They should be locked up or stored in a secure location. Any common thief (maybe even a competitor) can steal a tape that is left lying near your computer -- without even knowing your login or password. A burglar with a brick could smash your window, grab your backup data, and do more damage than any "computer virus" or "hacker." 

It's also a good idea to maintain a copy of your important data in a separate location (or in a fire-proof cabinet). If you don't, disaster could destroy your computer and all your backup data. 

Mistake #4. Failing to rotate your backup tapes.

Some users always use the same tapes for each backup. They simply write the new backup data on top of the old data. I don't know for sure, but I suspect that these are the same people who never rotate their tires. It might save them a few bucks, but it can cost a lot more later. 

Using the same tapes becomes a big problem if your system fails while doing a backup. In that case, you'll be left with a crashed system and no backup data. Don't think it can't happen -- Murphy's law says it will. All it takes is a power surge, static electricity etc etc.

At the very minimum, you should have two sets of backup tapes. Call them "Set A" and "Set B." Always alternate your backups between the sets. Write one backup to Set A, the next to Set B, and so one. Even if your system fails during a backup, you will still have a set of backup data that is good. 

This advice is especially true for the new tapes that can hold multi-gigabytes of data. Some users think they can save money by using a single tape to hold all their daily backups -- data from Monday, Tuesday, Wednesday, etc. is all written to one tape. Imagine the problems you would have if that single tape went bad. 

Don't try to save money on tapes. Tapes are cheap, especially when compared to the cost of trying to re-create your data. Even the most expensive tapes are less than fifty bucks -- isn't your data worth more than that? 

Also, putting multiple archives (appending them one after another) on a single tape usually makes it impossible to verify your backup. Appending a new archive to the end of tape usually requires that you write to the no rewind device. Since the device cannot be rewound, you cannot verify your backup data. 

It's best to use several sets of tapes for backups. This gives you more redundancy and also saves wear and tear on the tapes. Retire your old tapes before they wear out and become unreliable. 

Mistake #5. Not creating a boot diskette (or tape).

This is so common, it could have been Mistake #2. If your hard disk crashes, you need another way to reboot. Without a boot diskette, you're "dead in the water." 

Most vendors include a standard boot diskette with their system, but this is not the best solution. The standard boot diskette probably contains only a "bare-bones" version of the Operating System. It won't contain any of the special device drivers or enhancements you may have added. 

If you use the standard boot diskette, you may still have to spend several hours rebuilding the system. 

You should create your own boot diskette that contains the latest version of your Operating System.  You should also make sure that it contains any special device files that you may need (like the one for your backup tape drive). 

Mistake #6. Failing to make a copy of your restore utility on your boot diskette.

This seems obvious, but many people forget to include their restore utility when creating a boot diskette. You have created a boot diskette, haven't you? 

It's a good idea to make at least two copies of your boot diskette (who knows what can happen!). Like your backup data, keep the boot diskette secure and keep a copy off- site. 

Mistake #7. Failing to verify your backup data.

Your backup data is useless unless it's correct. Standard Unix backup utilities like tar and cpio are notoriously unreliable when writing data to a tape. If an error occurs, your data could be lost without any kind of error message or warning. 

Verifying your backup is the best way to make sure that the data is correct. Unfortunately, most of the standard backup utilities weren't designed to do data verification. They just assume that everything is written to the tape with no errors. 

Mistake #8. Failing to keep a backup log.

This is usually not a serious mistake. But keeping a log will often save you time and trouble. 

There are two kinds of logs you should keep. A file information log and an error log. 

The file information log should contain a list of which files were backed up, the date of each file, and the label of the tape containing the files. If you need to restore a file, the file information log will make it much easier to find the proper tape. 

You should also keep a log of the errors that may occur during the backup process. This is especially important if you run your backups automatically 

Always monitor your log files to make sure that each backup was done successfully. Check each log for messages that might indicate a problem (you can even write scripts to do this for you automatically). 

Most backup utilities allow you to create log files by redirecting their output to a file. The standard output and the error output should be saved in different files. If these files become large, you can compress them to save space. 

Mistake #9. Failing to label your backup tapes.

This is not fatal, but it can cause a lot of confusion when you're trying to find the tape you need. Some users set up a tape management system and keep a database containing the tape label and information about the archive. 

Even if you have a tape management database, it's still a good idea to label each tape (in case the database crashes). You should probably label each tape with the date of the backup, the backup level, the filesystems backed up, and any other important information.
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