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Week2

This week we will be looking at the issue relating to maintaining system integrity. To assist you with this I have created an Internet web page, which contains various documents, and information relating to the topics you are studying. This can be found at www.angelfire.com/ks2/davidhiggins.

This page is designed to assist you with your TAFE course. Each week I will place the notes and assignments on this site and I will also try to put useful links for research into issues relevant to the course. For ease of downloading, all work files will be compressed into a zip file. You will need Winzip to uncompress the files. If you don’t have Winzip it can be downloaded by clicking on the link on the web page.

The following documents have been placed on the page for this week:-

Document Name
Description

3650c-dh.doc
This document

Backup.doc
22 page document which discusses backup

Viruses.ppt
67 page PowerPoint presentation about viruses, preventative maintenance and backup

Assign1.doc
The first assignment

Maintain System Integrity

With any computer system (large or small) it is vitally important to have a “Preventative Maintenance Plan” in place to ensure everything stays in working order and there is no loss or damage to data. In a way this is similar to having a regular service plan for your car.

Some types of preventive maintenance need to be performed more often than others. The frequency of preventive maintenance depends on the nature of the activity; some things just need to be addressed more often than others. It also depends a lot on what your PC is being used for.

The interval for preventive maintenance on PCs can be determined based on elapsed time or on usage. This is similar to how your car’s oil and filter should be changed “every 3 months or 3,000 miles, whichever comes first”. 

PC maintenance activities are usually specified as time-based, because this is easier (a PC has no odometer) but they should be performed more frequently depending on prevailing conditions. A PC used on the manufacturing floor of a steel mill needs to be cleaned more often than one being used in a hospital. 

A disk that is doing heavy Internet file transfers needs virus checking much more often than one that is used standalone and has no modem or floppy disk.

One enemy of preventive maintenance is simply remembering to do. It’s one thing to say “I will clean the read/write heads on my floppy disk every six months”, and even to mean it. But how will you remember when the six months are up? 

One way to address this problem is through the use of a preventive maintenance schedule, which will remind you of when to perform key maintenance activities on your PC. Some software preventive maintenance activities can also be automated.

See the end of this section for a sample preventive maintenance schedule that discusses various maintenance activities and suggests some timing guidelines for performing them.

Some of the important issues discussed above are covered in more detail below:-

Maintain System in Proper Environment

This will help to ensure you obtain the maximum life out of your system and minimise the risk of damage. The following checks will help:-

· Ensure the computer is located in an environment that is free from dust and moisture. Also ensure the temperature is within the range specified by the manufacturer.

· Clean floppy disk drives,  keyboard and exterior of case.

· Clean screen and exterior of monitor.

· Check internal connections and cables.

· Check and clean interior, motherboard and expansion cards if necessary.

· Check hard disk for temperature and vibration.

· Check processor temperature, inspect heat sink and fan to ensure they are working.
· Check power protection devices to ensure they are still.
· Check power supply fan for ventilation and dirt build up and clean if necessary.
· The computer and the monitor both generate a substantial amount of heat and it is important to ensure there is adequate ventilation around these to allow this heat to escape.
File Maintenance

The following activities should be considered:-

· Keep records of all software, including the operating system, which has been installed on your computer. You should also keep records of all software updates.

· The original disks and licenses should be stored in a safe place, preferably at a different location away from where the computer is kept. If it is necessary to have these disks with the computer keep a copy with the computer. Most licence agreements will allow this.

· Ensure all program files are stored in an appropriate folder on the hard disk (usually the setup program will do this). If your computer is used by other people you should regularly check to ensure no unauthorised software is loaded.

· Ensure all data files (documents, spreadsheets, database records, etc) are stored in an appropriate folder. Generally it is best to store data files in separate folder and not mix them with program files. This will allow for easier backup. 

· Generally the only files that should be kept in the root directory of your hard disk are system files.

· Keep a  “boot” disk readily available so that the computer can regularly be restarted if system files in your root directory become corrupted or are accidentally deleted.

· Regularly check the available space on your hard disk. When the hard disk is becoming close to full (say at 80% capacity) consider the purchase of another larger hard disk to replace it.

· Run utility programs such as scandisk on a regular basis, to check your computer for any corruptions.

· Run defrag on a regular basis to ensure the hard disk is usage is optimised.

· Clean up your disk on a regular basis. You can run Disk Cleanup to help you free up space on your hard drive. Disk Cleanup searches your drive, and then lists temporary files, Internet cache files, and unnecessary program files that you can safely delete. You can start Disk Cleanup by clicking Start, pointing to Programs, pointing to Accessories, pointing to System Tools, and then clicking Disk Cleanup.

· Check the contents of your “temp” folder and clear on a regular basis.

· Regularly check all folders (including the root directory) to ensure there are no unwanted files on your system. Sometimes you may come across a file that you think is probably not necessary for your system, but you are not 100% sure.

I have been in this type of situation and when the file is deleted all sorts of problems can occur if it turns out to be an important file. If in doubt make a backup of the file before you delete it.

· Regularly backup all important data. Preferably you should have a written backup plan.

· Regularly perform a partial restoration of data from your backup media to ensure the backups and restorations are working successfully.

· Ensure you have a written plan for restoration of your system. You should test your plan to ensure it actually works. Whilst you may be able to remember the plan, you may not  be the person who has to restore the system. From time to time the plan should be reviewed and adjusted to take account of any changes to your system.

· When removing software from your computer don’t just delete the folder. Go to Control Panel and select Add/Remove Programs, select the Install/Uninstall tab and then select the program you wish to remove. 

By doing this you will ensure the system registry is correctly updated and all system files that were originally installed by the software, and are no longer required, are actually removed.

Many software packages supply an “uninstall” utility and that will achieve the same objectives. If so this should be used in preference to the Windows utility.

· You can start Disk Cleanup by clicking Start, pointing to Programs, pointing to Accessories, pointing to System Tools, and then clicking Disk Cleanup.

· Check the system for viruses on a regular basis, using virus checking software. You should also ensure virus definitions are updated on a regular basis, so that the opportunity for new viruses to infect your system  is minimised. 

Backup

As mentioned above it is important to have an adequate backup plan to ensure you can recover in the event of a disaster. Issues to be considered include:-

· Do I want to backup the whole computer or do I just want to backup important data files?

· How much data do you have to backup?

· How often do you need to backup?

· How long do you need to keep data?

· Are there any files that need to be archived and kept permanently? If so how will you handle this?

· What type of media should be used? There are many types of media that can be used including:-

· Backup to a tape drive

· Backup to floppies

· Backup to a network location

· Backup to a CD Drive.

· Do you want to automate the process? If operating in a network environment it isn’t really possible to perform a backup when some of the files to be backed up are still being used. In these situations it probably better to backup data after hours, when no one is using the system, and an automated process is usually the best way. If using an automated process it will be necessary to ensure the media being used has enough space to hold all the data to be backed up.

· How will you be able to recover the data? If using a tape drive and your machine is stolen or totally destroyed by say fire, it will be necessary to obtain the appropriate hardware and software so that any backup tape you have can be used to conduct the restore procedure. How will you handle this?

· Where will you store your backup media?

Viruses

A 2 page document discussing these viruses is attached. Issues to be considered include:-

· What is a virus and what types of viruses exist?

· How do viruses infect a computer?

· What type of damage can be done to a computer by a virus?

· What measures can be taken to prevent/minimise the chance of infection?

Preventive Maintenance Schedule and Summary

In order for preventive maintenance to be useful, you have to remember to do it! This is not always as easy as it sounds. Most of us have equipment around the house or office that we know we should work on but sometimes we forget if not reminded. Something that can help is to create a preventive maintenance schedule.

As discussed here, some types of maintenance are really better done when they need to be done based on the condition of the system or device, instead of just doing them after a preset amount of time. This can be hard to gauge though, and it is easy to forget to do the maintenance work (or put it off indefinitely).

For this reason, I recommend that you set up a preventive maintenance schedule. This is simply a chart that shows various maintenance activities, and how often they should be done, to allow you to setup a calendar so you remember to do your Preventative Maintenance work. 

You should alter this schedule when it makes sense, and also add extra instances of importance Preventative Maintenance activities when they make sense. For example, you may normally only update the information on your emergency boot floppies once every few months, but you will also want to do it any time you upgrade your operating system, regardless of when you did it last before this event. 

Once you have set up a schedule, you can translate it to actual dates to help you remember when to perform various preventive maintenance activities. Software procedures, which often should be performed daily, are best done using some sort of automated program scheduler. 

For longer-time-interval tasks, you can simply mark the activity down on a regular calendar. If you have appointment book software, such as Schedule+ from Microsoft, or Lotus Organizer (or similar) you can put reminders to do your preventive maintenance right in the software!

Below is included a sample preventive maintenance schedule, which includes approximate recommended time intervals for performing the various procedures. The frequency with which you perform preventive maintenance really depends on what your system is, how you use it, and what is important to you. 

The numbers below are guidelines that should at least put most people in the right ballpark. You should determine what schedule makes sense for you by reading up on the various maintenance procedures and deciding what you think is most appropriate.

The schedule has intentionally not been made too aggressive; if the schedule is ridiculous then maintenance becomes a major drag and chances are that nothing at all will end up getting done. The recommended frequencies have been made so that similar activities (where reasonable) are performed at the same interval. In particular, performing all the maintenance activities that require you to open up the PC at the same time makes sense, for obvious reasons. 

Having a single, annual “clean the PC day” allows you to keep your PC running at top form without having to open it up several times a year.

Also note that backups should follow their own organised schedule. This is because even if you do backups daily (and you should), you may not back up the same items each day. The sample schedule below is actually organised by recommended frequency (even though the activity itself is in the left-most column). It represents those preventive maintenance activities that I think make sense for most PC owners.

 The “Auto?” column contains the word “Yes” for those activities that can normally be set to run automatically using a program scheduler:

Preventive Maintenance Activity
Recommended Frequency
Auto?

Scan hard disk file systems for errors
Daily
Yes

Scan for viruses
Daily
Yes

Back up data
Daily
Sometimes

Clean Screen
Weekly
No

Defragment hard disks
Weekly
Yes

Scan for hard disk read errors
Weekly
Yes

Check System Software and ensure licenses are held
Monthly
No

Clean mouse
Monthly
No

Check for free space on hard disk and remove unnecessary files
Monthly
No

Update virus definition files
Monthly
Sometimes

Check power protection devices to ensure they are still protecting the system
Quarterly
No

Check power supply fan for ventilation and dirt build up and clean if necessary
Quarterly
No

Back up CMOS information
Quarterly
No

Update emergency boot floppies
Quarterly
No

Clean floppy disk drive internals and read/write heads
Quarterly (depending on use)
No

Check processor temperature, inspect heat sink and fan to ensure they are working
Annually (or whenever case is opened)
No

Check hard disk for temperature and vibration
Annually (or whenever case is opened)
No

Clean exterior of case
Annually
No

Clean exterior of monitor
Annually
No

Check and clean interior, motherboard and expansion cards if necessary
Annually
No

Check internal connections and cables
Annually
No

Clean keyboard
Annually
No

Viruses and Other Computer Infestations
A computer infestation is:

· A virus, a Trojan Horse, or a Worm

· Any unwanted program that is unknowingly transmitted to a computer

· Designed to damage data and software

· Not designed to damage the computer hardware, although it may destroy boot sector information

· A virus hoax - warning about a nonexistent virus that ties up network traffic

Virus

· A program that can replicate itself by attaching itself to other programs

· Needs the infected, or host, program to execute in order for it to be able to execute

· May simply replicate itself, filling up the hard drive, or may actually do damage

· May be triggered to do damage at a future point in time: on a specific date, or when the host program activates some logic 

Worm
· A program that spreads copies of itself throughout a network, overloading memory

· Does not need a host program

Trojan Horse

· A program disguised as a helpful utility or a legitimate program

· Requires human intervention to move

· Does not need a host program

Where Viruses Hide

Boot sector 

· In the program code that is part of the Master Boot Record on a hard drive

· In the part of the boot record program that loads the OS on the active partition of the hard drive

· In the boot program on a floppy disk (one of the most common ways a virus is spread)

Files

· In executable (.exe or .com) programs or word processing documents with macros

· If a virus copies itself into a data file containing no macros, it can do no more damage than corrupting the data it has overwritten with itself

· Multipartite virus - A combination of a boot sector virus and a file virus

Cloaking techniques
Viruses try to hide from antivirus software:

· Polymorphic - changes its distinguishing characteristics so it is harder to recognise

· Encrypting - can transform itself from a replicating program to a nonreplicating program and back again to avoid detection

· Stealth - actively conceals itself

· Alters OS information to mask the size of the file it is hiding in
· Monitors file operations: when it sees its host file is about to be opened, it removes itself from the file
Damage from Infestations
· Damage done by an infestation is called the payload

· The payload may be dropped in response to a triggering event, such as a date, opening of a certain file, or pressing of a certain key

· Damage may be minor, such as displaying bugs crawling over the screen, or major, such as erasing everything on a hard drive
How Infestations Spread

Dangerous practices include:

· Trading floppy disks containing program files

· Connecting the computer to an unprotected network

· Buying software from unreliable sources

· Downloading programs from the Internet

· Using floppy disks from unknown sources

· Using shared network programs

· Using e-mail that automatically executes a word processor to read attached files

· Not write-protecting original program disks

How a virus replicates

· Once a program containing a virus is copied to your PC, the virus can spread only when the infected program is executed

· Viruses are loaded into memory with the program and then executed from memory

· Memory-resident viruses stay in memory after the host program is terminated

· Non-memory resident viruses terminate when the host program is closed

Protecting Against Infestations

· Make backups

· Buy antivirus (AV) software and set your computer to run it automatically at startup

· Keep the AV software current by periodically downloading upgrades from the Internet

· Set a virus scan program to automatically scan word-processor documents as they are opened

· Establish and faithfully execute a plan to make backups of the hard drive

· Only buy software from reputable vendors

· Do not trade program files on floppy disks

· Do not use floppy disks from unknown sources

· Download software from the Internet sparingly, then scan program files for viruses before executing them

· Never use pirated software

· Format floppy disks before first use

· Write-protect original program disks

· Avoid shared network programs, such as Java or ActiveX programs on the Internet

· Adopt strict company policies against using unauthorised software

· If someone has been on a computer before you, reboot it

· Set the PC to boot from drive C, then A

· Turn on AV protection for the CMOS

· Virus Symptoms 

· A program takes longer than usual to load

· The number and length of disk accesses seem excessive for simple tasks

· Unusual error messages occur regularly

· Less memory than usual is available

· Files mysteriously disappear or appear

· Strange graphics display on the monitor

· The computer makes strange noises

· The DOS MEM command reveals strange TSRs loaded into memory

· The system does not recognise the hard drive when you’ve booted from a floppy disk

· The system does not recognise the CD-ROM drive, although it had worked earlier

· Executable files have changed size

· The access lights on the hard drive and floppy drive turn on when they shouldn’t

· The hard drive boots but hangs up before getting a DOS prompt or Windows 95 safe boot

· There is a noticeable reduction in disk space

· Files constantly get corrupted

· Strange or bizarre error messages display

· DOS error messages display about the FAT or partition table

· File extensions or file attributes change without reason

· A message displays from the AV software

· The number of bad sectors on the hard drive continues to increase

Protecting Against Viruses

If you suspect you have a virus:

· Run the latest version of a virus scan program to detect and delete the virus

When selecting AV software, look for

· The ability to download current upgrades from the Internet

· The ability to automatically execute at startup

· The ability to detect macro viruses in word-processing documents

· The ability to automatically monitor files being downloaded from the Internet

Virus Hoaxes

Along with the thousands of real viruses that circulate the world, there are dozens of virus hoaxes that computer users have to contend with. Loosely speaking, a virus hoax is a rumour or warning about a virus that is spread from well-meaning person to well-meaning person, telling them not to download a program or take other action, or they will get a virus. But the virus does not exist, and in fact it is the virus warning that is really the only thing that is, in essence, a virus! If you think about it, the warning is what is spreading from system to system (even though it doesn’t generally cause any damage aside from wasting people’s time).

Most of these hoaxes circulate through email on the Internet, and warn of dire consequences such as having one’s hard disk erased, should the email be read. The fact of the matter is that you cannot get a virus by reading email messages. It is true that you must be careful of files attached to email messages, because if the file is an executable program, Word document or other file capable of being infected with a true virus, it may have a virus in it. Because the a file attached to an e-mail can contain a virus you should make sure you know who sent it and what it is before you open it. But the email itself cannot carry a real virus, and you cannot get a virus from reading a regular email message any more than you can get one from reading the words you are reading right now.

PAGE  

