Electoral roll open to abuse: Auditor 
By Ross Peake

YOUR private details are on sale to marketing companies that send junk mail to letterboxes. 

Despite complaints, the practice of selling the electoral roll continues unfettered, according to a new report to the Howard government. 

The Australian Electoral Commission is powerless to stop the annoying practice. 

The electoral roll is not available on the internet but legislation provides that individuals can buy a hard copy of the electoral roll for an entire electorate for $25. 

The two ACT federal electorates have an average 111,542 voters - that's 0.02 cents per voter address.

The auditor-general's report said the AEC's security system was effective, finding the only security problem related to mis-use of the completed roll.

'Anecdotal evidence provided to the AEC suggests that copies of the roll are purchased, keyed or scanned into electronic format, and then sold to commercial users,' the report said.

The report found a gap in legislation on use of the electoral roll.

'While there are end-use restrictions on electronic copies of the electoral roll, there are none on print and microfiche copies,' the report said.

Misuse of the roll might result in people refusing to enrol to protect their privacy, the report said.

The commission was warned the growing use of the electoral roll by politicians for mailouts to voters could open the door to electoral fraud.

"In the [auditor-general's] view, the absence of end use restrictions on data from the electoral roll could increase the potential for electoral fraud," it said.

The auditor-general said in many cases, people simply did not want to enrol and went out of their way to avoid the AEC.

There was also growing pressure for silent enrolment, whereby people enrolled but had their details withheld out of privacy or safety concerns.

The AEC has agreed to the auditor-general's 12 recommendations, including the fast-tracking of a fraud control plan specific to enrolment procedures.

The easy access to personal information has forced civil libertarians to call on the Federal Government to introduce ''privacy legislation with teeth'', including penalties for companies that step over the line.

Cameron Murphy, president of the NSW Council for Civil Liberties and secretary of the Australian Council for Civil Liberties, said the current laws saw the Government ''opt out'' of policing misuse of information by requiring the individual to contact a company when they received unsolicited mail to tell it to take his or her name off the mailing list.

Mr Murphy said the laws should instead ensure information was only collected for a specific purpose with the individual's consent. If that information was to be passed on again, it should be done again with the individual's permission ''each and every time'' or else the company would face prosecution.

''It's completely unreasonable for a Government to require an individual to find out where all the information about them is being held and to have to write 20 or 30 letters a week to try to stop that information from being used,'' he said.

Mr Murphy said information gathered when people filled out seemingly innocuous items such as a competition coupon to win a holiday or a survey about products they used was extremely valuable to companies.

''Our real concern is that now in the age of the computer, it's very easy to link electoral data with other data to build up a complete profile of a person's lifestyle and spending habits,'' he said.

The report by the auditor-general has given the Australian Electoral Commission a clean bill of health, although 630,000 people are not on the roll.

It found over 96 per cent of the names on the roll were accurate, a high level given the way the roll changed because of new voters, movement of voters, and deaths.
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