Prepared By: CH. .M. IMRAN AFZAL  

          Composed by: MALIK SOHAIL 

CHAPTER 5

CONCURRENCY MUTUAL EXCLUSION

 & SYNCHRONIZATION

CONCURRENCY:-

Definition:-

Concurrency is a host design issues communication among processes, sharing and competing resources of multiple processes and allocation of processor time to processes.

Concurrency arises in multi programming, multiprocessing and in distributed processing. Concurrency arises in three different forms:

Multiple Applications:

This allows processing among a number of active applications.

Structured Application:

Some applications programmed as a set of concurrent processes.

Operating System Structure:

Operating System are themselves implemented  as set of processes.

The basic concept of concurrency is that in which concurrent processes enforce mutual exclusion, to exclude all other processes from a course of action while one process is granted that ability.

PRINCIPLES OF CONCURRENCY:-

Concurrent processes may interact in a number of ways:

1. Processes that are unaware of each other may compete for  resources, such as processor time and access to 1/10 devices.

2. Process may be indirectly aware of one another because they share to a common object such as block of main memory.

3. Processes may be directly aware of each other and cooperate by the exchange of information.

The key issues that arise in these interactions are mutual exclusion and deadlock.

PROCESS INTERACTION 

Processes interact on the basis of the degree to which they are aware of each other’s existence.

Three possible degrees for interaction:

Processes Unaware Of Each Other:

The best example of this situation is the mutual multiprogramming of multiple independent processes. In this case processes are not working together, the operating system needs to be concerned about competition resources. For example two applications want access to the same disk or file or printer.

COMPETITION AMONG PROCESSES FOR RESOURCES

Process indirectly aware of each other

In this case process interaction, share access to some object such as an I/O buffer. Such processes have cooperation in common object. Two or more processes need to access a resource during the course of their execution. Each process is unaware of the existence of the other processes. There is exchange of information between the competing processes. If two processes both wish to access a single resource by the operating system and other will have to wait.

There are three problems in competing process:

1. Mutual Exclusion

2. Dead Lock

3. Starvation

MUTUAL EXCLUSION:-

Definition:-

Mutual Exclusion is a condition in which there is a set of concurrent process, only one of which is able to access a given resource or perform a  given function at any time.

Mutual Exclusion techniques can be used to resolve conflict such as competition of resources and to synchronize processes. An example of this is producer/consumer model in which one process is putting data into a buffer and one or more processes extracting data from the buffer.

COOPERATION AMONG PROCESSES BY SHARING

In this situation multiple processes may have access to shared variables or to shared files or database. Because data are held on resources (devices, memory) the control problems (mutual exclusion, deadlock, starvation) are again present. The only difference is that items may be accessed in two different nodes reading and writing only writing must be mutually exclusive.

PROCESS DIRECTLY AWARE OF EACH OTHER

In  this case processes are able to communicate with each other by name. Such process exhibit cooperation.

COOPERATION AMONG PROCESS BY COMMUNICATION 

In this case when processes  cooperate by communication the various processes participate in a common effort that links of all the processes. The communication  provides a way to synchronize the various activities. As in the example of the deadlock two processes may be blocked, each waiting for a communication  from the other. In the example P1 is repeatedly attempting to communicate with either P2 or P3.

REQUIREMENTS FOR MUTUAL EXCLUSION

Mutual exclusion should meet the following requirements:

1. Mutual Exclusion must be enforced only one a time is allowed its critical section.

2. A process that halts its non-critical section must do so without interfering processes.

3. It must not be possible for a process requiring  access to a critical section.

4. When no process is in critical section must be permitted without delay.

5. No assumptions are made about number of processors.

6. A process remains inside its critical section for a finite time only.

MUTUAL EXCLUSION (Software Approaches)

Software approach can be implemented  for concurrent processes that execute on a single processor or a multiprocessor machine shared main memory there are two algorithm for mutual exclusion:

Decker’s Algorithm:

This approach has the advantage of illustrating most of the common bugs  encountered in developing concurrent process.

Peterson’s Algorithm:-

It solves the Mutual Exclusion problem that is difficult to follow and whose correctness is to prove the global array variable flag indicates the position of each process with respect to mutual exclusion and global variable resolves simultaneously conflicts.

Peterson discovered a much simpler way to achieve mutual exclusion. Peterson algorithm is as follows:-

Include “prototype”;

Define false  0

Define true 1

Define   n    2

  Int turn;

Int interested  [n]

Void enter_region(int process)

{

int other;

other=1.process;


interested[process]=true;


turn=process;

while(turn= =process&& interested[other]= =true)

}

void leave_region(int process)

{

interested(process)=false;

}

(PERTERSON’ S SOLUTION FOR ACHIEVING MUTUAL EXCLUSION)

Two or more processes require access to a single, non-sharable resource like printer. During the course of execution when processes send commands to I/O devices for sending and receiving data. We will refer to such a resources is CRITICAL RESOURCE and he portion of program is called CRITICAL SECTION. Only one program at a time allowed its critical section we cannot rely on the operating system to under and enforce for this restriction.

The enforcement of mutual exclusion creates two additional problems for example two processes P1 and P2 access to both resources R1 and P2 and R2 and P1.  Each process is waiting for one of the two resources. Neither will release the resource such type of condition is called deadlocked.

STARVATION 

A final control problem is starvation. Suppose three processes P1, P2, P3 require to access a resource R. Consider P1 is in the possession of resource then P2 and P3 delayed. Assume P3 is granted access and competes  critical section. If P1 and P3 repeatedly grant access to each other then P2 may be denied access to the resource. There is no dead lock condition.

SEMAPHORES:-

Definition:

Semaphores are used for signaling among processes and can be readily used to enforce a Mutual Exclusion discipline

Two or more processes can cooperate by means of simple signal such that process can be enforced to stop a specified place until it has received and specific signal. Such type of signaling, special variable called Semaphores. That special type of integer variable is called Semaphores.

Semaphores are used:

1. To transmit a signal Via Semaphore’s process execution 

2. To Received a signal Via Semaphores process execution

We can view the Semaphores as a variable that has an integer which have three operations.

1. A Semaphores may be initialized to a non-negative value

2. The wait operation decrements the semaphore value.

3. The signal operation increments the Semaphores value

If the value is not positive then a process blocked by a wait operation.

A binary Semaphores may only take on the value 0 and 1. For both Semaphores and binary Semaphores a queue is  used to hold processes waiting on the Semaphores. The only firm requirement is that  a  process must not be delayed in a Semaphore queue because other processes are given preference.

THE PRODUCER /CONSUMER PROBLEM :-

It is an example, if the concurrent processing. There is only one or more type of producers generating data and a single consumer taking items from the buffer at any one time. The producer can generate items and store them in a buffer. To implement this system using binary Semaphores using the integer variable. The Semaphores is used to force the consumer to wait the buffer is empty.

 Let us try to implement this system using binary semaphores. The semaphore is used to enforce mutual exclusion and the other semaphore is used to force the consumer to wait if the buffer is empty. If the producer is able to stay ahead of the consumer then the consumer will really block on the semaphore so the compiler knows monitors are special and compiler can handle calls two monitor procedures.

Differently from other procedure call. Typically where a process calls a monitor procedure the first few instructions are executed.

Then the consumer exhaust the buffer and the producer has incremented before the consumer can test it because dead lock is occur there.

There is a variable  n now a semaphore. its value is equal is to the number of items in the buffer. The buffer is treated as a circular storage and pointer values must be expressed modulo the size of the buffer.

Mutual Exclusion techniques can be used to resolve conflict such as competition of resources and to synchronize processes. An example of this is producer/consumer model in which one process is putting data into a buffer and one or more processes extracting data from the buffer.

The producer and consumer problem can be expressed is as follows:-

Include “prototype”.h”

Define n 100

Typedef int semaphore

Semaphore mutex=1;

Semaphore empty=n;

Semphore full=0;

Void producer (void)

{

int item;

while(true){

produce_item(&item);

down(&empty);

down(&mutex);

enter_item(item);

up(&mutex);

enter_item(item);

up(&mutex);

up(&full);

}

}

Void consumer (void)

{

int item;

while(true){

down(&full);

down(&mutex);

remove_item(&item);

enter_item(item);

up(&mutex);

up(&empty);

cosume_item(item);

}

}          (THE PRODUCER CONSUMER PROBLEM USING SEMAPHORE)

Monitors:- 


Monitor is a collection of procedures, variables and data                                         structures that or all grouped together in a special hind of module or package. Processor may call procedures, in a monitor whenever they want but they cannot directly access. Monitors internal data structures from out side monitors. Monitors have an important property that makes them useful for achieving mutual exclusion for example only one process may be active.

In a monitor any constant for execution. Monitors are a programming language construct. It is the complier not the programmer . two kinds of operations can be done WAIT,SIGNAL. These operations are used to synchronize process monitor does a weight operation on some conditional variable .this action causes the calling processes to be blocked. Monitors allow another process to enter or to become active that has been previously prohibited to into monitor.

The other process can be wake up its sleeping partner by loosing the operation of signal on conditional value. Monitors can make parallel programming much less error than semaphore. Pascal , c and most other languages do not have monitors.

There are two kinds of monitors 

HOARSE ALGORITHM:-

The algorithm in which process doing signal must exit.

MES ALGORITHM:-

The algorithm in which process doing signal can continuing its works and just  wake up the waking process

PROBLEMS IN MONITORS:-

There are few problems in monitors that are the following

1. Monitors built in features of programming languages which are very few.

2. Monitors and semaphores have been designed for solving the mutual exclusion processes on one or more CPUS that all have access to common memory.

3. If we go to distributed system consisting  of multiple  CPUS . Each with in its own private memory connected by local area network 

4. These primitives become inapplicable.

CONCLUSION :-

Semaphore are  two low level primitives to implement mutual exclusion and synchronization of the processes while monitors are use able accept in few programming language .Further more non of these primitives provide for implementation exchange for different items.

MESSAGE PASSING:-  

There are two requirements for process interaction synchronization and communication. 

DEFINITION:-

Message passing is that type of approach in which processes need to synchronize to enforce mutual exclusion ,cooperating processes may need to exchange information. There are two form of primitives in message passing 

Send (destination , message)

Receive(source , message)

A process sends in the form of message to another process by a destination. A number of design issues relating to message passing   are listed below

Synchronization:-

There are two types of communication of messages the receiver and sender .

The receiver can not receive a message until it has been sent by another process .When a send primitive is executed there are two possibilities  blocking and receiving .  

When a receive primitive is executed it has also  two possibilities.

1. If the message has previously sent then the message is received and executed.

2. If there is no wanting massage the process is blocked until message arrived.

3. there are three combinations 

· Blocking send ,blocking receiver

· Non blocking  send, blocking receiver

· NON BLOCKING SEND NONBLOCKING RECEIVER
· Blocking send ,blocking receiver:-

Both the sender and receiver are blocked until the message is delivered.

· Non blocking  send, blocking receiver:-

The  sender may continues on the receiver is blocked until the requested message arrives.

· NON BLOCKING SEND NONBLOCKING RECEIVER:-
Neither party is required is to wait .the non blocking is concurrent processes programming tasks. It is used to request an output operation ,such as painting it allows the processes to issue the request in the form of message and carry on.

ADDRESSING:-

  Send and receive  primitives fall in two types. Directing addressing   and Indirect  addressing
Directing addressing   :-The send primitive includes specific identifier of the destination process. An example is PRINTER/SERVER process which will accept a print request message from any other process.

Indirect  addressing:-

In this case messages are send directly from sender to receiver rather are sent to a shared data structure consisting of   queues that can hold messages. There are two processes to communicate one process sends a message to the appropriate mailbox and the other process picks up the message from the mailbox. A one to one allows private communication link to be set up between two processes . Similarly a one to one relationship when there are many senders the association of a sender to a mailbox may occur dynamically.

MESSAGE FORMAT:-

The message format depends upon the objectives of the massaging facility and it runs on a single computer 

The message is divided into two parts HEADER/BODY which contains information about the massage  a length field , and a type field also.

QUEUING FACALITY:-

Simplest  queuing discipline in first in first out this may not sufficient .  It is  

To allow on the basis on the message type or designation by the sender.

Another it is to allow the receiver to inspect the message in queue and select which message to receive next.

Conclusion:- If there is a message it is delivered to only one process and the others are blocked.

If the queue is empty all messages are blocked when a message is available available only one blocked process is activated and given the message.

Reader/writer problem:-

Definition:-

The reader writer problem is defined as follows.

“There is a data area shared among a number of processes .the data area could be a file, a block of main memory or even a bank of processor register.” There are a number of processes that only read the data area(reader)and a number  that only write to the data area (writers).

CONDITIONS OF THE READER /WRITER PROBLEM:-

1. Any number of reader may read the file.

2. Only one writer at a time may to the file .
3. If the writer is writing to the file no reader may read it.
In the readers writers problem readers do not allow also write to data area nor do writers read the data . In this case we can declare any portion of the process that access the data area to the critical section and impose the general mutual exclusion solution.

The producer is not just a writer .It must read queue pointers where to write the next item and it must determine if the buffer is full . The consumer is not just a reader because it  must adjust the queue pointer to show that it has removed it has removed a unit from the buffer.

We now examine two problems to solve the problems.

READERS HAVE PRIORITY:-

The semaphore used to enforce mutual exclusion . when there no readers  reading the first reader that attempts to read should wait on semaphore.

When there is always one reader  subsequent readers need to wait.

WRITERS HAVE PRIORITY:-

For writers the following semaphores variables are added to the ones already.

·  A semaphore there is at least one writer desiring access to the data area.

· A variable write count that controls the setting of  rsem

· A semaphore y that controls the updating  of write count

For readers one additional semaphore is needed . A  long queue must not  be allowed on  resm  ,otherwise writers will not be able to jump the 

Queue.
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