WINDOWS NT PROCESS MANAGEMENT SYSTEM

File Systems Management 

No other operating system has as many choices for file systems as does Windows NT. Besides Windows NT's backwards compatibility for DOS's FAT (File Allocation Table), and OS/2's HPFS (High Performance File System), Windows NT has an advanced version of FAT and its own NTFS (NT File System) that offers greater performance, security, and reliability then the other, older, file systems. 

Having a knowledge of the different file systems and how to manage them is a important matter that should be considered before installing Windows NT Server. 

This chapter reviews DOS's FAT file system and introduces you to Windows NT's NTFS and the tools used to manage file systems under Windows NT, most notably the Disk Administrator utility. 

Working with File Systems 

Before deciding on which file systems to keep or whether NTFS should be implemented, you need to know the background on these file systems. I'll discuss a little history of the file systems as well as their pros and cons. 

The Three File Systems Supported By Windows NT 

The FAT file system for personal computers was designed at a time that floppy diskettes were the most used media, and hard drives had a capacity of ten megabytes on the average. Because of this, FAT was not designed with larger capacities in mind, and has since required the use of new operating systems and system BIOS's to allow for the use of larger hard drives and directory trees of files that number in the thousands or millions. Partitions formatted with FAT are broken into clusters. The FAT file system is also prone to fragmentation, which is the result of data being written to noncontiguous clusters, which can slow down the read/write process. FAT writes files to the first available cluster it can find, and then skips ahead past used clusters to complete writing a file. These clusters are broken down into sectors. FAT also keeps track of a few attributes for each file, such as the name of the file, the address of the starting sector, whether the file was deemed a system file, a read-only attribute, an archive bit (denoting if the file had been backed up or changed since the last time it was backup up), and a date for the file's creation or the last time the file was modified. 

HPFS was introduced in 1990 as part of OS/2 Version 1.2. HPFS allowed for greater capacity of hard drives and instituted technologies that would help prevent the occurrence of fragmentation, such as using physical sectors instead of clusters, HPFS implemented a data structure called a B-Tree, which allows for directory searches to occur in a more logical manner, as opposed to FAT's linear structure. HPFS also implements physical separation between files giving each file room for expansion, which would then result in less chance of fragmentation. HPFS also introduced long filenames of up to 255 characters, along with other attributes, such as the same attributes kept by FAT, and an access control list (ACL). 

Of course, HPFS was designed with OS/2 in mind and is currently the file system of choice for that operating system. At one point, when Microsoft and IBM were co-developing OS/2, another file system, HPFS386, was introduced that took advantage of the then new 386 processor and was available for use on Microsoft's LAN Manager product. HPFS386 is back again in the most recent version of OS/2. 

With the introduction of Windows NT in 1992, Microsoft took the advanced capabilities of HPFS and went many steps further. A major part of the security model that NT offers is based on the NTFS file system. While shared directories can be set up on an NT server regardless of the file system used, it is only with NTFS that individual files can be assigned permissions. These rights, which also includes rights to a directory, can be assigned permissions whether or not they are shared. Every attribute of the NTFS is kept as a file. 

NTFS is the preferred file system for Windows NT because it allows for the use of all NT's security features. A system, however, can use all three of the available file systems at the same time. Of course, only the NTFS partitions will have the advantages. Usually HPFS partitions will be kept on a nondedicated NT server to allow for dual booting of both NT and OS/2. However, the access control lists associated with the data on the HPFS partitions will not be recognized by NT's implementation of HPFS. If the Server is a dedicated server, the existing HPFS partitions can be converted to NTFS using the CONVERT.EXE utility. The CONVERT.EXE utility is discussed later in this chapter in the section entitled Converting To NTFS. 

File descriptions on an NTFS volume are stored in a master file table (MFT), which is also a file. Besides the several records that contain data about the MFT itself, the MFT contains a record for each file and directory, and a log file. A mirror of the MFT is also kept, as well as pointers to the MFT and its mirror, which are stored in the boot sector of the disk. A copy of the boot sector is stored in the logical center of the disk. With this many copies of the MFT, data recovery becomes even easier. That is why NTFS is known as a "recoverable file system." 

When a file is called for on a FAT partition, a pointer to a list of sectors is read. NTFS cuts out one of these steps by having the sector map contained within the MFT. In cases of small files, it is possible that only a single record in the MFT can contain all the information for that one file. Larger files require that extents are read, and directories will require that the B-tree structure is read. All in all, this makes for a very speedy file system. 

When a partition is formatted as NTFS, numerous system files are created that keep track of certain attributes of that partition. These system files are documented in Table 6.1. 

When a file is called for on a FAT partition, a pointer to a list of sectors is read. NTFS cuts out one of these steps by having the sector map contained within the MFT. In cases of small files, it is possible that only a single record in the MFT can contain all the information for that one file. Larger files require that extents are read, and directories will require that the B-tree structure is read. All in all, this makes for a very speedy file system. 

When a partition is formatted as NTFS, numerous system files are created that keep track of certain attributes of that partition. These system files are documented in following Table.

NTFS system files 

Filename
System File
Description

$Mft
Master File Table 
The MFT

$MftMirr 
Master File Table2 
The mirror copy of the MFT

$LogFile 
Log File 
A file activity log that can be used to help rebuild information in case of a failure

$Volume 
Volume 
The name of a volume, along with other volume information

$AttrDef 
Attribute Definitions 
A table of attribute names, numbers, and descriptions.

$. 
Root Filename Index 
The root directory

$Bitmap 
Cluster Bitmap 
A representation of the volume showing which allocation units are in use

$Boot 
Boot File 
If this partition is bootable, a bootstrap is included here

$BadClus
Bad Cluster File 
Pointers to all the bad clusters on this volume

The attributes of a file on an NTFS volume may contain all or some of the items listed in following Table . 

NTFS file attributes. 

Standard Information 
Includes time stamps, link count, and so on

Attribute List 
Lists all other attributes in large files only

Filename 
The long filename (up to 255 characters) and the MS-DOS compatible short filename

Security Descriptor 
Contains permissions for the file, along with the owner's ID

Data 
Various data attributes which may include unnamed attributes that are identified by keywords

Index Root 
Required for directories

Index Allocation 
Required for directories

Volume Information 
The volume name and other information required by the volume system file

Bitmap 
Pointers to records in use on the MFT or directory

Extended Attribute Information 
Not used by NT, but contains data that can be used by OS/2 systems

Extended Attributes 
Not used by NT, but contains data that can be used by OS/2 systems

FAT is handled slightly differently under NT. While NT's FAT implementation is one hundred percent backward compatible, NT also adds features to the FAT file system. Long filenames are allowed for FAT partitions, and are handled the same way as long filenames on a Windows 95 system. That is, the generated 8.3 filename is stored along with the long filename. As with HPFS, FAT partitions can be converted to NTFS. See my discussion of the CONVERT.EXE utility, later in this chapter, to find out how to convert FAT to NTFS. 

Using Server Manager 

Server Manager is a wonderful administrative tool. It encapsulates the manipulation of a remote computer's resource management into a single application. With it, you can manage your network client (Windows NT only) computer's shared resources and even determine which shared resources your other network clients are using. You can also use this tool to create computer accounts and to synchronize your backup domain controller's database with your primary domain controller. And you can perform all this from your own server or workstation. The Server Manager is installed in the Administrative Tools program group by default. The main Server Manager window Each entry listed in the Server Manager is associated with an icon that lets you know at a glance what role the computer plays in the domain structure. The three icons are for the primary domain controller (PDC), the backup domain controller (BDC) and a workstation. 

In addition, some icons might appear grayed out. This occurs when a computer is turned off, or otherwise inaccessible. 

Creating Computer Accounts 

In a Windows NT domain structure, one of the most important tasks of Server Management is the creation of computer accounts. A computer account must be the same as the computer name of a client computer. A client can be a Windows NT Server backup domain controller (BDC), a Windows NT Server configured as a member server, or a Windows NT Workstation, for example. This component is used to establish the trusted connection between your domain controller and your client. This trusted connection is the beginning of the network authentication process for domain members. 

For a Windows NT Workstation or Server to join an existing domain, it must have a computer account. Furthermore, the creation of this account requires administrative permissions in the domain. This prevents an average user from bringing up an NT system in your domain without your permission. 

There are two ways in which you can create the computer account: either from the Server Manager, or during the installation process of an NT Workstation or NT Server. 

The major benefit of creating the computer account with Server Manager is that by precreating the computer account, you also can specify the computer name on the client. This can enable you to regulate the naming convention of client workstations on your network. So instead of having names like FRODO, SUPERMAN, and JUNGLE_JIM, you can have responsible and descriptive names like FRED_WARD, ACCOUNTING, or MARKETING. Using Server Manager provides another important benefit: You don't have to give out an administrative password (which you would have to change afterward) to a user, and you don't have to physically go to the location of the client computer and enter your administrative account and password in the Control Panel Network applet's Domain/Workgroup Settings dialog box. 

When an NT Workstation, or NT Server configured as a member server, joins a domain, the Domain Admins global user group is added to the client computer's Administrators local group. This provides you, the domain Administrator, with administrative capabilities on the client machine locally or remotely. Also, the Domain Users global group is added to the client's local Users group. 

You can also use computer accounts to restrict a user's ability to access your network to a specific set of workstations.

To create a computer account, follow these steps: 

1. Open the Server Manager from the Administrative Tools program group. 

2. Choose Add to Domain from the Computer menu. The Add Computer to Domain dialog box appears
3. Select the computer type. A computer type can be a Windows NT Workstation or Windows NT Server configured as a member server, or a Windows NT backup domain controller. Enter the computer name in the Computer Name field. 

4. Click the Add button. 

5. Repeat steps 2 through 4 for each computer account you want to create. Then click the Close button. 

Deleting a computer account with Server Manager is as simple as selecting the computer account and pressing the Delete key. Alternatively, you can choose the Remove from Domain command from the Computer menu. Before the computer account is deleted, you will be warned and asked to confirm the action

Synchronizing the Domain Database 

The master domain database, which includes your computer and user accounts, physically resides on the primary domain controller (PDC). Changes to this database are replicated to your BDCs at periodic intervals, as defined by a setting in the Registry. Sometimes this replication process fails due to a poor network connection or other problems. You can use Server Manager to force an immediate replication of this database to all BDCs in the domain, or only to a specific BDC. 

To synchronize all the BDCs with the PDC, follow these steps: 

1. Open the Server Manager from the Administrative Tools program group. 

2. Select the PDC in the main window of Server Manager. 

3. Choose Synchronize Entire Domain from the Computer menu. 
You receive a message indicating that the process may take several minutes to complete

1. You receive this message because synchronizing the account database can use quite a bit of network bandwidth and can affect your network performance. So you should use this command only if you absolutely must during peak network usage hours, particularly if you have a large number of accounts and users to replicate to the BDC. 

2. Click the OK button to proceed. 

3. Next you are informed that you should check the event log of the PDC and BDC to make sure that the replication process succeeded. The idea here is to make sure that the PDC and the BDC sent and received the same number of accounts. This information is contained in the system event log Net Logon. 

If you have a number of backup domain controllers, you might only need to synchronize a particular one. This occurs most often when the BDCs and the PDCs are geographically dispersed and connected by wide-area-network (WAN) lines. To synchronize a specific BDC with the PDC, follow these steps: 

1. Select the BDC in the Server Manager main window. 

2. Choose Synchronize with Primary Domain Controller from the Computer menu. You will see a message that the process may take several minutes to complete. Click the OK button to proceed. 

3. Next you are informed that you should check the event log of the PDC and BDC to make sure that the replication process succeeded. 

Because all computer accounts and user accounts must be created on the PDC's database, if the PDC fails and goes off line, you cannot make any account modifications. If this occurs, you can promote a BDC to a PDC temporarily to make account modifications. After you solve the problem with the PDC, you can bring it back online. There are several items to consider when a failed PDC is restored or when promoting a BDC to a PDC: 

· When you promote a BDC to a PDC, all client connections on both domain controllers are terminated. This could cause a loss of data for your network users. Because of this possibility, you should warn your users to disconnect prior to promoting a BDC. 

· You will not be able to synchronize a domain if you are attached to the network through an NT RAS server running on a domain controller of the domain you wish to synchronize. This is because when you synchronize the domain, the RAS connection will be terminated before the role change is completed. When you loose connection to the network, NT terminates the synchronization request, which is then rolled back and the backup domain controller is not promoted. 

· If you promote a BDC to a PDC and you bring a failed PDC back online and a, you now have two PDCs on the domain. This prevents you from making any changes to the account database. To correct the situation, you must demote one of the PDCs to a BDC. 

· Before you bring your PDC back online, you should keep a few considerations in mind. Never use a domain controller that has stale data as a synchronization source. To prevent this from occurring, demote your failed PDC to a BDC. Then force the synchronization of the BDC with the current PDC. Then you can promote the BDC (the original PDC) back to a PDC and return to your original configuration. Synchronizing the database first ensures that the account database update will be successful (because you can check the event logs to make sure) and that any changes you made while the original PDC was down will be maintained. If you fail to synchronize the database prior to demoting the current PDC, you might overwrite your user databases on the backup controllers with an older copy (the one on your failed PDC) and lose any account modifications that occurred while the original PDC was down. 

To promote a BDC to a PDC, follow these steps: 

1. Select the BDC in the Server Manager main window. 

2. Choose Promote to Primary Domain Controller from the Computer menu. You see a message telling you that the process may take several minutes to complete and warning you that all connections to the existing PDC and the BDC you are promoting, will be closed.

3. After the account synchronization completes, the BDC is displayed as a PDC, and the old PDC is displayed as a BDC in the main window, as shown in Figure 15.6, where you’ll notice the icon and the description on the old PDC, called TESTPDC, and on the new PDC, called BDC1, have changed.

Managing Remote Computer Resources 

You can use Server Manager to manage your local or remote computer resources. I find this capability to manage remote computer resources highly useful in my day-to-day administrative activities because I do not have to leave my desk. With Server Manager, you can stop, start, pause, continue, or configure system services on a remote computer running Windows NT Workstation or NT Server. You can also use it to create new shares or modify or delete existing shares. You can use it to determine who is connected to the remote computer, or even to determine which shares are available on the remote computer. 

Managing Services 

One method of controlling services on a Windows NT computer is to use the local computer's Control Panel Services applet. With this tool, you can stop, start, pause, or continue the execution of a service. You can also use it to specify if the service should be automatically started at boot time and to configure which user account privileges the service uses to do its job. 

You can use Server Manager to perform these same tasks by selecting the computer in the Server Manager's main window and then choosing Services from the Computer menu. The Services on PRIMUS dialog box appear

The buttons you can click to perform selected functions follow: 

· Start: Starts a service that is not executing. Any command-line parameters entered in the Startup Parameters field are passed onto the service when it starts executing. 

· Stop: Stops a service that is currently running. 

· Pause: Prevents new connections to a service (if it is a network-aware service, such as the Server service), while still providing support to currently connected users. 

· Continue: Continues the operation of a paused service. 

· Startup: Changes the start-up characteristics for a service. The available options provided in the Services dialog box are the Startup Type and Log On As fields. The Startup Type entry can be Automatic, Manual, or Disabled. Log On As can specify that the service should use the default system account or a user account that you created with User Manager for Domains. If you specify a user account, then you must also specify a user password. 

Managing Shares 

Just as you can manipulate a remote computer's service control manager database with Server Manager, you can also manipulate a remote computer's network shares. 

First, select the computer in the Server Manager main window to highlight it. Then choose Shared Directories from the Computer menu. The Shared Directories dialog box appears

You can create a new network share by clicking the New Share button. The New Share dialog box appears, asking you to specify the share name, path, comment, and number of users that can connect to the share. By clicking the Permissions button, you can specify the share level permissions. 

You can modify an existing share by highlighting a shared directory and then clicking the Properties button. The Shared Directory dialog box appears, which is similar to the New Share dialog box. 

To remove an existing network share, highlight the shared directory and click the Stop Sharing button. 

Performing Resource Accounting 

To determine which users are connected to a computer, the network shares available on a computer, or the shares in use on a remote computer, you can do so by double-clicking a specific computer listed in the Server Manager's main window, or selecting a computer in the main window and then choosing Properties from the Computer menu. The Properties dialog box appears. 

The Properties dialog box enables you to access the following functions: 

· Usage Summary: This lists the number of sessions, file locks, open files, and named pipes in use on a computer. The number of sessions actually reflects the number of users connected to the computer because each connected computer uses one session. 

· Users: This displays the User Sessions dialog box, shown in and determines which users are connected to the computer and what resources they are using. The upper box lists the connected users, the name of the computer they are connected from, the number of open files, the total connection time, the total idle time, and whether the users have connected with guest privileges. The lower box lists the resources the selected user is connected to, the number of files in the resource opened by the selected user, and total amount of time the user has been connected. To disconnect a specific user, highlight the user and click the Disconnect button. To disconnect all users from all resources, just click the Disconnect All button. 

· Shares: This performs an action similar to the Users button. After you click this button, the Shared Resources dialog box appears, as shown in. The emphasis here is on the shares. The upper box lists the shares by name, number of connections, and physical path of the shared directory. The lower box lists the connected users, total connection time, and whether the connection currently is active. To disconnect all users from a specific share, highlight the share and click the Disconnect button. To disconnect all users from all resources, just click the Disconnect All button. 
· In Use: Clicking In Use displays the Open Resources dialog box, as shown in. This lists the resources that currently are open, such as files, named pipe connections, print jobs, and links to LAN Manager communication devices. It also includes information about the user who has opened the resource, the permission granted when the resource was opened, any locks, and the pathname to the open resource. To disconnect all users from a specific resource, highlight the resource and click the Close Resource button. To disconnect all users from all resources, just click the Close All Resources button. 

Configuring the Directory Replicator Service 

Use the Directory Replicator Service to copy directories and files from a Windows NT Server to another server or workstation. The service consists of an export component specifying the root directory to export and an import component used to specify directories and files to copy from the export server. The export server is limited to a single directory tree, which consists of the root directory and a maximum of 32 nested subdirectories. To configure the replication service, you must perform the following tasks: 

· Create the logon account for the service. You can create this account with User Manager for Domains, and it must have the following properties: 
It must be a member of the Backup Operators group. 
It must have the Password Never Expires option enabled. 
It must have no logon hour restrictions. 
For specific information on these settings and how to add user accounts to groups

· Configure the replication service start-up values. The Directory Replicator Service's start-up values must be changed to start up automatically and to use the This Account option in the Log On As field. The account specified must be the account you created in the previous step. 

· Set the logon script path. The replication service is really designed to copy your logon scripts from one domain controller to your other domain controllers. Generally, this directory is your %SystemRoot%\System32\REPL\Import\Scripts path, which is where your logon scripts are stored, where %SystemRoot% is the root directory where you installed NT—usually, C:\WINNT. To import your scripts to a different directory path, just change the Logon Script Path entry in the Directory Replication dialog box to the directory path you want to use. This path is used by your domain controller to locate your logon scripts during the user authentication process. Do not leave a blank entry in the Logon Script Path field, or your logon scripts will not be found when your network clients log onto the network. 

· Configure the server to export a directory tree. This process is a bit complex and is covered in the following section, "Configuring the Export Server." 
· Configure the client to import a directory tree. This is similar to configuring for an export server. This is discussed later in this chapter in the section, "Configuring the Import Server." 

Configuring the Export Server 

To configure your Directory Replicator Service to export a directory tree, use Server Manager. Just double-click the name of the server to display the Properties dialog box, and then click the Replication button to display the Directory Replication dialog box. Then follow these steps: 

1. Enable the replication service by enabling the Export Directories radio button. 
2. Add computers to replicate to in the To List box by clicking the Add button at the bottom left of the screen. The Select Domain dialog box appears. 

3. Select the individual domains and computers to which you want to export. Then click the OK button. You are returned to the Directory Replication dialog box. To add more computers, repeat steps 2 and 3. 
4. Specify the export path (if the default is not acceptable, although in most cases you will not need to change this entry) in the From Path field. Generally, this is the %SystemRoot%\System32\Repl\Export directory. 

5. Add the subdirectories from the root export directory. Click the From Path Manage button, which displays the Manage Exported Directories dialog box 

Configuring the Import Server 

This process is quite similar to exporting a directory tree. From the Directory Replication dialog box, follow these steps: 

1. Enable the replication service by enabling the Import Directories radio button. 

2. Add computers to replicate to in the From List box by clicking the Add button at the bottom right of the screen. The Select Domain dialog box appears. 

1. Select the individual domains and computers to which you want to import. Then click the OK button. You are returned to the Directory Replication dialog box. To add more computers, repeat steps 2 and 3. 
2. Add the subdirectories from the root import directory. Click the To Path Manage button, which displays the Manage Imported Directories dialog box.

1. The only difference in the Manage Imported Directories dialog box is that the status information for each entry consists of the number of locks on the directory, the status (OK, which indicates that the directory is receiving regular updates; No Master, which indicates that no updates are being received; No Sync, which indicates that the directory has received updates, but the current data is outdated; and a blank entry, which indicates that replication has never occurred), the date/time the last update occurred, and the date/time of the oldest lock on the directory. 
Windows NT Server's User Manager Tool 

This section discusses the practical nuts and bolts of Windows NT user administration. The main tool that enables you to control your users is the User Manager tool, which is available on the Administrative Tools menu. User Manager has one of two titles, depending on whether you are using a server, a workstation in a domain, or a workstation in a workgroup. The server always uses the User Manager for Domain tools (even when you are in a workgroup). The workstation uses User Manager (without the Domains) when you are in a workgroup, but will use User Manager for Domains if it is in a domain. In the domain environment, the updates are sent to the domain controllers rather than the local security database. 

My first impression of the administrative environment in Windows NT 3.5 was based on the Control Panel mindset. When you have a function you want to perform, you build a small application to perform the function and slap it into a program group with the other administrative tools. I am impressed with the trend in Windows NT 4, and especially in the User Manager tool, towards building integrated tools. The User Manager tool sets almost all of the administrative properties for a user. It even integrates with Microsoft Exchange Server (their electronic mail system in BackOffice) to bring up properties pages to configure the person's electronic mail account when you add a new user to the operating system. With all of the power built into User Manager, I like to place a shortcut to the application on my desktop so that I have ready access to it. 

Most of the tools in Windows NT 4.0 seem determined to use an explorer-like tree control somewhere in their display. User Manager is one exception to this rule (at least for now). Its interface adheres to the basic premise of a relatively clean interface that provides access to all the necessary control features using pull-down menus and simple controls

This review of User Manager begins by going through the key pull-down menu items that you will be using. The first of these menus is the User menu. Here you will see a couple of clues that tell you are using a Windows NT 4.0 server, which gives me the User Manager for Domains utility. The clues are that there are menu picks to add a New Global Group and Select Domain. These menu picks typically display a dialog box that enables you to fill in the details of the action you are taking or prompts you to confirm that you really want to do what you asked for (such as delete a user). The actions on these menus are taken for the user that is highlighted in the case of copy, delete, rename, and properties. The remaining items, such as New User, by their very definition imply that you should see a dialog box to create a new item or perform an action, such as select domain. 

The next menu is the Policies menu. View menu was skipped because it is pretty much what you would expect (it controls the way in which items are sorted in the display and provides an option to refresh the lists). The Policies menu provides you with access to most of the user environmental parameters that do not involve resource access discussed in the last section. It also includes a function enables you to set your Trust Relationships. 

An extension of my last thought in the preceding paragraph is shown in Figure 16.4. Here you see the integration of the Microsoft Exchange Server with the User Manager. This integration goes a long way actually in that when you add a user to your system that contains Exchange Server, you will be prompted to enter the information needed to create an electronic mail account. With the exception of RAS access, which is discussed in the Remote Access Service (RAS) Security section later in this chapter, User Manager is one place to perform almost all your user-management activities. 

