SCWCD Exam – Study Notes

1. The Servlet API

a) Servlet Interface and HttpServlet Abstract Class
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b) Request and Response Interfaces
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c) The HttpSession Interface
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d) The ServletContext Interface

* only a single ServletContext per web application
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e) The RequestDispatcher Interface
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f) Advantages/Disadvantages

( Flexible, separation of responsibilities (from server), Java, portable

Θ must stick to rules, only support for http in servlet containers (not ftp…)

2. JavaServer Pages (JSP’s)

a) Servlets vs JavaServer Pages 

servlets: 

· are server extensions

· used for 
-     authentication

· authorization

· DB validation

· transaction management

i.e. act as controller components that control business logic


jsps:


· web-pages (use server-side scripting)

· used for visual representation
b) The JSP Architecture Models

(i) Model 1 Architecture

· the jsp pages handle everything

· O.K. for small apps, not so for larger ones
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· Θ business lgic embedded into jsp’s with large blocks java code (problem for web designers)

· Θ doesn’t promote reusability

(ii) Model 2 Architecture (Model-View-Controller)
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· ( separation of responsibilities

( web designer can focus on html

( easier maintenance

( reuse of components

· ( Controller

( single point of entry into application

( cleaner implementation of security and state mgmt

3. Web Application and Http Basics

a) Active and Passive Resources

active – jsp’s, servlets

passive – html pages, images

b) The HTTP Protocol

(i) URL/URN/URI

URI (Uniform Name Identifier)

URN (Uniform Resource Name) – unique

URL (Uniform Resource Locator) – tells how to find too

(ii) Protocol
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(iii) HTTP Request

	METHOD_NAME    local/path/of/req/resource/uri
	HTTP/version_no

	header section – meta info.(optional for GETS)

optional body


METHOD_NAME’s:

· GET 


· can add parameters (if relatively few) to the URI string

· e.g. GET /servlet/HelloServlet?userid=alicia HTTP/1.0
· HEAD


· as per GET but only header sectin returned in response

· e.g. to ask time resource last modified on server ( can save being re-sent unnecessarily

· POST


· data sent in body, header section has Content-Type/Length

· used especially for submitting form data (and pswds)

· e.g. 


	POST   /servlet/HelloServlet   HTTP/1.0

User-Agent: MOZILLA/1/0

Content-Type: application/x-www-form-uriencoded

Content-Length: 23

userid=alicia&pswd=a8x2


· PUT

· used for publishing files on the server

· puts the data in the message body (e.g. a local file) and associated it with the uri

· PUT, OPTIONS, DELETE, TRACE, CONNECT – all since HTTP/1.1

(iv) HTTP Response

	HTTP/version_no   status_code   status_msg
Date: Day, DD Month YYYY  HH:MM:SS GMT

Content-Type: text/html (usually)

Content-Length: 52

<html><body><h1>Hello, you!!</h1></body></html>


4. The Servlet Model

a) Web Browsers and HTTP Request Methods

(i) Triggers that send a request

· click a hyperlink <a href=…> (always calls the GET method)

· enter a URL and <return> (always calls the GET method)

· click <submit> on a form (calls GET by default unless: 

<form method=‘POST’ action=‘/loginServlet’>…)

(ii) GET vs POST

	GET
	POST

	* call active, or passive, resources

* text only

* max 255 chars in query string (limited by some browsers)

* data is visible in URL, and can be cached in the URL history
	* calls active resources only

* can send text, or even binary data

* can send unlimited data, so use to:

       - send lots of data (form submit)

       - upload files

* data not visible in URL field of browser, and not cached, so use to send sensitive information eg. pswd


HEAD – quicker than GET, use when only want header section of response e.g. timestamp

b) Handling HTTP Requests in an HttpServlet

· HTTP Method: XXX ( HttpServlet Method: doXxx()
· e.g. GET requests get passed to doGet()

· all methods take HttpServletRequest and HttpServletResponse parameters

· all methods are empty in the HttpServlet class, so override to use

c) Analysing the Request

(i) javax.servlet.ServletRequest

· <form> data gets sent as param_name/param_value pairs

· use getParameter(param_name) if a single value associated with it, but getParameterValues(param_name) if >1 (returns a String[])

· if multi-valued and used getParameter(), returns one first in list

(ii) javax.servlet.http.HttpServletRequest

· also has methods for getting headers: get(|Date|Int)Header(header_name)
· getHeaders(header_names) to get an enumeration of values (for multi-valued headers)

· [Enumeration: hasMoreElements(), nextElement()]

d) Sending the Response

(i) javax.servlet.ServletResponse

· res.setContentType(“content/type”);

content/typ: 
text/html (default), application/jar, text/css, image/gif, 





text/javascript, video/quicktime…

· PrintWriter pw = res.getWriter();

pw.println(“<html>”);

pw.println(“<body><p>some text</body></html>”);
· OutputStream os = res.getOutputStream();

os.write(byteArray);

os.flush();
NOTE: must setContentType() before calling getOutputStream() else will be set to text/html by default

· NOTE: can only call one of getWriter() or getOutputStream() on a single response object else get an IllegalStateException
(ii) javax.servlet.http.HttpServletResponse

· Setting the Response Headers

· (set|add)(|Int|Date)Header(String name, String|int|long value)

· use add to add multiple values when already set once (test with containsHeader(String name) – returns boolean)

· some typical response headers: “Date”(current date), “Expires”, “Last-Modified”, “Refresh” (tells browser to reload page)

· also addCookie(Cookie c)

· Redirecting the Request

· e.g. response.sendRedirect(“http://java.sun.com”);

· can’t send after committed (e.g. after pw.flush()) else throws an IllegalStateException

· browser sees the redirect, get’s sent msg to get from elsewhere

· Setting Status Codes for Error Conditions

· as defined in HTTP, and by HttpServletResponse interface

· e.g. 404 = SC_NOT_FOUND, 401=SC_UNAUTHORIZED
· res.setStatus(int status_code) OR

· res.sendError(int status_code[, String message]);

can’t be called if response committed

can’t write to response after

e) Servlet Life-cycle
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(i) Loading a Servlet

· When servlet container starts up:

· looks for web-xml and for each servlet found calls Class.forName(className).newInstance()

(ii) Initializing a Servlet

· NOTE: called on an instance only once, but can have multiple instances if web.xml specifies several servlets with the same name, or for servlets that implement the SingleThreadModel

· servlet container populates a ServletConfig object from the init params for the servlet from it’s section in the web.xml, and passes into the init() method of the servlet: servlet.init(config)

· NOTE: GenericServlet has 2 init methods:

· init()
- to get config, call getServletConfig()

- can override freely (empty in GenericServlet)

· init(ServletConfig config)
- if override this call super.init(config)
- makes a call to this.init()

(iii) Servicing Client Requests

· servlet container dispatches requests to servlet.service(req, res)

(iv) Destroying a Servlet

· if servlet container decides servlet no longer needed, calls servlet.destroy()

· 1. servlet waits for all threads running service() to return

· 2. destroy() should clean up any resoruces got through init() 

e.g.DB connection

· servlet container may choose to destroy a servlet when:

· running low on resources and no request for that servlet in a while

· if maintains a pool of instances of a servlet, destroy() and init() as reqd

· shutting down

(v) Unloading a Servlet

· garbage collected, definitely on shutdown

f) javax.servlet.ServeletConfig

· <servlet>

   <servlet-name>ServletNm</servlet-name>
can force multiple instances of servlet 
   <servlet-class>ClassName</servlet-class>
with same ClassName, diff ServletNm

   <load-on-startup>val</load-on-startup>   eg. 1 allows preloading, higher vals load 1st

   <init-param>  




can have 0+ init params

<param-name>egUsername</param-name>


<param-value>egtestco</param-value>

   </init-param>

</servlet>

· recover init params with config.getInitParameter(name)

· can also getServletContext() and getServletName()

javax.servlet.ServletContext

· only one per web application ( info. shared by all resources

· getResource(rel_path)(URL (rel. to doc. root of app.), or getResourceAsStream(rel_path)(ResourceStream

· limitations

Θ can’t pass in a URL of any active resource

Θ can be a security leak = read any files in the web-app (inc. in WEB-INF)

· alternatively – servlet call directly with context.getRealPath(String rel_path)

Θ if resource in a JAR file won’t work

Θ if resource on a diff. machine (i.e. have a distributed environment)

g) Multiple Servlets

Sharing Objects/Data and Attribute Scopes

· objects acting as containers:

· ServletRequest – accessible for life of req (till res committed)

· HttpSession – accessible while client is active e.g. login info

· ServletContext – accessible for life of application e.g. DB con

· through methods: (get|set|remove)Attribute (and getAttributeNames)

(i) RequestDispatcher for Coordinating Servlets

· get with either request.getRequestDispatcher(rel_or_abs_path) or servletContext.getRequestDispatcher(abs_path)/getNamedDispatcher(n)

· forward(req, res) sends permanently to another resource to complete 

· throws IllegalStateException if called after response committed

· include(req, res) passes temporarily to another resource, then control rets

· to forward to another web app, first get it’s context with:

· currentContext.getContext(uripath_ofotherapp)

5. Structure and Deployment

a) Directory Structure of a Web Application

(i) webapps folder

( webapps

(( ( MyWebApp1

(( ( MyWebApp2

       (( publically accessible files/directives e.g. html, gifs, jsp’s, javascripts

       (

- usually organise into folders: images, html, jsp,…


       (

- all client-side stuff


       (( ( WEB-INF


 (
- contains all info needed by webapp container to start app



 (
- NOT part of document root of application



 (
- all server-side stuff



 (( ( classes


 (
- contains all loose class files (and their directory structure)



 (( ( lib


 (
- 3rd party jars or web-app classes packaged as jars 



 (( web.xml
(ii) WAR files 

– a web archive (just a jar file with a .war extension)

– bundle of entire web application into single file – if place in webapps 

folder, it will extract and map everything to a folder with the same name 

– to create: from the server’;s webaps dir: jar –cvf myapp.war mypp

(iii) The Default Web Application

· maintained by the servlet container

· handles all requests that don’t match any of the other web apps

· inside webapps/ROOT folder

· used for deploying jsps, servlets w/out specific apps

· call with e.g. localhost:8080/test.jsp

b) The Deployment Descriptor (web.xml)

<?xml version= “1.0” encoding = “ISO-8859-1”>
as per all xml files, encoding specifies the charset
<!DOCTYPE web-app PUBLIC says that the dtd is external

“-//Sun Microsystems, Inc//DTD WebApplication 2.3//EN”  name of dtd

“http://java.sun.com/dtd/web-app_2_3.dtd”>  location of dtd


<web-app>


((<icon>?…(small-icon?, large-icon?)




((<display-name>?
name of the whole application

((<description>?


((<distributable/>?

presence of empty tag indicates can be distributed over multiple JVM’s 

((<context-param>*
initialization parameters for the ServletContext – used for whole app.

(

((<param-name>

(

((<param-value>

(

((<description>?


((<filter>*…


((<filter-mapping>*…


((<listener>*

(

((<listener-class>
( servlet container inspects what interfaces are implemented 


(




( and calls  appropriate event occurs

((<servlet>*

(

((<icon>?…


(

((<servlet-name>
( must be unique, may force multiple instances of same 

(

(


( servlet by giving diff. names to same servlet-class

(

((<display-name>?


(

((<servlet-class|jsp-file>  if servlet class, name is fully qual. eg. com.net.MeServle

(

((<init-param>*
retrieve with config.getInitPrameter(name)

(

(
((<param-name>  must be unique across servlet scope

(

(
((<param-value>  
( only 1 so if want multiple values for a single 

(

(
(

    
( param name, must list: e.g. one, two, three… 

(

(
(


( and then parse list yourself

(

(
((<description>?


(

((<load-on-startup>?

(

((<run-as>?…(description?, role-name)


(

((<security-role-ref>*
use when have hard-coded a role name in a servlet

(


((<description>?


(


((<role-name>

as hard-coded in the servlet

(


((<role-link>?

as def. in the servlet container (in <security-role>)

((<servlet-mapping>*
specified which servlet to use for which URL request

(

((<servlet-name>
as defined in <servlet>

(

((<url-pattern>
refer to “c) Mapping a URL to a Servlet” below

((<session-config>?

(

((<session-timeout>?

((<mime-mapping>*…(mime-type)


((<welcome-file-list>?…(welcome-file+)


((<error-page>*
( whenever an uncaught exception in thrown, or a sendError()/setStatus(error-code)  

(


( is called, these are looked through for a match

(

((<error-code|exception-type>  e.g. 403, java.sql.SQLException…

(

((<location>
start with “/” e.g./errorpages/securityerror.html (or jsp)

((<taglib>*

(

((<taglib-uri>

absolute or relative URI used in jsp pages

(

((<taglib-location> 
of tld file, relative path

((<resource-env-ref>*…(desription?, resource-env-ref-name, resource-env-ref-type)

((<resource-ref>*…(description?, res-ref-name, res-type, res-auth, res-sharing-scope?)

((<security-constraint>*

(

((<display-name>?


(

((<web-resource-collection>+  
( a related gp of resource files for 

(

(
(


  
( protection from public access

(

(
((<web-resource-name>

(

(
((<description>?


(

(
((<url-pattern>* 
one for each resource, or can gp here (c) below)

(

(
((<http-method>*
default is protection on all methods

(

((<auth-constraint>?
determines which roles can access this collection

(

(
((<description>?


(

(
((<role-name>* 
if == *, then all roles under <security-role>

(

((<user-data-contraint>? specifies how the data may be sent |.| sender and receiver

(


((<description>?


(


((<transport-guarantee> ( NONE(usu. http, default)|INTEGRAL|

(





     ( CONFIDENTIAL (last 2 usu. https)



((<login-config>*

(

((<auth-method>?  
BASIC|DIGEST|CLIENT-CERT|FORM

(

((<realm-name>?
for BASIC only

(

((<form-login-config>?  for FORM only

(


((<form-login-page>

(


((<form-error-page>

((<security-role>*

(

((<description>?


(

((<role-name>

((<env-entry>*…


((<ejb-ref>*…


((<ejb-local-ref>*…

c) Mapping a URL to a Servlet

(i) Routing a request to the servlet (done by the servlet container)

1. identifies the web-app the request belongs to (if none found, context path is null and the default web-app is used)

2. finds the correct servlet (of the web-app, uses the servlet path) to handle the request

        (((((host((((((((context path((servlet path((path info(
http://www.myserver.com/myWebApp/helloServlet/hithere




    ((((((request uri(((((((((
(ii) Algorithm for Identifying the Servlet Path 

(after context path removed)
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(iii) <url-pattern>

1. /….(/*)(can have anything here (inc. nothing) ( servlet path mapping

2. *.suffix

3. all other strings use exact matches only

4. / along specifies default servlet

6. The Servlet Container Model

a) Initializing the ServletContext

· set with the <context-param>..(param-name, param-value, description)

· retrieve with ServletContext context = getServletContext(); (as extend GenS)

then context.getInitParameter(name); (returns null if no such parameter)

b) Application Events and Listeners

(i) Interface: javax.servlet.ServletContextListener
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(ii) Interface: javax.servlet.ServletContextAttributeListener
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(iii) Interface: javax.servlet.HttpSessionAttributeListener
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(iv) Interface: javax.servlet.http.HttpSession(Activation)Listener
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objects bound to a session listen in using HttpSessionActivationListener

(v) The Events
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(vi) Listeners in the Deployment Descriptor

· just before <servlet>
· <listener>*…(listener-class) – e.g. com.me.MyServletContextListener and just make sure in WEB-INF/classes or .jar file in WEB-INF/lib
· don’t need to specify what event a listener is for – container works it out from what the class implements

c) Web Applications in a Distributed Environment 

over multiple machines – form a cluster

(i) Advantages/Disadvantages

( fail-safe – if one server fails still works

( load-balancing – least busy server takes request

Θ complex

Θ limitations

(ii) Limitations

· can’t use static or instance members to share data as may be multiple copies of the same servlet

· can’t directly use the file system

· must keep application state in a databse as no single ServletContext now

Behaviour of a ServletContext

· one per JVM (except for the ServletContext of the default application which has one and only one – i.e. not distributable) ( if want to share info must use a database, or the session object

· ServletContextEvents in one servlet container – don’t propagate to ther JVM’s (i.e. listeners on other machines won’t be triggered)

· ServletContext initialization parameters (in web.xml) available to all JVMs 

(iii) Behaviour of an HttpSession

· an HttpSession object can ony be in one JVM at a time
· servlet container not req’d to propagate HttpSessionEvents to other JVM

· container notifies all session attributes that implement the HttpSessionActivationListener interface when migrating

· attributes that implement java.io.Serializable will also be migrated if the session migrates (e.g. when load-balancing, or for fail-safe)

· container may throw an IllegalArgumentException when calling httpSession.setAttribute(name, obj) if obj is not serializable

7. Handling Server-Side Exceptions

a) Handling Exceptions Programmatically

· surround in try/catch, and res.sendError(sc[, msg]) in catch

· this clears the response buffer

· throws IllegalStateException if response already committed

· NOTE: setStatus(sc) doesn’t tell browser to display an error page ( only use for non-error status codes

b) Handling Exceptions Declaratively

(i) Throw It, and Let Servlet Container to Call Handler

1. must be a RuntimeException, a ServletException or an IOException:

· create by extends RuntimeException, or ServletException, or IOException

· OR wrap in ServletException, e.g.:

} catch (SQLException e) {

throw new ServletException(“Wrapped SQLException”, e);




}
2. Servlet container then looks for a resource to handle it from the <error-page> elements in the web.xml:

<error-page> (error-code|exception-type, location)

3. ( the servlet can’t find a container for the ServletException does it call se.getRootCause()

(ii) Using a Servlet or JSP Page as an Error Handler

Servlet container sets certain attributes of a request when an exception is thrown, and before passing to the error handler:

	Attribute Name
	Wrapped Type
	

	javax.servlet.error.exception

(replaces message and exception-type)
	Throwable

(old attribs were String and Class)
	the exception that invoked the error page (set to null if invoked from sendError () or setStatus())

	javax.servlet.error.status_code
	Integer
	as per set in sendError() or setStatus() (set to null if invoked from exception being thrown)

	javax.servlet.error.servlet_name
	String
	name of servlet that threw the exception

	javax.servlet.error.request_uri
	String
	current req URI


Then to get the actual exception can e.g. 

    Object exception = 

        request.getAttribute(“javax.servlet.error.exception”);

    Throwable actualException =  

        (Throwable)((ServletException)exception).getRootCause();

    String errorMsg = actualException.getMessage(); //(or getClass())
(iii) Use RequestDispatcher to Call Handler

1. Catch the exception in a try/catch block

2. Set appropriate attribs in the request e.g. “javax.servlet.error.exception”

3. RequestDispatcher rd = 

req.getRequestDispatcher(“/servlet/OurExceptionHandler”);
4. Forward the request: rd.forward(req, res);
(iv) Handling Exceptions Thrown by forward()/include()

When a forward() or include()  results in an exception:

1. If exception already (Runtime|Servlet|IO)Exception, thrown as is

2. else, wrapped in a ServletException and thrown

e.g.
try {


    rd.forward(req, res);


} catch (ServletException se) {


    Throwable t = se.getRootCause();


    ….


}
c) Logging

· System.out
- for debugging in dev only, not to be used in production

· GenericServlet and ServletContext logging methods:

void log(String msg)

void log(String msg, Throwable t)  writes the stack trace to file

· Set the name of the file to log to in e.g. conf/server.xml (Tomcat)

8. Session Management

a) State and Sessions

State: ability of a protocol to remember a user and their requests. Protocols are:


1. stateful
e.g. in a web app – uses a session object


2. stateless
e.g. http

Session:  1. starts when a client makes a request to the server that requires a session 


       to be created, e.g. logging in


  2. ends:
a) client explicitly ends the session




b) session timeout (no reqs received for a while)


      and session ‘forgets’ all session into


how? 
- on first request server initiates a session and assigns it a unique 

   identifier, the session ID

- the cient resends this session ID with each subsequent request so 

   the server can identify the correct session

b) Using javax.servlet.http.HttpSession Interface

(i) Working with an HttpSession

1. retrieve the session


HttpSession session = request.getSession();


(or getSession(boolean create) – default = true)

2. add or retrieve name-value_object pairs


session.setAttribute(name, value_object)


Object value = session.getAttribute(name);
3. close or invalidate the session if required:


session.invalidate();

(ii) Handling Session Events with Listener Interfaces

· HttpSessionAttributeListener

· Called whenever an attribute is added/removed/replaced to/from a session

· HttpSessionBindingListener

· Implemented by classes/attributes that need to knw when they are bound to/ unbound from a session.

· Can log with e.g. e.getSession().getServletContext().log(msg)
· HttpSessionListener

· Used to receive notification when sessions are created or destroyed. 

· Configure in web.xml

· sessionDestroyed() called after session is invalidated so e.getSession() returns null.

· HttpSessionActivationListener

· Used by session attributes to know when a session is migrating to a different JVM: sessionWillPassivate(HttpSessionEvent e)…

(iii) Expunging a Session

· e.g. if logout

· will do this programmatically by: session.invalidate()

· throws an IllegalStateException if already invalidated
c) Session Timeout

(i) Configured in the deployment descriptor

<session-config> (<session-timeout> in minutes
(ii) For an individual session

session.setMaxInactiveInterval(int_in_seconds); (if <0, will never expire, if ==0, will expire immediately)

or get with: Int int_in_seconds = session.getMaxInactiveInterval()
d) Implementing Session Support

(i) Server-Client Steps

1. a new client sends request to server, the first req, no session id yet

2. server creates a session, and assigns a unique id (session.isNew() ( true), returns session id to client

3. client receives and saves session id (first time client aware of id)

4. client sends future request with id

5. server receives request and using the session id finds the correct session (the client has now joined the session, isNew() ( false)

(ii) Using Cookies

Server sends a ‘cookie’ in the HttpResponse header, tis is saved on the client’s machine and returned in subsequent HttpRequest headers


e.g. 
POST    /servlet/MyServlet    HTTP/1.0



cookie=JSESSIONID=24F8A4DB6



Content-Type: application/<app-type>



userid=aliciam
(iii) Using URL Rewriting

· for clients who have cookies turned off

· for each link on a page, append the session id

 e.g. <a href=”/servlet/MyServlet;JSESSIONID=24F8A4DB6”>Click Here</a>
· HttpServletResponse methods for appending session ID’s to URL’s

 
response.encodeURL(url) ( String, appends the session id


response.encodeRediriectedURL(url) – used for res.sendRedirect()

 e.g. pw.println(“<a href=\”” + res.encodeURL(“/servlet/MyServlet”) + 

 “\”>Click Here</a>”);

· when someone clicks on such a link, ther servelt container will automatically parse the path info and return the correct session when we call request.getSession()

· Notes on Using URL Rewriting:

· encode all URLs – hyperlinks and buttons/action attributes
· all pages of the aplication must be dynamic ( all static html must be passed through a servlet to append the session ids
· can be a bottleneck
9. Developing Secure Web Applications

a) Security Issues

Authentication – verifying a user is who they say they are (username/psswd)

Authorization – determining if a user is allowed to access source requested (ACLs)

Data Integrity – data not modified in transit (calc hashcode before sent and when rec)

Confidentiality (Data Privacy) – ensure only intended user can access (https)

Auditing – recording security-related events (log files)

Malicious Code – code meant to cause harm: viruses, worms, backdoors (peer to peer 

code reviews)

Web Site Attacks – 


Secrecy attacks – attempts to steal confidential info e.g. cc num (https)


Integrity attacks – attempts to alter info in transit (public key encrypting)


Denial-of-service attacks (Availability attacks) – (use firewalls- prevent 

network traffic on unwanted ports)

b) Authentication Mechanisms (username/password)

(i) HTTP Basic Authentication

Process:

1. browser sends request for a protected resource (but doesn’t know it’s protected yet)

2. server observes resource is protected, sends 401 Unauthorized message to client and includes in header: WWW-Authentication: Basic realm=“scope”
3. client’s browser opens dialogue box prompting for username/password

4. once entered, client’s bowser passes values in a header:


e.g. 
GET /servlet/MyProtectedServlet HTTP/1.0



Authorization: Basic username:password


where the password is in base64 encoding

5. server validates username/password, if valid sends response else ( 2

6. browser displays resource

Advantages/Disadvantages:

( easy to set up

( supported by all browsers (part of http specs)

Θ not secure (base 64 is not an encryption method)

Θ not supported by many servlet containers

(ii) HTTP Digest Authentication

As per Basic but password is encrypted for sending

( more secure than basic

Θ only IE5+ supports it

Θ not supported by many servlet containers

(iii) HTTPS Client Authentication

HTTPS = HTTP over SSL (Secure Socket Layer)

1. SSL connection between browser and server

2. all data transferred is encrypted (public key cryptography)

( the most secure

( most browsers support it

Θ requires certificate from certification authority, e.g. VeriSign - $$$

(iv) Form-based Authentication

As per Basic but define form to get username/password


<form method= “POST” action=“j_security_check”>


    …<input type=“test” name=“j_username”>


    …<input type=“password> name=”j_password”>…


</form>

( easy to set up

( full browser support

( can customise login page

Θ not secure

Θ only use when session is maintained with cookies or https

(v) Defining Authentication Mechanisms for Web Applications

- in the deployment descriptor (web.xml)

· Configuring Usernames and Passwords:

· servlet container dependant

· e.g. Tomcat

<tomcat-users>

<user name=“ali” password =“aaa” roles=“emp, java_team”/>…




</tomcat-users>
· Specifying the Authentication Mechanism

· <login-config> (auth-method?, realm-name?, form-login-config?)

· e.g.  <login-config>

 



<auth-method>FORM</auth-method>

<form-login-config>

    <form-login-page>/LoginPg.html</form-login-page>

    <form-error-page>/LoginEr.html</form-error-page>

</form-login-config>

    <login-config>
c) Securing Web Applications Declaratively: web.xml, security-constraint

· <security-constraint> (dispay-name?, web-resource-collection+, auth-constraint?, user-data-constraint?)

· Procedure:

1. set up individual users and their roles (e.g. in tomcat-users.xml)

2. declare these roles in the web.xml under <security-role>
3. decide on how users get authenticated by setting up the <login-config>
4. set up the <security-constraint> for groups of related resources

· NOTE: tomcat changes an http method from POST to GET if checking with FORM ( use BASIC
d) Securing Web Applications Programatically

· in addition to the declarative approach, for fine control e.g. ‘supervisor’ and ‘employee’ both have access to a resrouce, but resoure behaves differently for each ( need prog. security

· HttpServletRequest methods, e.g.

String username = request.getRemoteUser();  
//login name if 

//authenticated, else null

Principal user = request.getUserPrincipal();  

boolean isBoss = request.isUserInRole(“manager”);
· For all rolenames hardcoded in a servlet, put in the deployment descriptor (under <securtiy-role-ref> as a <role-name>.  The role-name given at deployment (under <security-role> and roles for each user) can then be mapped onto those used in a servlet with <role-link>’s:

<servlet>…

    <security-role-ref>

        <role-name>manager</role-name>    //the hard-coded value

        <role-link>supervisor</role-name> //as used in rest of web.xml

    </security-role-ref>

</servlet>

10. Developing Thread-Safe Servlets

a) The Multithreaded Servlet Model

· default behaviour of servlet container

· for each new request, dispatcher passes into a free thread in the pool of worker threads

· can get an inconsistant state if using instance (member) variables

b) The Singlethreaded Servlet Model

1. write a servlet that implements javax.servlet.SingleThreadModel (no methods to implement, but ensures only 1 thread can run an instance of the servlet at any one time)

2. now when dispatcher receives multiple requests for the same servlet, will ensure multiple instances to serve them, or wait till previous one finished serving

· Disadvantages

Θ performance – time consuming to create new instances, or wait for threads to finish (not all servlet containers will make multiple instances)

Θ can give a false sense of thread safety ( may still get multiple instances effecting shared data (as in HttpSession and ServletContext)

c) Synchronizing the service() Method

· Ensures only one service() of a servlet calss (i.e. even over multiple instances) ever gets run at a time

· Advantages/Disadvantages:

( solves data sharring issues

ΘΘ very low performance ( almost never used

d) Variable Scopes and Thread Safety

(i) Local Variables

· are thread-safe

· each thread gets it’s own copy of them

(ii) Instance Variables

· one copy per instance of a servlet ( 

· not thread-safe for a multi-threaded servelt 

· but is thread-safe for a single threaded servlet (as only one thread will ever run any instance at a time)

· use of instance variables:

· to store objects initialized at startup, but used in service method e.g. connection to a database

(iii) Class (static) Variables

· one copy per servlet class ( not thread-safe (even for single threaded models)

· ( use to store “read-only”/constant data i.e. final static

e) Attribute Scopes and Thread Safety

All have (get|set)Attribute() methods

(i) Context Scope (ServletContext)

· accessible to all servlets in the web application ( not thread-safe

· e.g. a list object – may remove element from the list while another is iterating through it ( IndexOutOfBoundsException
· ( either:

1. synchronize the use of the object (( performance)

2. iterate through a copy of the list (overhead), and to add/remove, do directly on object from get (i.e. don’t set it again)

· use attributes in the context scope only to store seldom-modified data

(ii) Session Scope (HttpSession)

· only accessible to thrads servicing requests for the same session but as a client can send multiple requests at any one time (and on the same session) ( multiple threads can access session objects ( not thread-safe

· ( synchronize access to the session object – doesn’t cause a bottleneck as multiple concurrent requests aren’t common and only effect one client at a time:

· in service() method:

HttpSession session = request.getSession();

synchronized(session) {

    //code to add, delete, iterate through any session object

}
(iii) Request Scope (ServletRequest)

· for each ServletRequest, the dispatcher assigns it to a single thread ( is thread-safe (unless, of course, we explicitly create more threads in the servlet and these want to accesss request objects)

· use – for forwarding/including the whole request to other servlets/jsps

11. The JSP Technology Model – The Basics

a) JSP Syntax Elements

(i) <%@ Directives %>

· translation-time instructions to jsp engine

1. page – informs jsp engine of overall properties

e.g. <%@ page language=“java” %>
2. include – tells jsp engine to include contents of another file here (html,jsp)
e.g. <%@ include file=“copywrite.html” %>
3. taglib – for associating a prefix with a tag library

e.g. <%@ taglib prefix=“test” uri=“taglib.tld” %>
(ii) <%! Declarations %>

· initialized only once when page is first loaded by jsp engine

e.g. <% int count = 0; %>
· can have multiple declarations in single <%!  %>
· can declare variables, methods so can be used anywhere later in the page

(iii) <% Scriptlets %>

· executed each time page is loaded

· any valid java code

e.g. <% count++; out.print(“<p>count is ” + count); %>
(iv) <%= Expressions %>

· evaluated each time page is accessed (value, arithmethic expression, method-call – method can’t return void)

e.g. <%=++count %>
· can print out any Java primitive or String

· can’t end with a semi-colon

· can’t define anything in it

(v) <%jsp:Actions %>

(i) <jsp:include>

(ii) <jsp:forward>

(iii) <jsp:useBean>

(iv) <jsp:setProperty>

(v) <jsp:getProperty>

(vi) <jsp:plugin> - generates html for embedding client-side components

· all case sensitive

· attribute-list: name=‘value’ or name=“value” (no space betw. = & “)

(vi) <%-- Comments --%>

<%-- jsp comments --%>

<%   //Java comments %>

<!-- html comments -->
b) The JSP Page Lifecycle

(i) Overview
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(ii) Consequences of translation unit:

1. <%@ page … %> directives effect entire translation unit

2. the same variable can be declared (<%!…%>) in both the original jsp page and an included page (or multiple included pages)

3. <jsp:useBean> can’t declare same bean twice in a unit

(iii) The Process:

1. Translation
· jsp engine parses and validates the syntax of the jsp page (so would catch e.g. <%@ Page language=“java” %>), ignoring comments

· checks attrib-value pairs in Directives and Actions are valid

· checks no JavaBean name used > once in a translation unit

· checks custom tag li is valid and the use of custom tags

2. Compilation (e.g. using javac)

· will pick up compilation errors e.g. statements/declarations not ending with ;

· can force compilation without execution by e.g.:

http://localhost:8088/myJspPage?jsp_precompile=true


            if left out default is true anyway: (((((
· aside: all request parameters beginning with jsp are reserved

3. Loading and instantiation
· if compilation successful ( servlet instance in memory

(iv) Calling the JSP life-cycle methods

· Generated servlet class implements HttpJspPage:
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· jspInit()

· called by container once to initialize servlet

· all declarations (<%! … %>) end up in here

· _jspService(HttpServletRequest req, HttpServletResponse res) throws ServletException, IOException

· called for each reqeust

· all html elements, scriptlets and expressions go here during trans

· can directly override jspInit() and jspDestroy() but not _jspService() as is generated by servlet engine. e.g.

<%!  public void jspInit() {

        //e.g. open a db conn, init objects from it, close conn

     }

%> 




then do stuff and in last declaration jspDestroy, open db conn, save 

state/data, clsoe connection

c) The JSP Page Directive Attributes

(i) import

· using any class (except for those automatically loaded by jsp engine) must either import or use it’s fully qualified name

· e.g. <%@ page import=“java.util.*, java.io.File” %>
       or 
<%@ page import=“java.util.* %>


   
<%@ page import=“java.io.File %>
NOTE: import is the only page directive that can occur multiple times

· JSP engine automatically imports: java.lang.*, javax.servlet.*, javax.servlet.jsp.* and javax.servlet.http.*

(ii) session

· if we don’t want the page to take part in the session:

<%@ page session=“false” %>    default=true
(iii) errorPage and isErrorPage

· to delegate error-handling to an error-page handler

<%@ page errorPage=“myErrorHandler.jsp” %>

or errorPage=“myStaticErrorHandler.html”
· then in myErrorHandler.jsp, specify

<%@ page isErrorPage=“true” %> default=false



has an exception object implicitly available to it

(iv) language/extends/buffer/autoFlush/isThreadSafe/info/contentType/

pageEncoding

· e.g. <%@ page language=“java” %> default=java i.e. redundant

· e.g. <%@ page extends=“myPkg.MyBaseServlet” %> rarely used

· buffer – minimum size of output buffer before sent to client, vendor-specific default by ( 8kb
e.g. <%@ page buffer=“32kb” %>

· autoFlush 
· should be sent to client as soon as full?  default = true
· if set to false, and buffer gets full, ( exception if try to add to it

· invalid: <%@ page buffer=“none” autoFlush=“false”%> (   translation and run-time errors
· e.g. <%@ page isThreadSafe=“false” %> default=true
· class variables (those in java declarations) are not so if have these must set to false ( container dispatches requests to page sequentially ( implementing SingleThreadModel for servlets

· but if have a pool of instances (as with SingleThread model) will still be unsafe ( better to set isThreadSafe=“true” (so only get a single instance of the page servicing multiple requests) and synchronize the code block which deals with the class variable

· e.g. <%@ page info=“string returned by getServletInfo()” %>
· e.g. <%@ page contentType=“text/html; charset= ISO-8859-1”  %> default
· e.g. <%@ page pageEncoding=“ISO-8859-1” %> default
12. The JSP Technology Model – Advanced Topics

a) The Translation Process

(i) Scripting Elements

· JSP declarations ( instance members of generated servlet class ( order unimportant, and don’t have to initialize these variables (get’s automatically done to default values), and don’t forget updated value get’s remembered between requests

· JSP scriptlets ( dropped directly into _jspService() ( order important, and must explicitly initialize as variables are local

· JSP expressions ( get wrapped in out.print() in _jspService() method (this is why then don’t end in a ;)

(ii) Conditional and Iterative Statements

· Can span across multiple scriptlets with html code in between

· NOTE: always use brackets:

e.g. <% if (isUserLoggedIn) %>   (trans as(>  if (isUserLoggedIn)

         Welcome, <%=username %>
         out.write(“Welcome, ”);






      out.print(username);

so better to write as:
<% if (isUserLoggedIn) { %>




       Welcome, <%=username %>




<% } %>

(iii) Request-Time Attribute Expressions

· e.g. 
<% String pageURL = “copyright.html” %>   

<jsp:include page=“<%=pageURL%>” />   

where <%=pageURL%> is a request-time attribute expression

· but can’t use in <%@ directives %> as are translation-time only

e.g. 
<% String bSize = “32kb” %>   

<%@ page buffer=“<%=bSize%>” %>   is invalid
(iv) Escape Sequences

· Use backslash (\) where needed

· In template/straight html text use &lt;% to print <% (parser looking for <% and html for <)

· In scripting elements – parser is now also looking for closing %>, so to get a %> in a string, use %\>
· In attributes, between “”’s:  \”, \\, <\%, %\> (and \’ if between single quotes)

b) JSP Implicit Variables and Objects

ONLY available to stuff that goes in _jspService() (i.e. scriptlets, expressions), not jspInit() (i.e. declarations)

(i) application

· a javax.servlet.ServletContext object

· methods: e.g. .log(String), .getRealPath(“/WEB-INF/Aresource.ext”)
(ii) session

· ONLY available if the session page attribute is true (default)

· a javax.servlet.http.HttpSession object

· methods: e.g. .getID()

(iii) request and response

· javax.servlet.http.HttpServletRequest and HttpServletResponse
· passed in as parameters to _jspService(request, response)
(iv) page

· java.lang.Object

· refers to this instance of the generated servlet

· but must cast:

e.g. ((Servlet)page).getServletInfo() ( this.getServletInfo()
· page can also be cast as JspPage or HttpJspPage
(v) pageContext

· javax.servlet.jsp.PageContext

· where application, config, session and out objects are got from

· used for:

· setting attributes in different scopes

· transferring requests, so don’t need to create a RequestDispatcher object: include(String relURL) and forward(String relURL)
(vi) out

· out.print(…), out.println(…), out.write(…)

· all overloaded to accept Strings and all primitives

(vii) config

· for retrieving init parameters passed in through the web.xml:

<servlet>

    <servlet-name>MyJspPage</servlet-name>

    <jsp-file>/jsp/TheJspPage.jsp</jsp-file>

    <init-param>

        <param-name>Init Param 1</param-name>

        <param-value>Init Value 1</param-value>

    </init-param>

</servlet>



then retrieve with config.getInitParameter(“Init Param 1”)

· NOTE: to ensure the config init parameters are available (otherwise will translate to file TheJspPage$jsp.java) must:

either set up the url to map to the name (best way – ony one instance of generated servlet created for both urls: MyJspPage and /jsp/TheJspPage.jsp):

<servlet-mapping> 

    <servlet-name>MyJspPage</servlet-name>

    <jsp-file>/jsp/TheJspPage.jsp</jsp-file>

</servlet-mapping>

or only ever call the jsp page by name:




e.g. rd = context.getNamedDispatcher("MyJspPage")




or translates to location: /servlet/MyJspPage
(viii) exception

· ONLY available implicitly if isErrorPage == “true”
· java.lang.Throwable
c) JSP Page Scopes

(i) Equivalent Explicit Objects

	Scope Names:
	Implicit Object:
	(
(all have:

( void setAttribute(String name, Object val)
( Object getAttribute(String name)
(

	Application
	application
	

	Session
	session
	

	Request
	request
	

	Page
	pageContext
	


(ii) pageContext as Scope Handler
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· Implicit objects considered as having page scope: response, out, pageContext, config and exception
· findAttribute(String name) searches page ( request ( session (if valid) ( application

d) JSP Pages as XML Documents

Whole document must be done with either std jsp tags or xml-based tags

(i) jsp:root

· <jsp:root xmlns:jsp=“http://java.sun.com/JSP/Page” version=“1.2”>

    whole rest of page including <html></html> tags

</jsp:root>
xmlns: xml namespace == prefix, tells where to find tags

· could add specifications of other prefixes here 

e.g. xmlns:myLib=“www.myserver.com/myLib”
(ii) jsp:directive

· only page and include (no taglib directive as specified by xmlns in jsp:root):

<jsp:directive.page  attrib-list />

<jsp:directive.include  attrib-list />
(iii) Scripting Elements

· <%!…%> 
( <jsp:declaration> declaration stmts </jsp:declaration>
· <%…%>
( <jsp:scriptlet> java code </jsp:scriptlet>
· <%=…%> 
( <jsp:expression> java expression </jsp:declaration>
· NOTE: expressions inside attribute values used as %=…% e.g.

<jsp:include page=“%=myURL%”/>
(iv) Text

· text printed to screen must be between <jsp:text> and </jsp:text>
· NOTE: html tags don’t go in these

(v) Comments

· <%--…--%> (  <!--…--> i.e. std xml comments

(vi) Actions

· as per normal i.e. <jsp:actionName attrib-list />
13. Reusable Web Components

a) Static Inclusion

· included at translation time ( single servlet

· in jsp page: 

<%@ include file=“relativeURL” %>
in jsp document: 
<jsp:directive.include file =“relativeURL”/>
· file attribute only one and is mandatory

· URL – rel to curr file, don’t start with /; rel to doc root, start w /

· file – any text-based file: html, jsp, xml, txt (not servlets)

· variables accessed from included page as if in same page

· Implications:

· as no processing at translation time ( can’t use an expression to set the file attribute e.g. <%@ include file=“<%=myURL%>” %> is invalid
· as req params part of req can’t pass in at translation time e.g. can’t do this: <%@ include file=“otherPg.jsp?name1=value1” %>
· included files may/may not be able to compile directly, best to share variables through pageContext attributes rather than directly

b) Dynamic Inclusion

· at request time – request sent to their object and output from there included in jsp page

· page attribute mandatory, relative URL only, can be request-time expression

(i) jsp:include

· <jsp:include page=“other.jsp” flush=“true” />
( <% pageContext.include(“other.jsp”) %>

( <% RequestDispatcher rd = request.getRequestDispatcher(“other.jsp”);

 

     rd.include(request, response); %>

· flush attribute

· for <jsp:include> only

· “true” if current page buffered then blush this before passing to included file, default=“false”
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(ii) jsp:forward

· the other generated servlet ends up sending the output directly to the client after being passed the req, res objects from the original page

· <jsp:forward page=“other.jsp” />
( <% pageContext.forward(“other.jsp”) %>

( <% RequestDispatcher rd = request.getRequestDispatcher(“other.jsp”);

  

     rd.forward(request, response); %>

· if output buffered, cleared before requst is forwarded.

if output not buffered and/or if response committed before call to forward ( throws a runtime java.lang.IllegalStateException at forwarding

(iii) Passing Parameters to Dynamically Included Components

· <jsp:include page=“other.jsp”>  //or foward
    <jsp:param name=“name1”  value=“value1” />

    

    <jsp:param name=“name2”  value=“<%=getValue2()%>” /> 



</jsp:include>  //or forward

· if param name already in request (e.g. a GET: ?name1=diffValue1) it’s values get shunted down array ( e.g. in other.jsp, request.getParameter(“name1”) will return the later “value1”, and request.getParameterValues(“name1”) ( { “value1”, “diffValue1”}
· for includes: jsp:param’s are only available for the time the request is in the other included jsp page ( removed when control is passed back to original page 

(iv) Sharing Objects with Dynamically Included Components

· share all objects in request scope and above (session, application) ( use set|getAttribute(String name[, Object value])
14. JavaBeans

a) Overview

· A JavaBean for use in a jsp page must:

1. have a no-argument constructor

2. have public void setXxx(Type xxx) and public Type getXxx()
3. by convention: end in …Bean
4. be in the classpath ( in /WEB-INF/classes directly or in /WEB-INF/lib in a .jar file
· To use, first must import via the page directive:

e.g.
<%@ page import=“MyBean” %>

( <jsp:directive.page import=“MyBean” />

· Advantages:

( shorter code (much done by bean container e.g. getting properities from forms)

( reusability
( separate out DB access into bean

( OOP ( can sub-class etc

· Serialized JavaBeans

· bean ( file format for saving

· to make: MyBean implements java.io.Serializable (or Externalizable) then use java.io.ObjectOutputStream to save state

· Serialized (Saved State) Beans must have the extension ‘.ser’ (e.g. a serialized instance of an AddressBean: Alicia.ser) and must be saved in /WEB-INF/classes or a subdiretory (bean name = path+filename)

· to get objectfrom .ser file: use java.beans.Beans.instantiate()
b) Using JavaBeans with JSP Actions

(i) jsp:useBean

(a) Attributes:

	id
	· name by which to identify the instnce e.g. id=“address”
· mandatory, used by get|setProperty, or as variable name
· can’t have >1 ids of same value in same translation unit (get translation-time error)

	scope
	· of the bean’s instance: page|request|session|application (can’t use session if session=“false”)
· optional, default=“page”

	class
	· fully qualified java class name 

e.g. class= “beans.address.ResidentialAddressBean”

· if call useBean and not existing yet, creates from  this class name and the no-argument constructor

	type
	· of variable used to refer to bean (i.e. the declared type) 
e.g. type=“beans.address.AddressBean”
· must be same as bean’s class, or superclass, with fully qualified name

	beanName
	· fully-qualified name of a serialized bean (if from file) or class name (if creating new) e.g. beanName=“addresses.Alicia” will load file from addresses/Alicia.ser
· can be evaluated at request-time (c.f. class attribute set at translation time)


*NOTE: must have one of: class OR type OR (class AND type) OR (beanName AND type) (can’t have beanName and class)

(b) Combinations of Attributes:

· <jsp:useBean id=“address” class=“AddressBean” scope=“session” />

· bean should be an instance of AddressBean
· if an “address” object not already in session at request time, creats an instance of AddressBean and calls it address

· the typecast problem

· when two beans access the same session attribute but put in/expect objects of different classes 

· e.g. in residential.jsp: <jsp:useBean id=“address” class=“ResidentialAddressBean” scope=“session” /> in business.jsp: <jsp:useBean id=“address” class=“BusinessAddressBean” scope=“session” /> ( 1st creates bean in session and 2nd tried to access but expects a ( ClassCastException
· solution: use class and type attribute:

  <jsp:useBean id=“address” 
  //first looks in session object
scope=“session”  //for an address parameter
type=“AddressBean”  //assigns address as type AddressBean
class=“BusinessAddressBean” /> //if address not in session, create 





  //with new BusinessAddressBean

( use a parent class as type if likely to use same attribute name for different (but related) classes of objects (if don’t specify type, default is the class attribute)

· Using Serialized Beans:

· <jsp:useBean id=“address” 
  //first looks in session object
      scope=“session”  //for an address parameter
type=“AddressBean”  //casts address as type AddressBean
beanName=“businessData.address.Alicia” /> 

//if address not in session, instantiates from Alicia.ser (casting to AddressBean)

· or use a class for the beanName attribute ( instantiates an instance of this class

· type must be same or superclass of bean, or an implemented interface

· can use a request-time expression in the beanName attribute:

e.g. beanName=“<%=theBeanName%>”

(c) Initializing Bean Properties

· as uses a no-argument constructor

· ( use nested scriptlet, or jsp:setProperty, to set variables/properties of an instance that has been created with “new”

e.g. <jsp:useBean id=“address” class=“AddrBean” scope=“session”>


<% address.setCountry(“NZ”>; %>

    </jsp:useBean>

or in place of scriptlet have:

<jsp:setProperty name=“address”  property=“country” value=“NZ”/>

· so only if bean not found in scope, new one is created and nested properties get set on it
(d) Scope of the Declared Variable

· block – if between {}’s, but can access the bean from outside block with e.g. pageContext.getAttribute(“address”); as scope of bean is pageContext by default, or corresponding implicit object of beans scope was set to request, session or application
(ii) jsp:setProperty

(a) Attributes:

	name
	· mandatory, name of bean given by id in useBean

	property
	· mandatory, name of property to be set using setXxx

	value
	· new value to set in setXxx
· can be a requst-time attribute e.g. “<%=theCity%>”

	param
	· name of request parameter – if found, it’s value is that used in setXxx
· XOR with value – never use both at same time


· if no value or param given, then uses property name to find parameter in the request

· if no value in request , and no value explicitly given, then setProperty has no effect
(b) Setting all Properties in one Action:

<jsp:setProperty name='address' property='*' />

(iii) jsp:getProperty

· <jsp:getProperty name='address' property='country' />
( <% out.print( address.getCountry() ) />
c) JavaBeans in Servlets

(i) Servlet equiv to useBean

<jsp:useBean id=“name” class=“ClassOfBean” scope=“scope” />

( equivalent in a servlet’s service method:


ClassOfBean name = null;


synchronized (scope) {


    name = (ClassOfBean) scope.getAttribute(“name”);


    if(name == null) {


        name = new ClassOfBean();


        ClassOfBean.setAttribute(“name”, name);


    }


}

(ii) Finding scope objects

· request – implicitly available (passed into service as a param)

· session – HttpSession session = requst.getSession();
· application – ServletContext context = this.getServletContext();
(iii) Getting serialized beans

· e.g. java.beans.instantiate(this.getClass().getClassLoader(), 
    


“addresses.residential.Alicia”);
d) Accessing JavaBeans from Scripting Elements

May want to use when:

1. calling non-standard/unsupported (i.e. not getters/setters) methods of a bean

e.g. look in session for “user”, if not there set username and password and call <% user.initialize(); %> to populate user object from db

2. want to get a property to assign to a variable or pass in as an argument (as jsp:getProperty just writes into out.write)

e) Properties in JavaBeans

(i) Using non-String data type properties

· request parameters always Strings

· <jsp:setProperty>:

· jsp engine automatically converts String in value attrib, or in request param, to primitive or wrapper class if appropriate

· if using value=“<%=expression%>”, the expression must be of the correct property type i.e. a primitive, wrapper, or String

· <jsp:getProperty>:
· uses overloading of out.print() to print Strings, primitives and wrappers

(ii) Using indexed properties

· if multiple values for a single request parameter:

· if not an array, jsp engine takes first occurance only

· if is an array of chars, jsp engine takes first char of each ( char[] when sets the property e.g.:

<jsp:setProperty name='security' property='permissions' />

where url?permissions=ABC&permissions=DEF&permissions=G

then permissions gets set to { ‘A’, ‘D’, ‘G’ } assuming the property/instance variable is char[], if was String[] we would get { ‘ABC’, ‘DEF’, ‘G’ }

or can set with a request-time attribute: char[] perms ={‘A’,‘B’,‘C’} then <jsp:setProperty name='security' property='permissions' value=‘<%=perms%>’/>

· works for String[], int[] etc, Boolean[]…

· Getting indexed properties

· treated as an object so don’t use jsp:getProperty, instead, e.g.

chars[] perms = security.getPermissions(); then loop through array printing out with: Property is <%=perms[i]%>

15. Using Custom Tags

a) Terms and Tag Libraries

· Custom Tags: user-defined tags/actions, allow movement of presentation logic out of jsp pages ( classes ( centralize, reuse

· Tag Handler: 

- class that implements Tag, IterationTag or BodyTag (from javax.servlet.tagext)

- a runtime container-managed object that evals custom actions during jsp pg exe

· Tag Library: set of custom tags/actions that encapsulate some functionality in pg

· Tag Library Descriptor (TLD): meta-info file – tells jsp engine tag handler classes for tags and where to find (i.e. in which library)

· Absolute URI – inc. protocol and hostname e.g. http://localhost.8088/taglibs/hl

· Root Relative URI – relative to document root of web-app, starts with /

· Non-root Relative URI – relative to current jsp page or WEB-INF, doesn’t start with a /

b) Informing the JSP Engine about a Tag Library

(i) In jsp page:

· jsp syntax: <%@ taglib prefix=“test” uri=“sampleLib.tld” %>
· xml syntax: <jsp:root xmlns:jsp= “http://java.sun.com/JSP/Page”

xmlns:test=“sampleLib.tld” version=“1.2”>…





</jsp:root>

· uri is non-root relative above(jsp engine searches in same dir as jsp page)

· keeping tld’s in different directory to jsps

- use absolute uri e.g. uri=http://www.aserver.com/sampleLib.tld
- map actual location to this uri

(ii) URI mapping

· usually put tld in<docroot>/WEB-INF/lib at deployment, and must name as taglib.tld ( JAR file of app.

· TLD resource path – the JAR file or e.g. WEB-INF/taglib.tld

· Explicit Mapping:

- in web.xml: <taglib> (taglib-uri, taglib-location)
- taglib-uri: user-defined uri (abs or rel) to look up, use this in jsp pages

- taglib-location: must point to valid TLD resource path (jar or tld), rel uri

· Implicit Mapping:

- reads all taglib.tld files in JARs

· Well-known URIs: 

- for entries known by default e.g. http://java.sun.com/JSP/Page
(iii) Resolving URI’s to TLD file locations

jsp engine finds taglib directive ( looks up uri in map (from web.xml)

· if finds uri

if location is root relative (ie. starts with /), prepends with <docroot>

else if location is non-root relative, prepends <docroot>/WEB-INF/

· else

if URI is absolute (starts with http) ( translation-time error

if URI is root-relative (starts with /) ( assume relative to <docroot>

if URI is non-root relative ( assume relative to current jsp page

(iv) The prefix

<myPrefix:myCustomAction /> (note: no space between two)

· to identify which library the action belongs to

· can’t use: jsp, jspx, java, javax, servlet, sun or sunw

c) Using Custom Tags in JSP Pages

(i) Empty tags

<prefix:tagName></prefix:tagName>  or  <prefix:tagName />
e.g. <p>All fields marked with a <airnz:required /> are…

(ii) Tags with attributes

<prefix:tagName
attribName1=“attribValue1”
attribName2=“<%=expression2%>” /> 

· values can be request-time expressions, if allowed by tld 

e.g. request.getParameter(“value”)
· attributes are like parameters to method calls

· limitations set by TLD file

· set of valid attribute names and data types of their values

· if it is mandatory  <required>?

· if value must be specified at trans-time or can be a rtexprvalue

(iii) Tags with JSP code

<prefix:tagName…>
- returns a boolean, if true, executes body


//any valid jsp code – called body content

</prefix:tagName>  

(iv) Tags with Nested custom tags

opening and closing tags can’t overlap

16. Developing Custom Tag Libraries

a) The Tag Library Descriptor, TLD

      <tablib>
root element of the .tld file


((<tlib-version>
version number of our tag library


((<jsp-version>
1.1|1.2 – classes limited to use features of, jsp container must be compat



(


note: v1.1: <bodycontent> and <tagclass> (no spaces)


((<short-name>
preferred prefix name for tags using this library


((<uri>?
(<taglib-uri> - implicitly adds to taglib map, and location of this tld ( <taglib-

(

location> - explicit mapping in web.xml takes precedence over this type


((<display-name>?
(


((<small-icon>?
(for use by development tools


((<large-icon>?
(


((<description>?



((<validator>?

info about the library’s TagLibraryValidator


((<listener>*



(
((<listener-class>
class called when event occurs that is linked to one of the 



(



class’implemented interfaces (just like for  web.xml)


((<tag>+




((<name>
the unique tag/action name



((<tag-class>
- the tag-handler class (implements javax.servlet.jsp.tagext.Tag)

( <tagclass>1.1
- fully qualified name 

(

- can have multiple tag names for a single tag-class



((<tei-class>?
- subclass of javax.servlet.jsp.tagext.TagExtraInfo



((<body-content>?
- (empty|JSP|tagdependent) default: JSP




(  <bodycontent>?1.1
- if empty, can’t even have a space betw open/close tags




(


- if JSP – any valid JSP code, including none




(


- if tagdependent – not handled by jsp engine – handed 




(


   directly to class e.g. SELECT count(*) FROM USERS




((<display-name>?
(



((<small-icon>?
(for use by development tools



((<large-icon>?
(



((<description>?
any tag-specific information



((<variable>*

specifies scripting variable info



(
((<name-given|name-from-attribute>




(
((<variable-class>?




(
((<declare>?




(
((<scope>?




(
((<description>?




((<attribute>



(
((<name>



(
((<required>?
- (true|false|yes|no) default=false




(
((<rtexprvalue>?
- (true|false|yes|no) default=false





(
(


- can accept request-time attrib?




(
((<type>?
- e.g. int, Boolean etc default=String




(
(

- only if rtexprvalue is true|yes




(
(

- <%= type expected %>




(
((<description>?




((<example>?

· if tld doesn’t follow this specification ( translation-time errors

b) The Tag Extension API (javax.servlet.jsp.japext)
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c) Tag Handler Class Processing
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d) Implementing the Tag Interface

(i) setPageContext()

(ii) setParent(), getParent()

· for nested tags:
<prefix:parent>

<prefix:child></prefix:child>






</prefix:parent>
· setParent() called by jsp container if it finds a child tag

· getParent() usu called from within a child tag handler

(iii) the setter methods

· for setting the attributes – must write for each

· invoked using introspection

· called after setPageContext() and setParent() (if applicable)

(iv) doStartTag()

· throws JspException (or subclass e.g. JspTagException)

· returns either Tag.E
VAL_BODY_INCLUDE or Tag.SKIP_BODY
· site of main processing e.g. write to output:

JspWriter out = pageContext.getOut();

out.print(...);
(v) doEndTag()

· throws JspException (or subclass e.g. JspTagException)

· returns either Tag.EVAL_PAGE or Tag.SKIP_PAGE
· if (Tag.SKIP_PAGE), returns from current _jspService()
(vi) realease()

· called by tag handler container when instance no longer required

· releases all resources acquired over lifetime and removes from pool of instances

(vii) general notes

· can print out in doStartTag() or doEndTag() – only makes any diff which when we have a body that prints out also

· for each attribute:

· private instance variable and public setter method

· if attribute not required must either give default value or ensure code handles null values

e) Implementing the IterationTag Interface

(i) doAfterBody()

· only called if doStartTag() returns Tag.EVAL_BODY_INCLUDE
· called after (each time) body is evaluated

· throws JspException (or subclass)

· returns either Tag.SKIP_BODY or IterationTag.EVAL_BODY_AGAIN

f) Implementing the BodyTag Interface

(i) setBodyContent()

· called by jsp container if doStartTag() or doAfterTag() returns BodyTag.EVAL_BODY_BUFFERED
(ii) doInitBody()

· void doInitBody() throws JspException

· does any pre-processing required of the bodycontent bc.getString()
· when body is evaluated it is put into the BodyContent object

(iii) general notes

· to process/modify the output from the body content

· e.g. to mark keywords in bold in doAfterBody() method – get the body content string with getString(), and get the JspWriter with bc.getEnclosingWriter()
g) Extending TagSupport and BodyTagSupport

(i) The TagSupport class

· default return values:

doStartTag()/doAfterBody() ( default: Tag.SKIP_BODY
doEndTag() ( default: Tag.EVAL_PAGE
· convenience methods  for handling name-value pairs/attributes – don’t use instance variables, use inbuilt hashtable/map

· protected PageContext pageContext – can be directly used by derived class

(ii) The BodyTagSupport class

· default return values:

doStartTag()( default: Tag.EVAL_BODY_BUFFERED
· (set|get)BodyContent – a wrapper around JspWriter to buffer the output

· JspWriter getPreviousOut() – gets the wrapped writer

(iii) Accessing implicit objects

· via the PageContext object

· JspWriter out = pagecontext.getOut()

· accessing the implicit scope objects:

	scope
	implicit var
	type
	get in tag handler with:

	Application
	application
	ServletContext
	pageContext.getServletContext()

	Session
	session
	HttpSession
	pageContext.getSession()

	Request
	request
	ServletRequest
	pageContext.getRequest()

	Page
	pageContext
	PageContext
	-


· or: get by pageContext.getAttribute(name, scope) where scope is a constant: PageContext.(APPLICATION|SESSION|REQUEST|PAGECONTEXT)_SCOPE
(iv) Writing cooperative tags

· work together in nested manner

· perhaps we don’t necessarily want a tags immediate parent, but want an ancestor of the class designed to encapsulate this one:

e.g. //in CaseTag’s doStartTag() method:


SwitchTag parent = (SwitchTag)findAncestorWithClass(this, 

SwitchTag.class);


//then can obtain attributes/values from it e.g.


Object conditionValue = parent.getValue(“conditionValue”);

17. Design Patterns

a) Overview
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b) Value Object

· problem: many individual get|set calls to business tier from client (presentation tier) 

( incr. network traffic 

( decr. system performance

· solution: create value object (immutable if to hold read-only data) to encapsulate all data likely to be wanted at any one time by client – gets serialized in transit

· advantages/limitations:

( simpler interface e.g. getAddress() == getCity()+getStreet()+…

( decr. response time for data access as  ( decr. network traffic

( decr. load on enterprise beans

Θ may have data conflicts if 2 clients modify diff VO’s representing the same data in DB ( to business tier for persistence

Θ data may be stale – don’t use for quickly changing data (e.g. share market)

· a behavioural pattern

c) Model-View-Controller (MVC)

· problem: if all combined, if change display specs, need to change the lot – want multiple views of same data

· want to:

1. manage user’s interaction with system (C)

2. manage actual data (M)

3. format data in multiple ways for presentation to user (V)
· Model:

· keeps data/state of application

· manages storage/retrieval of data from DB

· notifies all views using data when data changed

· View:

· contains presentation logic – to present to user

· allows user to interact with system – notifies controller of these

· Controller:

· manager

· instantiates models and views and associates with each other

· listens for user’s actions

· manipulates Model wrt business rules

· consequences/implications:

( separates data rep (M) from data presentation (V) 

( allows multiple views for same data

( keeps changes independent 

( better system maintainability and extensibility



( separation of application behaviour (C) from presentation (V)




( controller decides which view at runtime



( separation of application behaviour (C) from data rep (M)




( map user requests from C to appl-level functions in M

· a structural pattern – can be applied to any tier but usu. presentation

d) Data Access Object (DAO)

· problem: app accesses data from multiple data sources with:

· diff. data source types e.g. relational and object DB’s

· same type of DB but diff. vendors ( vendor-specific access mechanism e.g. DB drivers, diff. SQL data types

· diff. mech to access stored procedures

so: if data source changes must update all components that access it e.g. company has a legacy data source – want to update for scalability but keep access to old DB aswell

· want to keep business logic separate from code that accesses DB so doesn’t depend on the type of DB, or how it’s accessed

· solution: DAO’s

· encapsulate data access logic

· level of abstraction between business tier and DB

( business beans don’t need to know DB type details

( improves readability and maintainability of business objects

· e.g.
AddressDAO interface implemented by RelationalAddressDAO (accesses object from a relational db) and ISAMAddressDAO (accesses object from an Indexed Sequential Access Method db)

· consequences/implications:

( app. can dynamically select a data source by using appropriate dao

( business tier shielded from changes in data source – use a std interface

( DAO centralises data access logic

· a stuctural pattern – split business object into 2 – reside in business tier but logically part of integration tier (j2ee pattern)

· DAO:

· is a java object

· is a common interface to access data

· reduces dependencies on type of DB, or DB mechanism

· allows multiple data sources handled seamlessly

e) Business Delegate

· problem: presentation tier directly accessing methods in business tier API (but these may change as program evolves) and thus needs to know location (using JNDI to locate each required remote interface) of each business tier component it uses

· considerations:

· presentation tier components perform 2 tasks which should be kept independent of each other: 

1. manage interaction with user

2. access business services

· multiple components can call same set of business methods in same order

· is the business service API expected to change?

· solution: Business Delegate:

· handles all requests to the vendor-specific business tier so if API of business tier changes only the Business Delegate must change

· resides in presentation tier

· abstracts the business services API and hides it

· acts as a client’s representative

· consequences/implications:

( decr. repitition of code

( decr. number of changes client side if/when business service API changes

( can wrap remote exceptions (from business tier) ( more user-friendly

( can cache results of remote invocation ( incr. performance

· a behavioural pattern – concerned with communication between presentation and business tiers and how to minimise and improve flexibility – physically reside in presentation tier but considered part of business tier

f) Front Controller

· problem: client/server dialogue is multistep with exact sequence determined dynamically from result of previous steps and each step performed by different component ( each component in sequence needs to know where to forward request to and keep state of current session ( change in logic of sequence ( change in code of component

· e.g. shopping cart app: each jsp needs to authenticate request to check which session it belongs to

· solution: Front Component/Controller:

· front door to client

· each request via actionParam to FrontController

· knows current state of user’s session, how to authenticate, next step in sequence

· consequences/implications:

( centralised control of user sequence ( if sequence changes, only need to change the controller’s code

( easy to maintain state (in one place) ( logout/login ( return to state

O one Front Controller per business use case

( incr use of worker components

· a behavioural pattern – communication between other components – in presentation tier

· notes:

· common point of entry for all user requests ( unifies/streamlines authentication/authorization

· dispatches requests, manages workflow/sequence of steps/use cases
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